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Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea campaign.

The world of shipping has been thrust into the spotlight 
this month, underlining just how closely the industry 
operates in the most turbulent of geo-political 
waters with all the risks that entails. As we said last 
month, there may be little we can do about 
state-on-state attacks, but we should keep a wary 
eye out for what we can prevent. 

Risks come in many packages, be they large-scale 
industry-changing breakthroughs such as autonomous 
technologies, to the small, seemingly innocent, 
emails that hint at something more. Threats to the 
maritime industry will come in all shapes and sizes 
and most, lingering under the surface like an iceberg, 
are impossible to judge their full damage potential. 

Here at Be Cyber Aware At Sea, we hope to continue 
to help you navigate these waters safely.

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea
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The BE CYBER AWARE AT SEA campaign has been nominated for the Cyber Security Award as we have provided a 
significant achievement, breakthrough or contribution to Cyber Security in shipping. 

Campaign founder Jordan Wylie commented: “It is a pleasure and a privilege to be nominated for this award. The campaign 
has been going from strength to strength over the last 4 years and we are delighted with the progress being made by
the industry and its supporters in raising awareness of cyber threats at sea.”

The open online voting process has launched and is fully supported via the SAFETY4SEA daily newsletter, web banners 
and social media campaigns. 

Please vote for us online here; https://europort.safety4sea.com/smart4sea-europort-awards/ - it’s quick and really simple 
to place your vote and we really do appreciate all the support we receive!  

The deadline for the open vote via the website is set for Monday 30th September 2019.  

The announcement of the winner and presentation of the award will take place on Tuesday 5th November in Rotterdam.

&

SAFETY4SEA & EUROPORT have announced their 
SMART4SEA EUROPORT Awards within the scope 
of fostering Excellence & Smarter Shipping... and 
we have been nominated!

WE HAVE BEENNOMINATEDFOR AN AWARD!Vote for us in The SMART4SEA EUROPORT Awards!

https://europort.safety4sea.com/smart4sea-europort-awards/
https://europort.safety4sea.com/smart4sea-europort-awards/


4 &

AUTONOMOUS SHIPS ARE 
COMING, AND WE’RE NOT 
READY FOR THEM
Picture this: It’s a stormy night in the middle of July and 
a 500-foot long cargo ship charges east through the 
Atlantic Ocean. There’s nothing unusual about the ship 
at first glance. The cylindrical vessel sports a futuristic 
design like a surfaced submarine, its sleek hull sculpted 
to slice through waves with ease. But step on board and 
things are out of the ordinary. The bridge is gone. The 
living quarters have been removed. There’s not a human 
crewmember in sight.

Cars may dominate today’s discussion about the future 
of autonomous transportation but some of the world’s 
largest maritime companies are betting big on autonomous 
shipping. Within the next decade, driverless ships like 
the one just described could be hauling cargo around 
the world.

Over the past few years, companies like Rolls-Royce 
Marine and Japanese shipping giant Nippon Yusen have 

shared plans to send remote and autonomous ships to 
sea. These ships will remain crewed to begin with, but as 
the technology advances, some of the ships may be 
crewless by as early as 2020.

“The technologies needed to make remote and autonomous 
ships a reality exist,” say Rolls-Royce. Sensor arrays built 
into ships allow them to analyse their surroundings with 
preternatural precision. Satellite data links let operators 
communicate with and control vessels from across the globe. 

Autonomous ships offer a number of advantages over 
human-driven vessels, not least of which is a promise of 
improved safety. Human-error accidents are all too 
common and costly. Take, for example, the collision off 
the coast of Corsica on October 7, 2018, when the ferry 
Ulysse departed from the port of Genoa and cruised 
southeast through the Mediterranean Sea. The ferry’s 
captain stepped away from the station to take a phone 

call just before dawn. Moments later, the Ulysse 
rammed into the side of the CSL Virginia container ship. 
The container ship’s crew had moored the vessel in the 
middle of a merchant shipping lane deemed “inadequate” 
by investigators. The collision and subsequent oil spill 
were the result of multiple human errors.

Events like the Ulysse–CSL Virginia collision may 
become a thing of the past as self-driving ships all but 
eliminate the chance for human errors, which currently 
account for between 75% and 96% of all shipping 
accidents, according to Allianz Global Corporate & 
Specialty. The economic incentives are impressive. 
Human error has resulted in more than $1.6 billion in 
losses between 2011 and 2016.

Rolls-Royce was the first to demonstrate a driverless 
system for a commercial container ship last year.

Economic benefits are among the most compelling 
reasons for companies to shift toward autonomy. 
Although research and development costs will prove 
considerable, operational costs are projected to shrink 
for autonomous ship operators, who won’t have to pay 
people to be on board. Free from crewmembers, ships 
will be redesigned to be more efficient, since ship builders 
can eliminate accommodation structures such as the 
deckhouse and living quarters, as well as energy expensive 
functions like heating and cooking facilities. Crewless 
ships will undergo a radical redesign to eliminate excess 
features and increase efficiency and carrying capacity.

Despite driverless ships effectively removing human 
error, they won’t bring the risk to zero.

Rolls-Royce, meanwhile, was the first to demonstrate a 
driverless system for a commercial container ship last 
year. In December, the company demonstrated its 
autonomous system in a test that entailed using a 
network of cameras, LIDAR, and radar to identify and 
avoid a stationary obstacle in the water. The system is 
also designed to assist in docking. 

Mikael Makinen, Rolls-Royce president of commercial 
marine, said the test marked “a huge step forward in the 
journey toward autonomous shipping and reaffirms 
exactly what we have been saying for several years, 
that autonomous shipping will happen.” 

Previously, Rolls-Royce said it aimed to launch short 
autonomous runs in 2020 and “completely un-crewed 
vessels on the high seas” by 2025.

Of course, for all the promises autonomous shipping 
offers, the transition will unlikely be seamless. Regulation 
for autonomy seems to trail behind the technology. 

Questions abound and mirror those with self-driving 
cars. 

*How much regulation is needed? 
*Who is liable in the case of a collision? 
*And how will national and international 
regulations entwine?

And although driverless ships effectively remove human 
error, they won’t bring the risk to zero. Autonomous 
ships “have the potential to reduce human-based 
errors, but at the same time new types of risk will arise 
and will need to be addressed,” writes Rolls-Royce. That 
is, the possibility of an accident will remain, even if 
human crewmembers are long gone.

The future of shipping is exciting and captivating. On 
the one hand, we can expect safer, smarter and cleaner 
shipping and on the other, it will be wholly reliant on the 
internet by which to function and operate. Risk in the 
maritime industry comes in many forms and the question 
lies, what does this mean for insurance? Internet 
connected systems will control shipping and this is a 
fact with more automation but is the insurance industry 
prepared for property damage triggered by a cyber 
event? Lloyds and the PRA have recently published  
that insurers must either affirmatively cover or exclude 
cover from policies meaning an understanding of the 
risk is needed, begging the question, are we really ready 
for autonomous shipping?
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call just before dawn. Moments later, the Ulysse 
rammed into the side of the CSL Virginia container ship. 
The container ship’s crew had moored the vessel in the 
middle of a merchant shipping lane deemed “inadequate” 
by investigators. The collision and subsequent oil spill 
were the result of multiple human errors.

Events like the Ulysse–CSL Virginia collision may 
become a thing of the past as self-driving ships all but 
eliminate the chance for human errors, which currently 
account for between 75% and 96% of all shipping 
accidents, according to Allianz Global Corporate & 
Specialty. The economic incentives are impressive. 
Human error has resulted in more than $1.6 billion in 
losses between 2011 and 2016.

Rolls-Royce was the first to demonstrate a driverless 
system for a commercial container ship last year.

Economic benefits are among the most compelling 
reasons for companies to shift toward autonomy. 
Although research and development costs will prove 
considerable, operational costs are projected to shrink 
for autonomous ship operators, who won’t have to pay 
people to be on board. Free from crewmembers, ships 
will be redesigned to be more efficient, since ship builders 
can eliminate accommodation structures such as the 
deckhouse and living quarters, as well as energy expensive 
functions like heating and cooking facilities. Crewless 
ships will undergo a radical redesign to eliminate excess 
features and increase efficiency and carrying capacity.

Despite driverless ships effectively removing human 
error, they won’t bring the risk to zero.

Rolls-Royce, meanwhile, was the first to demonstrate a 
driverless system for a commercial container ship last 
year. In December, the company demonstrated its 
autonomous system in a test that entailed using a 
network of cameras, LIDAR, and radar to identify and 
avoid a stationary obstacle in the water. The system is 
also designed to assist in docking. 

Mikael Makinen, Rolls-Royce president of commercial 
marine, said the test marked “a huge step forward in the 
journey toward autonomous shipping and reaffirms 
exactly what we have been saying for several years, 
that autonomous shipping will happen.” 

Previously, Rolls-Royce said it aimed to launch short 
autonomous runs in 2020 and “completely un-crewed 
vessels on the high seas” by 2025.

Of course, for all the promises autonomous shipping 
offers, the transition will unlikely be seamless. Regulation 
for autonomy seems to trail behind the technology. 

Questions abound and mirror those with self-driving 
cars. 

*How much regulation is needed? 
*Who is liable in the case of a collision? 
*And how will national and international 
regulations entwine?

And although driverless ships effectively remove human 
error, they won’t bring the risk to zero. Autonomous 
ships “have the potential to reduce human-based 
errors, but at the same time new types of risk will arise 
and will need to be addressed,” writes Rolls-Royce. That 
is, the possibility of an accident will remain, even if 
human crewmembers are long gone.

The future of shipping is exciting and captivating. On 
the one hand, we can expect safer, smarter and cleaner 
shipping and on the other, it will be wholly reliant on the 
internet by which to function and operate. Risk in the 
maritime industry comes in many forms and the question 
lies, what does this mean for insurance? Internet 
connected systems will control shipping and this is a 
fact with more automation but is the insurance industry 
prepared for property damage triggered by a cyber 
event? Lloyds and the PRA have recently published  
that insurers must either affirmatively cover or exclude 
cover from policies meaning an understanding of the 
risk is needed, begging the question, are we really ready 
for autonomous shipping?

“Autonomous ships have the potential to 
reduce human-based errors, but at the same 
time new types of risk will arise and will need 
to be addressed.” writes Rolls-Roycs.

https://www.digitaltrends.com/cool-tech/autono-
mous-ships-are-coming/

https://www.digitaltrends.com/cool-tech/autonomous-ships-are-coming/
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Verizon reported in 2019 that the human factor is the 
fastest growing driver in breaches today. Over the last 
seven years the only two threat actions that have grown 
are human error (5%) and social engineering (18%). 

Social engineering can come in the form of either a 
single-stage attack or a multiple-staged attack. A multi-
ple-staged attack simply means there are various levels 
of manipulation for attackers to achieve their goals. The 
attack may be carried out by interpersonal or non-inter-
personal means, the latter of which can entail the gathering 
of information through Open Source Intelligence 
(OSINT). 

How does this manifest in a person’s daily life? 
An attacker can find an astonishing amount of detailed 
information about an individual, a family or others by 
surfing web browsers, social media, or other digital sites 
that record addresses and business information. 
Attackers can secure information through electronic – 
and non-electronic – means. In the case of non-elec-
tronic means, there is typically a physical element to the 
ploy, for example, attackers looking over victims’ shoul-
ders to copy passwords or PIN numbers, attackers 
impersonating victims or reverse social engineering, 
when attackers create problems and convince victims 
they can solve them . Electronic means, on the other 
hand, involve an interaction between two people via 
email, telephone, or some other device that allows the 
attacker to target the unsuspecting victim.

Attackers prey upon specific victims for several 
reasons. For example, a victim may have the information 
sought by the attacker, or a victim might be vulnerable 
and the easiest route for the attacker to stage a larger, 
multi-level attack, for example on a ship  or a company.
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Reconnaissance, weaponisation and delivery are steps 
taken by an attacker to carry out an exploit for the delivery 
of a malicious payload to the victim. In relation to social 
engineering, this is where the attacker decides on what 
tools they may use to conduct the attack. This is generally 
based on what information the attacker can gather 
during the reconnaissance phase. The information gathered 
will form a basis for the types of techniques and tactics 
to be used in the attack.

Some of these include:
• Phishing (random email), spear phishing (targeted 
 email), vishing (voice call) and smishing (SMS 
 Text) 
• Spoofing (Captain, crew, management agencies 
 and third party suppliers)
• Pretexting (creating a fictional situation)
• Baiting (to lure someone)
• Posing as someone of influence
• Tailgating and shoulder surfing
• Direct or remote implantation of malware 
• The use of covert technical devices (recording 
 audio and imagery)
• Physical theft of information

Awareness training is paramount in the 
defence against social engineering tech-
niques and tactics. It should be taught at all levels 
with collaboration between onshore / offshore parties to 
ensure the entire maritime environment is protected. 
There is a strong need for buy-in from senior officers, 
senior management and owners for the delivery of 
prominent leadership within vessels to help support the 
security framework. The ability to create a strong securi-
ty culture onboard a vessel makes a vast difference in 
reducing your attack surface. This takes time, neverthe-
less with a strong internal security education strategy, it 
can be developed and used to the advantage of the 
business.

AXIS are delivering a bespoke maritime-focused ‘Under-
standing Cybersecurity and Insurance’ course in our 
London office to help share information on how to better 
secure vessels from social engineering and other 
attacks. You can also discuss with your broker on how 
you can protect your vessel’s by transferring some of 
your residual risk through a suitable insurance product.

Social Engineering is the use of deception to manipulate individuals 
into divulging confidential or personal information that may be used 
for fraudulent purposes; otherwise known as hacking the human. 

&

Kindly sponsored by SOCIAL ENGINEERING

Author, Simon West
Cyber Risk Advisor, AXIS





CyberOwl has engaged with over 50 shipping owners, operators and equipment manufacturers in the last 12 
months. More is being done on vessel cyber-physical security than is publicly evident. While different strategies 
and priorities are being applied, there are some clear common challenges. Here is a taster of what was published...
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5 CYBERSECURITY LESSONS 
SHIPPING SHOULD LEARN 
FROM OTHER INDUSTRIES

https://www.maritimecyberadvisors.com/l/a5-cybersecurity-lessons-shipping-should-learn-from-other-industries/#.XUAKesfc7FQ.mailto

1. There is still false confidence that perimeter 
security is good enough. Majority of fleets have 
implemented basic perimeter IT security on their 
vessels, most commonly firewalls or antivirus 
software. The main assumption here is that a clear 
perimeter can be defined for the vessel network and 
therefore controlling the ingress and egress points is 
sufficient. The reality is this is no longer true. A layered 
approach is needed. And situational awareness or 
visibility needs to sit at the heart of that.

2.  Security of vessel IT systems and operational 
technology (OT) systems are being treated as 
separate technical silos. This delineation is increasingly 
unrealistic in a world accelerating towards digitalisation, 
integration of operations and automation (as opposed 
to fully unmanned). An increasingly common setup 
presents a whole range of attack entry points and 
vectors, opportunities for a cyber criminal. 

3.  Cyber-physical security is still being dealt with 
as an “IT problem”, but with limited authority or 
decision-making on budget given to the IT Director. 
CIOs, CTOs and IT Directors still appear to be the 
highest authority within organisations that are left with 
the responsibility for building vessel cyber-physical 
resilience. But paradoxically, they have limited authority 
over vessel OT systems with not much autonomy over 
budgets and priorities for capability investment in OT 
security. Mature critical national infrastructure organisations 
that have to manage IT, OT and industrial IoT (IIoT) 
systems have started structuring their security differently, 
with a Chief Security Officer given clear remit over the 
security of both IT and OT systems.

4. There is a naïve assumption that cyber 
incidents are easy to detect. During one of the 
cyber "war games", a scenario of malware being 
introduced by a subcontractor to the vessel power 
management system was explored. The simulated 
symptoms were clear: the power management 
system has failed and the vessel was now running on 
emergency generator and switchboard. What was less 
clear was the appropriate urgent responses required. A 
widely supported view seemed to be for the IT or 
cyber security team to immediately work on containing 
the spread of the malware.

5. Risks from the loss of availability of critical vessel systems are 
well understood. On the other hand, risks from the loss of integrity 
is poorly understood. Recent ransomware attacks, Maersk and 
James Bond-type thrillers have helped stretch the imagination. So you 
often encounter a false sense of security that manual processes can 
be put in place to override any systems that have been disabled 
through a cyber attack. However, Penetration testing exercises have 
already demonstrated that vessel systems can be easily manipulated 
to lie to you.  Loss of integrity is a top concern of defence naval organisations 
but the commercial shipping world is yet to be alive to the risks.

These are lessons that shipping operators should be learning 
from other sectors. Continue to ignore the warning signs and 
the prognosis is worrying.

READ THE FULL ARTICLE HERE...

https://www.maritimecyberadvisors.com/l/a5-cybersecurity-lessons-shipping-should-learn-from-other-industries/#.XUAKesfc7FQ.mailto


USCG SAYS CYBER INCIDENT REVEALS
POTENTIAL VULNERABILITIES ON 
COMMERCIAL VESSELS

Prompted by a recent cyber malware incident onboard 
a deep-draft vessel which significantly impacted its 
shipboard network, the US Coast Guard (USCG) has 
issued Marine Safety Alert 06-19, Cyber Incident 
Exposes Potential Vulnerabilities Onboard Commercial 
Vessels.

In February 2019 a deep-draft vessel on an international 
voyage bound for the Port of New York and New Jersey 
reported that they were experiencing a significant cyber 
incident impacting their shipboard network. An interagency 
team of cyber experts, led by the USCG, responded and 
conducted an analysis of the vessel’s network and 
essential control systems. The team concluded that, 
although the malware significantly degraded the functionality 
of the onboard computer system, essential vessel 
control systems had not been impacted.

However, the interagency response found that the 
vessel had been operating without effective cybersecurity 
measures in place, "exposing critical vessel control 
systems to significant vulnerabilities".

Prior to the incident, the security risk presented by the 
shipboard network was well-known among the crew.

It was not known whether the vessel was representative 
of the current state of cybersecurity aboard deep draft 
vessels, but the report said that it was "imperative that 
the maritime community adapt to changing technologies 
and the changing threat landscape by recognizing the 
need for and implementing basic cyber hygiene measures".
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The USCG noted that this was not just an IT issue, and 
pointed to cybersecurity as being a fundamental operational 
imperative in the 21st century maritime environment. 
The USCG strongly encouraged all vessel and facility 
owners and operators to conduct cybersecurity assessments 
to better understand the extent of their cyber vulnerabilities.

Commenting on the report, insurer Gard said that "while 
the IMO has given shipowners and operators until 2021 
to incorporate cyber risk into ships’ safety management 
systems, cyber criminals are already at work. Data is an 
asset and protecting it requires a good balance 
between confidentiality, integrity, and availability. Cyber 
security depends not only on how shipboard systems 
and processes are designed but also on how they are 
used – the human factor".

Nigel Stanley, CTO at TUV Rheinland, said that the maritime 
cybersecurity challenge could be significant. Ships were 
increasingly reliant on digital and operational technology 
to control and manage their multiple systems and, with-
out proper controls, a cyber-related event or incident 
could detrimentally impact these systems and disrupt 
the operation of a vessel. Although most safety critical 
systems were designed to be fail-safe, this in itself could 
impact vessel availability and revenue earning.

Cyber related activism could also impact the maritime 
sector, he said. "As it is agenda driven, determining when 
a threat may give rise to significant risk can be difficult, 
but high profile environmental or geopolitical events 
may act as a catalyst".

&

https://www.american-club.com/files/files/MA_071019_USCG_Marine_Safety_Alert_Cybersecurity_p2.pdf

http://www.gard.no/web/updates/content/27958640/ship-operators-cannot-afford-to-turn-a-blind-eye-to-cyber-security

https://www.american-club.com/files/files/MA_071019_USCG_Marine_Safety_Alert_Cybersecurity_p2.pdf
http://www.gard.no/web/updates/content/27958640/ship-operators-cannot-afford-to-turn-a-blind-eye-to-cyber-security
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https://www.marinemec.com/news/view,worrying-complacency-from-operators-on-cyber-survey-shows_58302.
https://lloydslist.maritimeintelligence.informa.com/LL1127424/Taking-the-next-steps-in-digitalisation
https://worldmaritimenews.com/archives/274944/naval-dome-shipping-needs-to-be-on-red-alert-for-cyber-attack/

This may seem like an exaggeration, particularly if 
our visualisation of a cyber-attack is something 
along the lines of a Maersk incident, but surely 
we’ve all seen an unfamiliar email cross our screen 
that looks peculiar, or a pop up that unnervingly will 
not going away: A cyber-attack comes in many 
different shapes and sizes and are usually just one 
click away.

The reality is that, somewhat uniquely with a virtual 
threat, until we see the physical impact, we under-
estimate the threat itself. Even as we pay lip-service 
to the problem, there is a certain inertia that still 
prevails. At a recent Maritime Cyber Risk Forum in 
London this month, attendees were asked a series 
of questions about their views on cyber threats. 
89% agreed with the statement that there is a 
worrying level of complacency about cyber attacks 
in the maritime industry. 90% agreed that the maritime 
industry suffers from a hard-to-overcome bias 
toward physical protection and security over information 
and cyber security.

Simultaneously another month passes and Naval 
Dome again highlights that the industry ‘should be 
on Red Alert’ with Naval Dome CEO Sela saying 
“The maritime industry still believes it is enough to 
have a Level 1 solution to protect against a Level 4 
threat”. I think we can all sympathise with the maritime 
industry – the perception of many virtual things is 
that they are of less value than the same in physical 
form. For example, surveys show that we value 
books over e-books, despite the latter being the 
exact same content with greater convenience. And 
so it is with cyber threats; time and time again we 
acknowledge that cyber-attacks are increasing in 
threat and severity, but when it comes to actively 
protecting businesses, we find it hard to square the 
intangible cyber threat against the very real and 
tangible attack until it is too late. 

After all, if you can’t see or get a feel of the threat 
then how do you know the likely impact? Well of 
course, you don’t, which means you should always 
be prepared for the worst-case eventuality, which 
can be an expensive and painstaking effort with 
the only payoff being if nothing occurs. In one 
sense, preparing for a cyber-attack is about trust: 
trusting in the threats being ever-present, if out of 
sight. Just because we can’t see it, does not mean 
its not real.

A recent Lloyd’s List webinar offered a key opening phrase: “Maritime businesses can be divided 
between those companies that have been hit by a cyber-attack and know it, and those that have 
been hit and don’t know it yet.” 

VIRTUAL THREAT, PHYSICAL ATTACK: 
GETTING OVER OUR DIGITAL PRECONCEPTIONS

That the industry has an extensive, and growing, 
dependence on cyber technology. Once we acknowledge 
the very real role of cyber in underpinning every 
element of maritime and shipping then we will understand 
what is at stake: Not simply a few blank screens or 
encrypted files that the tech team will sigh over, but an 
entire chain of global interconnected shipments.

That cyber threats come in all shapes and sizes and 
are not always simply cyber in procedure. In preparing 
for cyber attacks we must consider every possible 
type of cyber threat, how it will present, and who it is 
likely to target. Most cyber threats will still rely on a 
physical mistake by a real person, for example by 
clicking on a link in an email, falling for a phishing scam 
or using a poisoned USB.

That it doesn’t matter whether you can’t touch it or see 
it, cyber threats are just a click away and their impact 
can be devastatingly physical. Financial loss, reputational 
loss, breakdown in communication and operational 
ability – the fallout from a cyber-attack can instigate 
each one of these very destructive outcomes. While 
the cyber threat in the ether may feel less potent than 
the threat of a pirate at sea, the full scope of their 
impact goes far wider than one single vessel.

SO, THERE ARE SEVERAL POINTS 
WE NEED TO REALISE ABOUT 
OUR DIGITAL PRECONCEPTIONS:

We need to start acknowledging that a cyber threat translates 
into a very real physical attack and maintain unwavering 
vigilance against this nebulous enemy.

1

2

3
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https://lloydslist.maritimeintelligence.informa.com/LL1127424/Taking-the-next-steps-in-digitalisation
https://worldmaritimenews.com/archives/274944/naval-dome-shipping-needs-to-be-on-red-alert-for-cyber-attack/
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SECURE STATE CYBER: 
THE IMPORTANCE OF ANTIVIRUS
SOFTWARE AND CONTINGENCY
PLANNING FOR VESSELS

What are the benefits of employing antivirus software and why does it need to be 
kept updated?
Antivirus software check devices for viruses and 
achieves this by running scans on them looking for 
known viruses which are stored in its database. Criminals 
are updating and re-configuring their virus every day 
with over 300 million new viruses having been created in 
2018 alone. Therefore, for the antivirus software to look 
for the newest viruses, it must be regularly updated.

The benefits of having an updated well configured 
antivirus software are:
* Detection: The user will be notified if a virus is active 
on a device.
* Prevention: The device will be quarantined.

Companies should have a policy of regularly scanning 
storage devices and equipment prior to each time they 
are plugged in or integrated with the system. This policy 
should apply to all systems and personnel without 
exception.

Antivirus doesn’t completely prevent all cyber attacks, 
but it does protect against most and needs to be  supported 
by good policies and procedures.

What concerns should Organisations consider when 
developing contingency plans and drills for continual 
safe operations in the event of a cyber-attack?

Businesses that require close to no downtime during an 
event such as a significant cyber-attack, should develop 
and maintain a sound Business Continuity Plan (BCP) 
and Disaster Recovery Plan (DRP). These can also be 
extended to on board plans and procedures.

BCPs keep the organisation operational throughout an 
event which threatens normal functionality. A disaster 
recovery plan focuses on making a full or near-full 
recovery after a disaster has taken place. Both are 
equally important, and each should be carefully planned, 
reviewed and updated.

Table-top exercises and round table reviews are excellent 
tools to regularly test and determine the effectiveness of 
roles played in a disaster scenario.

Is it important to regularly change the WI-FI password?
This is an essential step to maintaining good security 
practice. It is recommended that the non-guest Wi-Fi 
password is changed every six months, or at least annually.

Furthermore, it is recommended that the following Wi-Fi 
password policies are implemented:
In the case of admin access to Wi-Fi routers, it must be 
ensured that the Admin user name and password are 
changed from the default setting and that these details 
are shared with as few people as possible.

Should Organisations run periodic checks to ensure that the 
systems are up to date and not infected/vulnerable?
Performing regular checks are a great way of lowering 
the risks. If system expertise is not available within the 
organisation, experts can be consulted to perform 
periodic checks of systems and networks for vulnerabilities. 
This is known as vulnerability scanning and can be 
performed by most cyber security companies.

In the cybersecurity industry, vulnerability scanning is a 
sub-task of the larger performance of vulnerability management.

Should Orgnaisations have a relevant set of checklists 
to help crew comply with cyber procedures?
It is vital that all crew are aware of the risks and have the 
necessary tools, knowledge to fulfil a pivotal cybersecurity 
role. Therefore, having a checklist is recommended to 
assist the crew in carrying out their cyber related duties 
on board as appropriate.

To complement the checklists, a robust cybersecurity 
awareness training program will also be of value. Consider-
ations can be made to formulate ‘playbooks’ and checklists 
for crew to review and be aware of the proper procedures 
in an easy and understandable format.
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PUBLIC WIFI

BE AWARE OF WHAT’S 
LURKING BEHIND

PUBLIC WI-FI  IS  INHERENTLY INSECURE — SO BE CAUTIOUS. 
MANY MOBILE DEVICE AND LAPTOP USERS ARE RISKING THE SECURITY OF 

THEIR PERSONAL INFORMATION, DIGITAL IDENTITY AND MONEY WHEN 
CONNECTING TO OPEN WI-FI


