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Welcome to this month’s edition of Phish 
& Ships, brought to you by the Be Cyber 
Aware at Sea campaign.

The insider threat has been one of the most over-
looked, misunderstood yet prevalent areas of 
cyber risk. In 2017, we embarked upon a mission 
with Fidra films and several partners to educate 
seafarers on how their actions could lead to 
serious cyber related incidents. In this monthʼs edition, 
AXIS Capital follow up with some considerations that 
help support our vital awareness mission.

For months, the industry has been driving discussion 
around the use of AI, so this month we wanted to provide 
our own thoughts by reviewing the recent UK 
Governmentʼs Maritime 2050: Navigating the Future. 

We hope you enjoy this monthʼs edition and of 
course the continued monthly awareness poster. 
This month: Sim Swap Fraud.

Please continue to follow us at:
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea
Facebook: Be Cyber Aware At Sea
Linkedin: Be Cyber Aware At Sea

Your Editor-in-chief 
Jordan Wylie MA, BA (Hons)
Founder, Be Cyber Aware At Sea

OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD
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The maritime industry is a vast sector 
responsible for around 90% of the world’s 
supply chain. 

Whether itʼs for business or leisure activities there 
are periods where the owners, crew and guests are 
vulnerable to the threat of cyber-attacks. Studies show 
that extended periods of time at sea have detrimental 
effects on the human body and mind. 

The insider threat is now considered to be one of 
the greatest cyber threats to businesses, whether 
intentional or not. The shipping industry relies on a 
wide range of Operational Technology (OT) and 
Information Technology (IT) systems that provide 
capabilities such as Global Positioning Systems 
(GPS), marine Automatic Identification Systems 
(AIS), and the Electronic Chart Display and Information 
Systems (ECDIS). In the event these systems 
become compromised not only is there risk of 
having a data breach but there is also a significant 
chance of causing physical damage to the vessel 
and endangering the lives of all onboard.

INSIDER THREATS
• Human Error – High click rates for phishing 
campaigns, negligence (leaving technology open 
and accessible), poor cyber hygiene and loss of 
technology, such as a laptop or a phone;

• Malicious Insider – Criminal insiders leaking 
sensitive data, infecting computer systems with 
malware, abuse of internal privileges and disgruntled 
employees;

• Social Engineering – The manipulation of 
seafarers to gain sensitive information. This can 
contribute to spear phishing, senior management 
spoofing, smishing and vishing attacks.

CONSIDERATIONS

1. The education, training and exercising of the 
crew and shore based employees enhances their 
ability to competently react to attacks, find faults, 
understand the threat from the human factor and 
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continue to operate under crisis conditions. Social 
engineering attacks can be used to gain initial 
access to the network. The rule is “think before you 
click the link!”

2. A risk management strategy is vital in the assurance 
of information and operational assets. An effective 
risk management framework can create resilience in 
people (culturally), process and technology.

3. The development of an Incident Response Plan 
(IRP) should provide the vessel with the ability to 
respond quickly and effectively in a timely manner. 
Implementing an IRP will provide the vessel with 
policies, procedures and guidelines for the crew, 
providing a foundation for a cyber security strategy. 

4. Information sharing with your community is vital. 
This will inevitably help in optimising the business 
recovery process, ensuring business continuity at the 
earliest opportunity.

5. Ensure employees are screened prior to joining 
and investigate unusual employee behaviour and 
network activity.

6. Conduct testing and auditing. Penetration tests 
by ethical hackers attempt to breach an organisationʼs 
network to expose vulnerabilities.

Ultimately, humans can be one of the greatest risks 
to an organisation if not managed effectively. 
Though, with the appropriate training and awareness 
of the ever changing threat landscape, humans can 
become one of your greatest assets.

If the purchase of cyber insurance is one of your 
strategies your broker should be able to advise you 
on finding the most suitable product for your business needs.

Article by Simon West,
Cyber Risk Advisor, AXIS



HACKERS MAY BE TARGETING YOUR SHIPS. 
IT’S ONLY FAIR OUR NEW COVERAGE DOES, TOO.

In an era when evolving technology is making the 

making companies and their vessels more vulnerable 
to crippling cyber attacks. Fortunately, AXIS Marine 
Cyber bridges the protection gap in today’s insurance 

business from the unknown, contact Georgie Furness-
Smith at Georgie.Furness-Smith@axiscapital.com or 
Sharif Gardner at Sharif.Gardner@axiscapital.com

Coverage is provided by an insurance company subsidiary of AXIS Capital Holdings Limited or by AXIS Syndicate 1686.  AXIS Specialty Europe SE is regulated by the 
Central Bank of Ireland. AXIS Insurance Company, an Illinois property and casualty insurer, is licensed in all 50 states of the United States and the District of Columbia. 
AXIS Syndicate 1686 is managed at Lloyd’s by AXIS Managing Agency Ltd. AXIS Managing Agency Ltd is authorised by the Prudential Regulation Authority and regulated 
by the Financial Conduct Authority and the Prudential Regulation Authority (Firm Reference Number 754962). AXIS Managing Agency Ltd is registered at Willkie Farr 
& Gallagher (UK) LLP, ‘Citypoint’, 1 Ropemaker Street, London EC2Y 9AW (company number 08702952). Coverage may not be available in all jurisdictions and may be 
available only through licensed producers. 

www.axiscapital.com



This was crystallised by the publication of the 
UK governmentʼs ʻMaritime 2050: Navigating 
the Futureʼ in January this year, in which artificial 
intelligence was named one of the new disruptive 
technologies that will have a marked effect on 
the industry.

The simple definition of artificial intelligence 
(AI) is the simulation of human intelligence, 
and within that there is a wide variety of 
current and potential capability. In its more 
basic forms AI is already in use, particularly in 
communication and logistics. 

The type of future AI capabilities 
under discussion can broadly 
be divided into:

- Autonomous technologies which 
mimic human perception and cognitive 
abilities;

-  Analytical technologies where systems 
will be designed to extrapolate and 
understand data in order to make 
complex decisions.

This cutting edge technology is at various 
stages of development. Rolls Royce have 
invested at length in the ̒ smart ship revolutionʼ 
to create autonomous vessels that can navigate 
safely and respond to real-time conditions, 
already launching the worldʼs first autonomous 
ferry last year. Meanwhile Mitsui O.S.K. Lines 
has taken out a contract to study and analyse 
Big Data related to ocean shipping, developing 
the ability to analyse vast sets of data in order 
to forecast with much greater accuracy.

AI IS COMING... ‘SMART 
SHIPS’ AND THE CYBER RISK

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773178/maritime-2050.pdf
http://www.gard.no/web/updates/content/27188643/maritime-autonomous-surface-ships-identifying-and-covering-the-risks
https://www.marinemec.com/news/view,ai-will-be-the-next-maritime-technology-growth-sector_56611.htm

The benefits of these technologies are 
widely appreciated. According to Maritime 
2050, the utilisation of artificial intelligence 
will radically overhaul the sector: ʻSmart 
shipping and autonomy will make the sector 
a cleaner, safer, and more efficient place to 
work… Digitalisation, big data analytics, 
and more robust communications will ensure 
that ships and ports are better connected 
and improve business decisions.ʼ They also 
cite ʻsignificant cost savings and ensure 
more efficient logistics and supply chainsʼ 
which make them very attractive to the businesses 
involved.

However, while the outline of the future is 
clear, the details are not. In embracing AI, 
the maritime industry will need to overcome 
many obstacles, from the technology and 
regulation implications to ethical debates 
and, our main concern, increased cyber 
risks.

Autonomous vehicle technologies carry the 
greater apparent risks, as documented 
extensively in the recent development of 
self-driving cars. It is harder psychologically 
to relinquish personal control over a vehicle 
and the threats of it being hacked are tangible; 
we know a shipʼs navigation can be hacked 
remotely, so what would the implications be if 
the ship were unmanned?

A survey by Nautilus International showed 
that 85% of questioned maritime professionals 
considered unmanned shipping to pose a 
threat to safety at sea, showing the depth of 
concern that needs reassurance. 
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From ‘smart ships’ to autonomous ship systems and Big 
Data, for months the talk of the maritime industry has been 
the role of artificial intelligence in the sector. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773178/maritime-2050.pdf
http://www.gard.no/web/updates/content/27188643/maritime-autonomous-surface-ships-identifying-and-covering-the-risks
https://www.marinemec.com/news/view,ai-will-be-the-next-maritime-technology-growth-sector_56611.htm
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The cyber risks to analytical AI are just as 
threatening for the sheer scale of the data 
in question means that a hacker could 
have a huge impact with only a small 
initial interference. While the consequences 
appear less directly harmful to individual 
safety, the impact of a hacker could have 
a much wider reach than at first thought as 
data analysis is applied throughout every 
aspect of the industry, with each decision 
reliant upon the integrity of the data of the 
last. 

What is positive is that these concerns are 
being raised today and from government 
to regulators to seafarers, attempts are 
being made to understand where the 
vulnerabilities lie and efforts being made 
to overcome them. 

Maritime 2050 states clearly that ʻBig 
data analytics, digitalisation and more 
advanced communications…also present 
risks to business continuity such as through 
cyber-attackʼ, and it highlights the rapidity 
of technological change against the much 
slower development of critical national 
infrastructure, which could make the industry 
more vulnerable to cyber-attack. Most 
importantly, they state clearly that while in 
ʻlockstep with governmentʼ, ̒ the onus is on 
industry to protect themselves and ensure 
resilience to cyber threats across the 
supply chainʼ. These warnings should be 
heeded.

Meanwhile regulators and insurers are 
exploring how they will need to alter their 
outlook and adapt to the changing risk 
landscape. Allianz recently highlighted 
the quandary facing insurers, pointing out 
that as ʻ75% of marine liability losses 
arise from human errorʼ, the human factor 
also being the most important to increased 
cyber risk, autonomous technology would 
clearly downgrade the risk at one level. 

However, by virtue of having a wider cyber surface, 
there is nevertheless greater risk of cyber-attack. Regulators 
likewise must move on from their manned shipping 
standard and consider how to allow for AI; for example, 
the International Regulations for Preventing Collisions 
at Sea 1972 requires a lookout by sight and by hearing, 
how could this be met by AI?

At this stage there are perhaps more questions 
than answers, however this is something 
that will need considerable consideration 
because the one thing that is certain, is that AI 
is coming.



Venue:  Novotel Athens  |  4-6 Michail Voda str.  | 104 39 Athens Greece
Website: www.athens.thedigitalship.com

Event Summary: The biggest challenge with maritime cyber security could simply be explained as 
deciding what to do about it. 

On one hand we have massive dangers, such as using a ship as a weapon – but do we need to worry 
about this, considering we already give seafarers control of the vessel?

On the other hand we have a consistent stream of phishing attacks, virus fraud attempts and viruses. 
But considering that operational software is actually not critical to operations in most companies, in 
that a shipping company could function for days just with paper and telephone if it had to, how much 
of a risk is that really?

And what do we do about ʻpeopleʼ?  It is common to hear security professionals complain about the 
silly mistakes that people make, but rather than send people on courses to hear advice they soon 
forget, it may be better to block USB drives and access to external e-mail, and implement software 
whitelists, rather than give people freedom and complain when they make mistakes.

There are some very specific risks – such as viruses on an ECDIS or GPS spoofing – which are possible 
to mitigate, so long as we are aware of them.  

There are also some serious threats of attacks by government organisations, such as for tanker compa-
nies in service of national oil companies owned by target governments. But perhaps these attackers 
have better targets than shipping companies. 
 
Our Athens Maritime Cyber Resilience Forum on May 7 aims to provide 
perspective about where the real threats are in the maritime industry, and what to 
do about them. 

No admission charge for ship owners, operators, managers and builders.
To register: https://www.athens.thedigitalship.com/register/
Enquiries: lyndell@thedigitalship.com
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EVENT ALERT!

www.athens.thedigitalship.com
https://www.athens.thedigitalship.com/register/
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network interface such as a WiFi or Ethernet card. 
Generally speaking, no two are the same. The 
ShadowHammer malware had a list of 600 
MAC IDs which would equate to 600 specific 
users they were targeting. This implies that the 
attacker has a very specific end goal and that 
they knew their target was in possession of computers 
that it had narrowed down to a group of 600. It 
is not known at this time, or if it is it hasnʼt been 
made public, whether the whole 600 were the 
target or there was a subgroup within the 600. 
Either way it implies a sobering level of targeting 
intelligence.

So why not just let the malware install 
on every machine that downloaded the 
update utility?

Malware communicates over the network and 
thatʼs the biggest threat to a malwareʼs exist-
ence. If youʼve followed my work or heard me 
give a talk, I frequently get up on my soap box 
about the need to monitor at the network level. 
Endpoint solutions are popular however when 
the malware controls the endpoint, it controls 
what the endpoint solution sees and you canʼt 
react to what you canʼt see. The network is a lot 
more independent and a better way to detect 
malicious activity on endpoints. In this case their 
strategy worked as the malware remained under 
the radar. The attack likely occurred between 
June and November of 2018 and was only 
recently discovered. At least the ASUS portion 
of the attack. It appears other hardware vendors 
may be involved as well. So what does it want 
and who is behind it? That information is not publicly 
available yet but I suspect it will be soon 
enough. 

Maritime owners and managers should take 
notice of this kind of attack. While at this point it 
appears to be a nation state actor with a very 
specific target, these attack methodologies and 
tools quickly transfer to the criminal element. Itʼs 
not like the physical world where a country 
develops a sophisticate jet fighter or missile 
system the transfer of which is easy to control. 
With cyberweapons and malware the analysis 
process and public discourse itself transfers the 
technology for the greater good and unfortunately 
to the dark underside simultaneously. Itʼs not 
hard to imagine how a supply chain attack could 
be used to target maritime operators for 
everything from intelligence gathering to extortion. 

SUPPLY CHAIN ATTACKS... THE LOW-DOWN
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Supply chain attacks are as devastating 
as they are sophisticated and there is 
an excellent example unfolding right 
now. If you haven’t heard of Shadow-
Hammer yet then you probably will soon. 

Recently uncovered by Kaspersky Labs 
Shadow Hammer is a malware that displays all 
of the hallmark traits of an Advance Persistent 
Threat (APT) effort. APTs are tracked by numbers 
and typically considered nation state actors. 
They are identified by their methods, tools, 
targets and objectives. For instance, APT 38 is 
attributed to North Korea and targets financial 
institutions, APT 33 is attributed to Iran and 
targets Energy and Aerospace. The list goes on 
and on and if you are really interested in the 
APT operators their targets and capabilities 
head on over to : 
https://www.fireeye.com/current-threats/apt-groups.html 
for a nice summary.

Now a supply chain attack is a marvel 
to behold.

Rather than directly attack an end user, the 
attack focuses on an earlier stage of the end 
userʼs product life cycle. With ShadowHammer 
the attack targets ASUS computers by placing 
its malware directly in the official update utility 
distributed by ASUS. Letʼs unpack that a bit. 
So, in order to run the software without sticking 
out like a sore thumb, it has to be digitally 
signed with a certificate validated from a trust-
ed certificate authority. The certificate identifies 
the creator of the software as a way for the 
user to validate the software is genuine. In this 
case, the attacker stole the certificate and 
signed their malware so Windows wouldnʼt 
complain when the user installed it. They also 
were able to put their trojaned version of the 
update utility on the official download site. This 
means that they had either direct access to the 
servers or access somewhere along the way 
from the developers to the distribution point.

An attack like this is pretty impressive but this 
one gets even better. Rather than the malware 
running on every computer that downloaded 
the update utility from the ASUS site, the 
malware only ran on systems with specific 
MAC IDs. A MAC (Media Access Control) ID is 
a unique identification number assigned to a 

By Gideon Lenkey



NEVER IGNORE
A MESSAGE
LIKE THIS!



BIMCO STEPS UP FOCUS
ON PUBLICATIONS
With the new business area, BIMCO will be covering 
a lot of ground that currently reflects the core 
business areas in the organisation, in addition to 
launching new publications covering areas such as 
contracts related to offshore, cyber security, ice 
navigation and more.

The BIMCO Shipmasterʼs Security Manual is an example of 
how expert knowledge can be gathered for the benefit of 
a large variety of players in the industry. The manual has 
recently been updated with guidelines on cyber security on 
board ships and guidelines on migrant rescue at sea.

The manual is dedicated to helping members protect their 
crews, ships, operations and ultimately their businesses, 
against the challenges posed by pirates, cyber criminals, 
drug smugglers, stowaways and terrorists. It is also dedicated 
to providing guidance on the comprehensive regulatory 
framework that exists in the security field.

Another example is the Ship Lay-up guide, which is a new 
publication offering a comprehensive guide to best practice 
when placing a ship into lay-up. The guide is an essential 
and practical aid for shipowners and managers considering 
ship lay-up. The publication is done in cooperation with 
Witherby Publishing Group and International Shipcare and 
includes a Record of Ship Lay-up covering all phases from 
planning of lay-up to reactivation.
 
Going forward, BIMCO and Witherby Publishing Group 
are planning to launch publications such as the Shipmasterʼs 
Ballast Water Manual and the Ice Navigation and Seaman-
ship Handbook.
 
BIMCO members will get a 20% discount on all the publications 
that BIMCO is involved in.

Shipping must stand on its own two feet and develop processes 
to effectively train up employees onshore and at sea to 
report incidents and escalate them. This is why the Be 
Cyber Aware at Sea campaign is obsessive about training 
and awareness.
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https://seanews.co.uk/news/bimco-steps-up-focus-on-publications/
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