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EDITOR
FROM THE

Welcome to this month’s edition of Phish 
& Ships, brought to you by the Be Cyber 
Aware at Sea campaign.

We are all back in the swing of things here and 
have received some great feedback regarding 
our new look publication.

For February, we have noticed a theme emerging: 
Regulation is coming and nations are looking to be 
on the front foot when it does. We explore how 
Denmark in particular, are moving to take the 
initiative in protecting its maritime industry with the 
proposed development of the Danish Maritime 
Cybersecurity Unit and fostering regulations. It s̓ 
great to see states and organisations now starting to 
be more proactive. This has been a long time 
coming and I know that the team here at the Be 
Cyber Aware at Sea campaign are optimistic and 
hopeful that our industry is finally taking its turn to 
lead the way in managing cyber risk. As we 
know, fortune will always favour the prepared 
where cybersecurity is concerned. 

Please continue to follow us at:
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea
Facebook: Be Cyber Aware At Sea
Linkedin: Be Cyber Aware At Sea

Your Editor-in-chief 
Jordan Wylie MA, BA (Hons)
Founder, Be Cyber Aware At Sea

OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD
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Last month, we discussed the new 
updates to the BIMCO guidelines and 
how IT and OT (operational technology) 
risks differ, the risks in supply chains 
and the fact that regulation is coming 
into the industry, set out by the IMO for 
2021. In this article by secureworld.com, 
they touch on the simple fact that ships 
are turning into floating computer 
networks and that cruise liners especially 
should be firm adopters of the new 
guidelines.

If youʼve taken a cruise lately, youʼve 
probably noticed: Wi-Fi actually works 
most of the time and the price of it is 
coming down on cruises. However, while 
this means you can now stay connected 
even in the middle of the ocean, it also 
means hackers have a better shot at con-
necting with the vessel too.

The new shipping cybersecurity 
guidelines lists an incredible 
number of connected systems that 
must be made protected with 
onboard cybersecurity:

• Communications systems, from
satellite connections to Wi-Fi networks,
to public address and alarm systems.

• Bridge systems, like GPS and other
positioning and charting systems, and
the Global Maritime Distress and
Safety System.

• Propulsion and machinery power
control systems, like the engine governor
and integrated ship controls.

• Access control systems, like the
closed circuit cameras, shipboard
security alarms, and bridge navigation
alarms.

• Passenger information systems, like
financial and billing systems and electronic
health records for those who visit the
doctor.

• Passenger-facing networks, like public
Wi-Fi and guest entertainment systems.

• Core infrastructure systems, like
routers, switches, firewalls, intrusion
prevention systems, and security event
logging.

• Administrative systems, like crew
tracking and personnel systems and
crew-facing Wi-Fi or networks.

It is these advancements in onboard 
technology that increase our exposure to 
a cyber attack. These concerns may be 
newly raised to the cruise industry but are 
shared shipping-wide. Now, having 
co-authored the report, the cruise industry 
would do well to adopt the suggested 
guidelines, decreasing the odds of a 
hacker joining your cruise without ever 
boarding the ship.
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SHIPS AT SEA: MORE
WAYS TO HACK THEM

https://www.secureworldexpo.com/industry-news/ships-at-sea-more-ways-to-hack-them

https://www.secureworldexpo.com/industry-news/ships-at-sea-more-ways-to-hack-them


As 2019 begins, we should reflect on how 
our world has changed considerably from a 
technology standpoint. One of the most 
rapid advancements of the last few years has 
been the rise of the smart home; in fact I am 
sure that, many of your families and friends 
received Amazon Echo devices over the 
festive period. 

Amazon recently reported they have sold 
more than 100 million Alexa devices - and 
Amazon is only one of many manufacturers 
in this space. The moment the scale of this 
really hit home for me was when my 
colleague said his children will never know 
what itʼs like to not talk to their house. (Itʼs 
not all doom and gloom though – Alexa now 
encourages children to say “Please” and 
“Thank you” when issuing commands.)

As these devices make their way into our 
homes, how should we approach their security? 
Just as we understand the cyber risks of a 
ship being hacked – and strive to prepare 
against these — how do we mitigate cyber 
threats in our houses? 

While convenient, smart devices offer a new 
way for criminals to enter your life. Whether 
hijacking personal data, controlling a device 
(increasing the volume or heat, monitoring video 
and audio feeds), or even learning your 
daily patterns to identify when you are out of 
town, smart home devices are accessed and 
controlled remotely. It is important to think 
about how we can secure them. 

TIPS:
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HOME DEVICES: 
THEY’RE ALWAYS 
LISTENING 
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UPDATE SOFTWARE 
Keep your device software up-to-date. 
Most devices are set up and maintained 
using a mobile app which will alert you 
to updates via notifications. 

CHANGE DEVICE DEFAULTS
Change default device names and 
passwords, both on your Wi-Fi router 
and the home device. Use a password 
manager - it will generate and store 
passwords in an encrypted enclave on 
your phone. I use ʻ1Passwordʼ.

KNOW WHAT IS PLUGGED IN 
AROUND YOUR HOUSE 
With the number of gadgets being plugged 
in and unplugged around the house all 
day, it is important to be aware of each 
device, its purpose and which networks 
it ʻtalksʼ to. 

ENABLE 2-FACTOR 
AUTHENTICATION (2FA)
This is one of the most effective changes 
you can make to secure your devices. 
When you log in, the manufacturer will 
send a text to your phone with a one-time 
code. 2FA is something you know (your 
password) and something you have 
(your phone).

Kindly sponsored by



The smart home ecosystem is nascent but fast-paced. We will 
begin to see regulations develop in this space but in the meantime, 
it is important to be vigilant about these ʻalways-onʼ devices 
dotted around your house, with microphones beaming your 
voices back to companies. Whilst this doesnʼt exclusively 
affect seafarers, it is something we should all be aware of as 
these devices enter our lives. 

Akash Bharadia is a technology specialist in the Cyber & Tech 
division of AXIS Capital, a global provider of specialty lines 
insurance and treaty reinsurance and a Phish & Ships sponsor. 
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For more information about AXIS Capital visit: www.axiscapital.com

Twitter: @Axis_Capital
Linkedin: AXIS Capital

“As these devices make their 
way into our homes, how should 

we approach their security?”

For further reading, the Department for Digital, Culture, Media & Sport have some great material: 
https://www.gov.uk/government/publications/secure-by-design 

https://www.gov.uk/government/publications/secure-by-design


HACKERS MAY BE TARGETING YOUR SHIPS. 
IT’S ONLY FAIR OUR NEW COVERAGE DOES, TOO.

In an era when evolving technology is making the 

making companies and their vessels more vulnerable 
to crippling cyber attacks. Fortunately, AXIS Marine 
Cyber bridges the protection gap in today’s insurance 

business from the unknown, contact Georgie Furness-
Smith at Georgie.Furness-Smith@axiscapital.com or 
Sharif Gardner at Sharif.Gardner@axiscapital.com

Coverage is provided by an insurance company subsidiary of AXIS Capital Holdings Limited or by AXIS Syndicate 1686.  AXIS Specialty Europe SE is regulated by the 
Central Bank of Ireland. AXIS Insurance Company, an Illinois property and casualty insurer, is licensed in all 50 states of the United States and the District of Columbia. 
AXIS Syndicate 1686 is managed at Lloyd’s by AXIS Managing Agency Ltd. AXIS Managing Agency Ltd is authorised by the Prudential Regulation Authority and regulated 
by the Financial Conduct Authority and the Prudential Regulation Authority (Firm Reference Number 754962). AXIS Managing Agency Ltd is registered at Willkie Farr 
& Gallagher (UK) LLP, ‘Citypoint’, 1 Ropemaker Street, London EC2Y 9AW (company number 08702952). Coverage may not be available in all jurisdictions and may be 
available only through licensed producers. 

www.axiscapital.com
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The Danish Ministry of Industry, Business and 
Financial Affairs has launched a new strategy 
for the shipping industry aimed at reinforcing 
and improving cyber and information security 
activities within the sector. In recent years, the 
global shipping industry has faced increasing 
vulnerability to cyber-attacks, as evidenced by 
the massive breach that affected shipping 
giant, AP Moller Maersk in 2017, the scale of 
which was unprecedented, costing, as it did, 
hundreds of millions of dollars.

Cyber and information security in the maritime 
sector includes the safety of navigation in 
Danish waters and the safety and security of 
Danish-flagged ships and their crews just as it 
does globally. Cyber security for ships includes 
services such as traffic monitoring, warnings 
and navigation information (AIS, NAVTEX), 
systems used by ships and ship operation 
software, including software for propulsion 
and navigation.

The responsibility for regional cyber and information 
security in the maritime sector lies with the 
Danish Maritime Authority (DMA). The DMA 
has established a dedicated Danish Maritime 
Cybersecurity Unit, which is to handle implementation 
of the strategy.

With the prime objective being to ensure that 
safety in Danish waters and on board Danish 
ships is not compromised by cyber-attacks, the 
government's strategy contains a number of 
initiatives aimed at strengthening IT security 
and preventing cyber threats in the maritime 
sector. 

DENMARK: 
SHIPPING INDUSTRY
CYBER ATTACKS PROMPT 
GOVERNMENT ACTION

The strategy includes a raft of proposals and 
measures which include:

With countries like Denmark leading the way with regulation regarding shipping, 
it is only a matter of time before other countries follow suit. The EU NIS Directive is 
in force and is the first piece of legislation on cybersecurity. 
BE CYBER AWARE – IT IS YOUR RESPONSIBILITY

•The aforementioned establishment of 
  the Danish Maritime Cybersecurity Unit
•Coverage and enforcement under the umbrella 
  of EU and International law
•A single point of contact between 
  maritime operators and the Centre for 
  Cyber Security (CFCS)
•The secondment of Danish Maritime Authority
  employees at the CFCS
•The promotion of increased awareness 
  through collaboration and knowledge 
  sharing in the maritime sector
•Specifying objectives and user-friendly 
  recommendations for the maritime sector's
  players
•Cultivating an IT security culture and 
  awareness
•A focus on standardised processes in relation 
  to cyber and information security management
•Ensuring sustained and robust cyber 
  and information security preparedness 
  in the maritime sector
•Creating a joint contingency and warning 
  plan for handling IT security incidents

•The planning and implementation of 
  common cyber and information security 
  exercises

https://www.handyshippingguide.com/shipping-news/shipping-industry-cyber-attacks-prompt-government-action_9672

https://www.handyshippingguide.com/shipping-news/shipping-industry-cyber-attacks-prompt-government-action_9672
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Source: eLearning.com

When using a mobile device (smartphone, tablet etc.) as 
a training device in contrast to non-mobile users. 

This leads to greater employee 
retention, a better work culture,
and more collaborative employees.

PRODUCTIVITY
INCREASES

 43%

Based on traditional classroom 
training. So employees have more 
time to apply concepts they learn 
outside the virtual classroom!

 40-60%
LESS TIME TO 
COMPLETE

OF PROFESSIONALS USE
A PERSONAL DEVICE

 70%

A new age of BYOD (bring your own device) is upon us so 
professional eLearning can be completed outside of the office.

INCREASE IN 
EMPLOYEE
ENGAGEMENT 

18%

PRODUCTIVITY
& E-LEARNING

EVENT ALERT! 
10th Annual Maritime CIO Forum, Hamburg 
20 February, 2019
Empire Riverside Hotel, Bernhard-Nocht-Strasse 97, 20359 Hamburg, Germany

Attendance is FREE of charge for ship owner / operators / managers & builders
www.hamburg.thedigitalship.com
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I frequently get asked my opinion on 
specific products and I rarely give it as 
I’m just way more interested in process. 
Sometimes itʼs just casual conversation and 
other times itʼs in the context of a penetration 
test or governance consulting contract. “What 
do you think I should use for endpoint / NIDS 
/firewall/scanner” etc. What an odd question 
when you think about it. Itʼs almost the same as 
asking “Should I drink Coke or Pepsi?,” 
“should I have the fish or the chicken?” or 
“which spanner do I use to tighten this bolt?.” I 
find it odd because too many people approach 
security from a which product perspective 
rather than what-do-I-need-to-do perspective 
and thatʼs exactly backwards.

In my experience IT departments are very 
skilled at product selection and deployment. If 
management says find a product that does -this- 
or choose between these three products, most 
IT departments will competently compare, trial 
and select which product they think is the best 
based on features, functionality and cost. Security 
products are often selected the same way but 
unfortunately outside of any process requirements 
for their use. I think the root cause of this is most 
often due to an immature security management 
process. That is to say rather than derive 
controls requirements from a risk management 
effort, many companies simple infer the need 
for specific controls based on what other companies 
are doing or what theyʼre aware of. Unfortunately, 
this even passes both internal and external 
audit requirements sometimes. The fault lies 
with management in these cases. Management 
is responsible for understanding risk and working 
with operations (IT) to formulate mitigation strategies. 
Operation is definitely where the rubber hits 
the road but security must be governed from 

the top down. An excellent example of this 
phenomenon is selecting and deploying a SIEM 
(Security Information and Event Management) 
without even knowing what you want to do with it. 

A few years back SIEM began to really take off 
as a way to better leverage log data from multiple 
often widely disparate sources. It allows an analyst 
to visualize an event across multiple systems, 
devices and even networks. Truly the state of the 
art in creating alerts based on multiple events 
and thresholds. But hereʼs the problem; most of 
the small to mid-sized companies that bought 
into them had no idea what logs they wanted to 
collect or what they wanted to do with the correlated 
data. They just knew that SIEM could have a 
positive impact on security capabilities, they 
wanted to improve security posture so they 
bought one. What they ended up with is a very 
expensive log server that no one uses and a 
giant chunk of security budget that didnʼt move 
the needle on security posture even a little bit. A 
company that is using a SIEM to refine and 
enhance their already capable detective 
controls or incident response process is filling a 
need based on a mature risk management 
process. Deploying a SIEM before you have that 
need or have reached that process maturity level 
is simply wasting time and money.

This can happen with any security process that is 
reduced to product thinking, vulnerability scan-
ners as another example. Which scanner should 
you use? Well the one that fits best with your 
policy and remediation procedure of course. If 
you canʼt answer the policy question then your 
money is better spent in that direction rather 
than on selecting ʻthe bestʼ scanner because if 
you donʼt have a policy and a process to act on 
the information how is it going to help you?

At the end of the day itʼs not the products that 
protect your company itʼs the well thought out 
policies, the refined procedures and the capable 
people who use the products. To put it another 
way, itʼs not the tools that repair your car, itʼs 
the mechanicʼs process and know how that gets 
the job done.

By Gideon Lenkey

READY, FIRE, AIM
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“ I find it odd because too many 
people approach security from 
a which product perspective 
rather than what-do-I-need-to-do 
perspective. ” 



PHISH
SHIPS&

SHIPPING FIRMS SPEARED
WITH TARGETED ‘WHALING’
ATTACKS
Scammers are honing in on the 
shipping industry, using “whaling,” 
a.k.a. business email compromise 
(BEC) attacks, to scoop up credentials, 
or worse, compromise critical systems 
and they’re doing it by imitating 
high level executives.
Hackers are launching whaling attacks to 
target various types of employees with 
some serious online (and sometimes 
telephone-based) social-engineering research 
under their belts.

Whaling is nothing new, but it continues to 
grow – and attacks against the shipping 
industry, known for its lax security measures, 
are proving to be rampant. In fact, the FBI 
says that BEC scams in 2018 resulted in 
losses of more than $12.5 billion – a 
more-than-double jump from the losses 
accrued in 2017, which harbored a $5 
billion scam.

In many cases, scammers are using social 
engineering to imitate higher-level executives 
— based on data collected via social 
media and other tools — to trick unsuspecting 
victims into performing various activities, 
including opening malware-riddled 
attachments or transferring payments to 
suspicious accounts.

Researchers in April 2018 also identified 
a hacking group behind several widescale 
BEC attacks gouging the maritime shipping 
industry millions of dollars since 2017. 
Attackers in the campaign took advantage 
of the industryʼs lax security and the use 
of outdated computers.

Training executives is critical to helping 
prevent these attacks, especially those in 
target areas such as finance. 

https://threatpost.com/shipping-execs-whaling/140643/
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SHIPPING IS IN THE FIRING
LINE OF CYBER THREATS
Shipping is in the firing line from online threats, hackers and malware with, over the 
last two years, part of Maersk Line, COSCO, BW Group and shipbroker Clarksons all 
taking hits. However, there are moves to counter the industry’s exposure.

With just two years to go before IMO 
regulations mandate that shipowners 
provide cyber security measures on 
board their vessels under the ISM 
code, the growth in cyber security we 
saw in 2018 will only accelerate in 
2019.

The latest drive to improve cyber security 
across the shipping industry was intro-
duced by the international shipownersʼ 
association BIMCO. It is including a 
cyber-security liability clause into its 
standard charter party agreements 
and other contracts, which are used 
widely by the industry.

This cyber liability clause is still at the 
draft stage, but it is expected to be 
included in BIMCO contracts from 
May 2019. This will precede IMOʼs 
ISM cybersecurity measures and provides 
a mechanism to improve security for 
those unwilling to wait for the regulators 
to implement change.

The themes are becoming clear. Shipping 
companies must ramp up efforts to 
protect themselves and adopt cybersecurity 
solutions because the impact caused 
by attacks are crippling and clauses 
within the ISM code will require companies 
to do so to be able to trade.

https://www.marinemec.com/news/view,cyber-monday-how-shipping-reacts-to-security-threats_56023.htm

This does not mean that companies should blindly 
invest in technology solutions that affect one part of 
the problem. They must adopt a more holistic 
approach that tackles situational awareness, technology, 
culture and cyber insurance as a service. 

https://www.marinemec.com/news/view,cyber-monday-how-shipping-reacts-to-security-threats_56023.htm
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Allianz’s 2019 Risk Barometer 
report, for the first time, ranked 
cyber incidents as the top risk to 
companies worldwide.

Cyber incidents scored 37% in the 8th annual 
survey of over 2,400 risk management 
experts covering 22 industry sectors, including 
marine, across 86 countries. It was tied with 
business interruption, the surveyʼs top peril in 
the last seven surveys, and itself seen as the 
most economically notable consequence of a 
cyber incident itself.

In their report, Allianz make clear that their 
definition of a cyber incident does not just 
include malicious acts of cyber crime, privacy 
breaches etc but also the results of technical 
faults or human error. While malicious acts 
account for almost a fifth of the cyber 
incidents reported to the Financial Conduct 
Authority in the UK, there is wide acknowl-
edgement of under-reporting of cyber-at-
tacks; the Online Trust Alliance estimates as 
many as 350,000 incidents, over double the 
reported figure. Regardless of the cause, the 
losses can be costly with the average insured 
loss from a cyber incident in excess of €2mn 
and larger events incurring much higher sums.

So why are cyber incidents perceived as so 
threatening? In recent years the utility of IT 
and OT have grown beyond their initial value 
as support systems and now businesses operate 
with far deeper reliance upon cyber technology, 
while the value of customer data has grown 
to both the industry and the hacker alike. 

In conjunction, Allianz note that the growth in 
regulation has meant businesses must claim 
responsibility for their cyber protection and 
acknowledge greater rights for their customers. 

For these businesses, cyber incidents come 
with ever-greater threats of litigation, particularly 
on behalf of the consumer and the lengthy list of 
third party liabilities, including data subjects, 
shareholders and supply chain partners. 

The pace of change in the cyber sphere also 
raises concerns. Criminals seek out new ways 
to target businesses, nation states operate 
under the radar with technological warfare, 
while new technology and greater intercon-
nectedness create new opportunities for cyber 
attackers. Keeping up adequate security 
against these factors is a daily challenge.

Recognising the potential of cyber threats is an 
important step towards ensuring sufficient 
security to protect against them. At Be Cyber 
Aware At Sea we would encourage any business 
sharing these concerns to explore our website 
for more tips and guidance to protect themselves 
and their customers.

What are the main causes of 
economic loss after a cyber 
incident?

“TECHNOLOGY IS BREEDING 
NEW THREATS AS WELL AS 
BUSINESS MODELS”

13

1   Business interruption,  
  impact on digital supply 
  chains (loss of revenue) 69%
2  Loss of reputation 55%
3  Liability claims after a data  
  breach (e.g. from  other 
  businesses, people) 48%
4  Reinstatement/data resto
  ration costs 29%
5  Fines and penalties 25%

For more information on the Allianz Risk Barometer 2019 visit:
https://www.agcs.allianz.com/insights/white-papers-and-case-studies/allianz-risk-barometer-2019/

https://www.agcs.allianz.com/insights/white-papers-and-case-studies/allianz-risk-barometer-2019/
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WHERE HACKERS STALK AN ORGANISATION

VISITING THE

An active network is stalked for employee 
website user habits; cyber criminals then find 

vulnerabilities in the web pages and inject
malicious code - the insecure website is 

then exploited by the hacker.



#27 / FEBRUARY 2019

INFOGRAPHIC INSIDE:
Productivity & e-learning

Denmark: Shipping Industry
Cyber Attacks Prompt
Government Action

2019
NEW FOR

EDITOR
FROM THE

PHISH
SHIPS&

PHISH
SHIPS&

SHIPPING FIRMS SPEARED
WITH TARGETED ‘WHALING’
ATTACKS
Scammers are honing in on the 
shipping industry, using “whaling,” 
a.k.a. business email compromise 
(BEC) attacks, to scoop up credentials, 
or worse, compromise critical systems 
and they’re doing it by imitating 
high level executives.
Hackers are launching whaling attacks to 
target various types of employees with 
some serious online (and sometimes 
telephone-based) social-engineering research 
under their belts.
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grow – and attacks against the shipping 
industry, known for its lax security measures, 
are proving to be rampant. In fact, the FBI 
says that BEC scams in 2018 resulted in 
losses of more than $12.5 billion – a 
more-than-double jump from the losses 
accrued in 2017, which harbored a $5 
billion scam.

In many cases, scammers are using social 
engineering to imitate higher-level executives 
— based on data collected via social 
media and other tools — to trick unsuspecting 
victims into performing various activities, 
including opening malware-riddled 
attachments or transferring payments to 
suspicious accounts.

Researchers in April 2018 also identified 
a hacking group behind several widescale 
BEC attacks gouging the maritime shipping 
industry millions of dollars since 2017. 
Attackers in the campaign took advantage 
of the industryʼs lax security and the use 
of outdated computers.

Training executives is critical to helping 
prevent these attacks, especially those in 
target areas such as finance. 
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I frequently get asked my opinion on 
specific products and I rarely give it as 
I’m just way more interested in process. 
Sometimes itʼs just casual conversation and 
other times itʼs in the context of a penetration 
test or governance consulting contract. “What 
do you think I should use for endpoint / NIDS 
/firewall/scanner” etc. What an odd question 
when you think about it. Itʼs almost the same as 
asking “Should I drink Coke or Pepsi?,” 
“should I have the fish or the chicken?” or 
“which spanner do I use to tighten this bolt?.” I 
find it odd because too many people approach 
security from a which product perspective 
rather than what-do-I-need-to-do perspective 
and thatʼs exactly backwards.

In my experience IT departments are very 
skilled at product selection and deployment. If 
management says find a product that does -this- 
or choose between these three products, most 
IT departments will competently compare, trial 
and select which product they think is the best 
based on features, functionality and cost. Security 
products are often selected the same way but 
unfortunately outside of any process requirements 
for their use. I think the root cause of this is most 
often due to an immature security management 
process. That is to say rather than derive 
controls requirements from a risk management 
effort, many companies simple infer the need 
for specific controls based on what other companies 
are doing or what theyʼre aware of. Unfortunately, 
this even passes both internal and external 
audit requirements sometimes. The fault lies 
with management in these cases. Management 
is responsible for understanding risk and working 
with operations (IT) to formulate mitigation strategies. 
Operation is definitely where the rubber hits 
the road but security must be governed from 

the top down. An excellent example of this 
phenomenon is selecting and deploying a SIEM 
(Security Information and Event Management) 
without even knowing what you want to do with it. 

A few years back SIEM began to really take off 
as a way to better leverage log data from multiple 
often widely disparate sources. It allows an analyst 
to visualize an event across multiple systems, 
devices and even networks. Truly the state of the 
art in creating alerts based on multiple events 
and thresholds. But hereʼs the problem; most of 
the small to mid-sized companies that bought 
into them had no idea what logs they wanted to 
collect or what they wanted to do with the correlated 
data. They just knew that SIEM could have a 
positive impact on security capabilities, they 
wanted to improve security posture so they 
bought one. What they ended up with is a very 
expensive log server that no one uses and a 
giant chunk of security budget that didnʼt move 
the needle on security posture even a little bit. A 
company that is using a SIEM to refine and 
enhance their already capable detective 
controls or incident response process is filling a 
need based on a mature risk management 
process. Deploying a SIEM before you have that 
need or have reached that process maturity level 
is simply wasting time and money.

This can happen with any security process that is 
reduced to product thinking, vulnerability scan-
ners as another example. Which scanner should 
you use? Well the one that fits best with your 
policy and remediation procedure of course. If 
you canʼt answer the policy question then your 
money is better spent in that direction rather 
than on selecting ʻthe bestʼ scanner because if 
you donʼt have a policy and a process to act on 
the information how is it going to help you?

At the end of the day itʼs not the products that 
protect your company itʼs the well thought out 
policies, the refined procedures and the capable 
people who use the products. To put it another 
way, itʼs not the tools that repair your car, itʼs 
the mechanicʼs process and know how that gets 
the job done.

By Gideon Lenkey

READY, FIRE, AIM

Welcome to this month’s edition of Phish 
& Ships, brought to you by the Be Cyber 
Aware at Sea campaign.

We are all back in the swing of things here and 
have received some great feedback regarding 
our new look publication.

For February, we have noticed a theme emerging: 
Regulation is coming and nations are looking to be 
on the front foot when it does. We explore how 
Denmark in particular, are moving to take the 
initiative in protecting its maritime industry with the 
proposed development of the Danish Maritime 
Cybersecurity Unit and fostering regulations. It s̓ 
great to see states and organisations now starting to 
be more proactive. This has been a long time 
coming and I know that the team here at the Be 
Cyber Aware at Sea campaign are optimistic and 
hopeful that our industry is finally taking its turn to 
lead the way in managing cyber risk. As we 
know, fortune will always favour the prepared 
where cybersecurity is concerned. 

Please continue to follow us at:
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea
Facebook: Be Cyber Aware At Sea
Linkedin: Be Cyber Aware At Sea

Your Editor-in-chief 
Jordan Wylie MA, BA (Hons)
Founder, Be Cyber Aware At Sea

OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD
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When using a mobile device (smartphone, tablet etc.) as 
a training device in contrast to non-mobile users. 

This leads to greater employee 
retention, a better work culture,
and more collaborative employees.

PRODUCTIVITY
INCREASES

 43%

Based on traditional classroom 
training. So employees have more 
time to apply concepts they learn 
outside the virtual classroom!

 40-60%
LESS TIME TO 
COMPLETE

OF PROFESSIONALS USE
A PERSONAL DEVICE

 70%

A new age of BYOD (bring your own device) is upon us so 
professional eLearning can be completed outside of the office.

INCREASE IN 
EMPLOYEE
ENGAGEMENT 

18%

PRODUCTIVITY
& E-LEARNING

As 2019 begins, we should reflect on how 
our world has changed considerably from a 
technology standpoint. One of the most 
rapid advancements of the last few years has 
been the rise of the smart home; in fact I am 
sure that, many of your families and friends 
received Amazon Echo devices over the 
festive period. 

Amazon recently reported they have sold 
more than 100 million Alexa devices - and 
Amazon is only one of many manufacturers 
in this space. The moment the scale of this 
really hit home for me was when my 
colleague said his children will never know 
what itʼs like to not talk to their house. (Itʼs 
not all doom and gloom though – Alexa now 
encourages children to say “Please” and 
“Thank you” when issuing commands.)

As these devices make their way into our 
homes, how should we approach their security? 
Just as we understand the cyber risks of a 
ship being hacked – and strive to prepare 
against these — how do we mitigate cyber 
threats in our houses? 

While convenient, smart devices offer a new 
way for criminals to enter your life. Whether 
hijacking personal data, controlling a device 
(increasing the volume or heat, monitoring video 
and audio feeds), or even learning your 
daily patterns to identify when you are out of 
town, smart home devices are accessed and 
controlled remotely. It is important to think 
about how we can secure them. 

TIPS:
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HOME DEVICES: 
THEY’RE ALWAYS 
LISTENING 

Last month, we discussed the new 
updates to the BIMCO guidelines and 
how IT and OT (operational technology) 
risks differ, the risks in supply chains 
and the fact that regulation is coming 
into the industry, set out by the IMO for 
2021. In this article by secureworld.com, 
they touch on the simple fact that ships 
are turning into floating computer 
networks and that cruise liners especially 
should be firm adopters of the new 
guidelines.

If youʼve taken a cruise lately, youʼve 
probably noticed: Wi-Fi actually works 
most of the time and the price of it is 
coming down on cruises. However, while 
this means you can now stay connected 
even in the middle of the ocean, it also 
means hackers have a better shot at con-
necting with the vessel too.

The new shipping cybersecurity 
guidelines lists an incredible 
number of connected systems that 
must be made protected with 
onboard cybersecurity:

• Communications systems, from 
satellite connections to Wi-Fi networks, 
to public address and alarm systems.

• Bridge systems, like GPS and other 
positioning and charting systems, and 
the Global Maritime Distress and 
Safety System.

• Propulsion and machinery power 
control systems, like the engine governor 
and integrated ship controls.

• Access control systems, like the 
closed circuit cameras, shipboard 
security alarms, and bridge navigation 
alarms.

• Passenger information systems, like 
financial and billing systems and electronic 
health records for those who visit the 
doctor.

• Passenger-facing networks, like public 
Wi-Fi and guest entertainment systems.

• Core infrastructure systems, like 
routers, switches, firewalls, intrusion 
prevention systems, and security event 
logging.

• Administrative systems, like crew 
tracking and personnel systems and 
crew-facing Wi-Fi or networks.

It is these advancements in onboard 
technology that increase our exposure to 
a cyber attack. These concerns may be 
newly raised to the cruise industry but are 
shared shipping-wide. Now, having 
co-authored the report, the cruise industry 
would do well to adopt the suggested 
guidelines, decreasing the odds of a 
hacker joining your cruise without ever 
boarding the ship.
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SHIPS AT SEA: MORE
WAYS TO HACK THEM

https://www.secureworldexpo.com/industry-news/ships-at-sea-more-ways-to-hack-them

The smart home ecosystem is nascent but fast-paced. We will 
begin to see regulations develop in this space but in the meantime, 
it is important to be vigilant about these ʻalways-onʼ devices 
dotted around your house, with microphones beaming your 
voices back to companies. Whilst this doesnʼt exclusively 
affect seafarers, it is something we should all be aware of as 
these devices enter our lives. 

Akash Bharadia is a technology specialist in the Cyber & Tech 
division of AXIS Capital, a global provider of specialty lines 
insurance and treaty reinsurance and a Phish & Ships sponsor. 
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UPDATE SOFTWARE 
Keep your device software up-to-date. 
Most devices are set up and maintained 
using a mobile app which will alert you 
to updates via notifications. 

CHANGE DEVICE DEFAULTS
Change default device names and 
passwords, both on your Wi-Fi router 
and the home device. Use a password 
manager - it will generate and store 
passwords in an encrypted enclave on 
your phone. I use ʻ1Passwordʼ.

KNOW WHAT IS PLUGGED IN 
AROUND YOUR HOUSE 
With the number of gadgets being plugged 
in and unplugged around the house all 
day, it is important to be aware of each 
device, its purpose and which networks 
it ʻtalksʼ to. 

ENABLE 2-FACTOR 
AUTHENTICATION (2FA)
This is one of the most effective changes 
you can make to secure your devices. 
When you log in, the manufacturer will 
send a text to your phone with a one-time 
code. 2FA is something you know (your 
password) and something you have 
(your phone).
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For more information about AXIS Capital visit: www.axiscapital.com

Twitter: @Axis_Capital
Linkedin: AXIS Capital

“As these devices make their 
way into our homes, how should 

we approach their security?”

For further reading, the Department for Digital, Culture, Media & Sport have some great material: 
https://www.gov.uk/government/publications/secure-by-design 

SHIPPING IS IN THE FIRING
LINE OF CYBER THREATS
Shipping is in the firing line from online threats, hackers and malware with, over the 
last two years, part of Maersk Line, COSCO, BW Group and shipbroker Clarksons all 
taking hits. However, there are moves to counter the industry’s exposure.

With just two years to go before IMO 
regulations mandate that shipowners 
provide cyber security measures on 
board their vessels under the ISM 
code, the growth in cyber security we 
saw in 2018 will only accelerate in 
2019.

The latest drive to improve cyber security 
across the shipping industry was intro-
duced by the international shipownersʼ 
association BIMCO. It is including a 
cyber-security liability clause into its 
standard charter party agreements 
and other contracts, which are used 
widely by the industry.

This cyber liability clause is still at the 
draft stage, but it is expected to be 
included in BIMCO contracts from 
May 2019. This will precede IMOʼs 
ISM cybersecurity measures and provides 
a mechanism to improve security for 
those unwilling to wait for the regulators 
to implement change.

The themes are becoming clear. Shipping 
companies must ramp up efforts to 
protect themselves and adopt cybersecurity 
solutions because the impact caused 
by attacks are crippling and clauses 
within the ISM code will require companies 
to do so to be able to trade.

https://www.marinemec.com/news/view,cyber-monday-how-shipping-reacts-to-security-threats_56023.htm

This does not mean that companies should blindly 
invest in technology solutions that affect one part of 
the problem. They must adopt a more holistic 
approach that tackles situational awareness, technology, 
culture and cyber insurance as a service. 

WATERING
HOLE?

WHERE HACKERS STALK AN ORGANISATION

VISITING THE

REMEMBER TO
‘SAVE THE   
 WHALES’ “ I find it odd because too many 

people approach security from 
a which product perspective 
rather than what-do-I-need-to-do 
perspective. ” 

An active network is stalked for employee 
website user habits; cyber criminals then find 

vulnerabilities in the web pages and inject
malicious code - the insecure website is 

then exploited by the hacker.

Kindly sponsored by
Kindly sponsored by

The Danish Ministry of Industry, Business and 
Financial Affairs has launched a new strategy 
for the shipping industry aimed at reinforcing 
and improving cyber and information security 
activities within the sector. In recent years, the 
global shipping industry has faced increasing 
vulnerability to cyber-attacks, as evidenced by 
the massive breach that affected shipping 
giant, AP Moller Maersk in 2017, the scale of 
which was unprecedented, costing, as it did, 
hundreds of millions of dollars.

Cyber and information security in the maritime 
sector includes the safety of navigation in 
Danish waters and the safety and security of 
Danish-flagged ships and their crews just as it 
does globally. Cyber security for ships includes 
services such as traffic monitoring, warnings 
and navigation information (AIS, NAVTEX), 
systems used by ships and ship operation 
software, including software for propulsion 
and navigation.

The responsibility for regional cyber and information 
security in the maritime sector lies with the 
Danish Maritime Authority (DMA). The DMA 
has established a dedicated Danish Maritime 
Cybersecurity Unit, which is to handle implementation 
of the strategy.

With the prime objective being to ensure that 
safety in Danish waters and on board Danish 
ships is not compromised by cyber-attacks, the 
government's strategy contains a number of 
initiatives aimed at strengthening IT security 
and preventing cyber threats in the maritime 
sector. 

DENMARK: 
SHIPPING INDUSTRY
CYBER ATTACKS PROMPT 
GOVERNMENT ACTION

The strategy includes a raft of proposals and 
measures which include:

With countries like Denmark leading the way with regulation regarding shipping, 
it is only a matter of time before other countries follow suit. The EU NIS Directive is 
in force and is the first piece of legislation on cybersecurity. 
BE CYBER AWARE – IT IS YOUR RESPONSIBILITY

•The aforementioned establishment of 
  the Danish Maritime Cybersecurity Unit
•Coverage and enforcement under the umbrella 
  of EU and International law
•A single point of contact between 
  maritime operators and the Centre for 
  Cyber Security (CFCS)
•The secondment of Danish Maritime Authority
  employees at the CFCS
•The promotion of increased awareness 
  through collaboration and knowledge 
  sharing in the maritime sector
•Specifying objectives and user-friendly 
  recommendations for the maritime sector's
  players
•Cultivating an IT security culture and 
  awareness
•A focus on standardised processes in relation 
  to cyber and information security management
•Ensuring sustained and robust cyber 
  and information security preparedness 
  in the maritime sector
•Creating a joint contingency and warning 
  plan for handling IT security incidents

•The planning and implementation of 
  common cyber and information security 
  exercises

https://www.handyshippingguide.com/shipping-news/shipping-industry-cyber-attacks-prompt-government-action_9672PHISH
SHIPS&
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https://threatpost.com/shipping-execs-whaling/140643/

EVENT ALERT! 
10th Annual Maritime CIO Forum, Hamburg 
20 February, 2019
Empire Riverside Hotel, Bernhard-Nocht-Strasse 97, 20359 Hamburg, Germany

Attendance is FREE of charge for ship owner / operators / managers & builders
www.hamburg.thedigitalship.com

HACKERS MAY BE TARGETING YOUR SHIPS. 
IT’S ONLY FAIR OUR NEW COVERAGE DOES, TOO.

In an era when evolving technology is making the 

making companies and their vessels more vulnerable 
to crippling cyber attacks. Fortunately, AXIS Marine 
Cyber bridges the protection gap in today’s insurance 

business from the unknown, contact Georgie Furness-
Smith at Georgie.Furness-Smith@axiscapital.com or 
Sharif Gardner at Sharif.Gardner@axiscapital.com

Coverage is provided by an insurance company subsidiary of AXIS Capital Holdings Limited or by AXIS Syndicate 1686.  AXIS Specialty Europe SE is regulated by the 
Central Bank of Ireland. AXIS Insurance Company, an Illinois property and casualty insurer, is licensed in all 50 states of the United States and the District of Columbia. 
AXIS Syndicate 1686 is managed at Lloyd’s by AXIS Managing Agency Ltd. AXIS Managing Agency Ltd is authorised by the Prudential Regulation Authority and regulated 
by the Financial Conduct Authority and the Prudential Regulation Authority (Firm Reference Number 754962). AXIS Managing Agency Ltd is registered at Willkie Farr 
& Gallagher (UK) LLP, ‘Citypoint’, 1 Ropemaker Street, London EC2Y 9AW (company number 08702952). Coverage may not be available in all jurisdictions and may be 
available only through licensed producers. 

www.axiscapital.com
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