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Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea 
campaign.

This month brought yet more news of cyber 
incidents with the attack on a subsidiary brand of 
Carnival, the cruise-shipping group. This report 
adds weight to the evidence of this being one of the 
‘busiest’ years for cyber criminals and it should bring 
home how important it is to prepare yourself and 
your organisation during these uncertain times.

To that end we hear this month on how cyber 
defences should be more far-reaching throughout 
shipping and maritime organisations. Retrofitting 
cyber defences into current fleets may be practical 
in the short term but for the industry as a whole, 
defences should be inbuilt from the boat yard 
onwards. This extends beyond the technological 
solutions to the ‘human element’ – one of the key 
vulnerabilities of an organisation can be turned into 
an asset with the correct, up to date, training.

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea

EDITOR
FROM THE

NOMINATED 2019
SMART4SEA CYBER SECURITY AWARD





According to the company, ransomware “accessed and 
encrypted a portion of one brand’s information technology 
systems”, during which data files, including information on 
passengers and seafarers, were downloaded.

Working with cyber security firms, Carnival conducted 
remedial action and after a preliminary assessment Carnival
commented that it “does not believe the incident will have 
a material impact on its business, operations or financial 
results”.

However, there may be consequences from the access to 
personal data of guests and employees which “may result 
in claims from guests, employees, shareholders, or regulatory
agencies,” according to Carnival.

Fortunately, there is no evidence to date that other Carnival 
brands have been impacted by this incident, although the 
investigation is ongoing, and “there can be no assurance 
that other IT systems of the other company’s brands will 
not be adversely affected”.

The incident at Carnival follows on from several high 
profile attacks across the maritime sector this year which is 
seeing an unprecedented number of cyber attacks. For 
every incident that is reported, there will be more that are 
not, building a picture of an industry under threat.

Incidents like this should prompt others to question their 
preparedness, not just for preventing an attack in the first 
place, but should one penetrate their systems. Like everything
else, preparation is key.

According to cybersecurity specialists Dualog there are 
several key stages to an efficient incident response that 
should be considered in advance:

1. Establish your response team
Resuming normal ship operations is the number one priority. 
Assemble a team to restore the IT and/or OT systems. The 
response team, which may include a combination of 
onboard and shore-based personnel and external experts, 
should be capable of performing all aspects of the response.

2. Perform initial assessment
To make sure you respond to the cyber incident the right 
way, your response team should find out:
• how the incident occurred
• which IT and/or OT systems were affected and how
• the extent to which the commercial and/or operational 
data is affected
• to what extent any threat to IT and OT remains
• what and how to preserve as evidence of the incident, for 
later investigation

3. Recover systems and data
The next step is to restore IT and OT to an operational 
state. Working step by step through a recovery plan, your 

team should take the necessary steps to remove threats 
from the system and restore software. The recovery plan 
should:
• be available in hard copy on board and ashore
• prioritise the operation and navigation of the ship
• be understood by personnel responsible for cybersecurity
• outline where you can get expert assistance from ashore 
if needed
Bear in mind that recovery actions such as wiping drives 
may destruct evidence that could provide valuable infor-
mation on the causes of the incident.

4. Investigate the incident
To understand the causes and consequences of the cyber 
incident, you should launch a detailed investigation, 
preferably with support from an external expert. Such an 
examination can help you understand how a vulnerability 
was exploited, and what technical and procedural protec-
tion measures you need to take on board and ashore to 
prevent it from happening again. Moreover, the investiga-
tion may help the wider maritime industry better under-
stand potential cyber risks.

5. Prevent a recurrence
If your post-incident investigation uncovers flaws in your 
technical and/or procedural protection measures, you 
should implement appropriate changes. Review lessons 
learned, fix security vulnerabilities, and train your crew on 
how to recognise when there might have been a security 
breach.
Make sure you update your recovery plan to reflect all of 
these preventive measures.

Cyber breaches can, and will, happen – as this year in 
shipping is testament to. While striving for protection from 
every potential threat is essential, so is knowing how to 
react should the worst happen, to limit the potential 
damage. 

This month Carnival, the cruise shipping group, detected a ransomware attack on one of its subsidiary
brands. While unnamed, Carnival operate various cruise lines including P&O, Cunard, and Princess.

CYBER ATTACK ON 
CARNIVAL

https://www.rivieramm.com/news-content-hub/news-content-hub/carnival-takes-remedial-action-after-cyber-breach-60636
https://www.dualog.com/blog/how-to-handle-maritime-cyber-attacks
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CYBER SOLUTION SHOULD 
BE CROSS-FUNCTIONAL
According to Neptune Cyber chief executive Gwilym
Lewis, cyber security “needs to be cross-functional 
and include input from captains, IT, engineering, 
legal and finance” teams. 

Speaking at one of Riviera’s recent webinars titled 
Cyber security: minimising cost and disruption 
after a cyber event, he continued: “It must have 
genuine authority. If it does not have the power to 
change behaviours it will be useless”.

The advice has resonance as companies look to 
meet the new IMO regulations when they come 
into force in January 2021.

There is a danger that cyber incidents can be 
viewed as solely the remit of the IT team: a technical
problem requiring a technical solution. However, 
the prevalence of cyber technology throughout 
ships and companies means that the repercussions
of a cyber attack are far-reaching, with the potential 
to affect everything from websites and servers to 
the operational capability of the organisation.

Mr Lewis drew one example to show the varied 
nature of a cyber attack, describing the hacking of 
a ship’s onboard refrigerators whose temperature 
monitoring was linked to the internet. Malware 
altered the fridge controls and the food subsequently
spoiled meaning the boat had to make an unscheduled
stop to resupply.

As Mr Lewis suggests, organisations need to see 
the potential of cyber incidents for causing extensive
and unexpected damage and ensure their plans for 
tackling them draw in the expertise of the appropriate
staff. This means preparing everyone based on 
their role and exposure. 

The response plans must be flexible as well and 
“must be constantly updated,” says Mr Lewis. “As 
cyber threats evolve on a daily basis, vessel 
systems and technology get upgraded, thus the 
plan needs to keep pace too.”

Preparing staff for the fallout of incidents must also 
take into consideration the role of the human 
element in cyber attacks in the first place, with Mr 
Lewis stating that many incidents begin by “crew 
unintentionally doing something they should not”. 
This is something that Be Cyber Aware At Sea 
have been campaigning about for years and, along-
side technical measures, the benefit of having 
fully-trained, informed and responsive staff is clear.
As Mr Lewis underlines, a cultural change needs to 
occur throughout organisations in order to be fully 
prepared for cyber incidents. All staff need to be 
aware of their role in protecting the organisation 
from cyber attack, and their role in managing a 
cyber incident, however it may manifest.

There is a danger that cyber 
incidents can be viewed as 
solely the remit of the IT team: 
a technical problem requiring a 
technical solution. 

SOURCES: 

https://www.rivieramm.com/news-content-hub/news-con-
tent-hub/robust-cyber-attack-recovery-plans-required-60563



While usually, and understandably, ship owners 
have been retrofitting cyber security measures into 
their current fleet, the expert panel on the webinar 
‘Cyber security: readying for the ISM Code’s 1 January 
2021 requirements’ concluded that ultimately 
owners should collaborate with shipyards to ensure 
‘cyber-secure operational technology (OT) during 
ship construction’.

The webinar, part of a series, was held in association
with ClassNK and included their cyber security 
team deputy manager Makiko Tani, alongside TÜV 
Rheinland director for consulting services in Asia 
Pacific for cyber security and functional safety 
Rajeev Sukumaran, Moran Cyber managing director
Captain Alex Soukhanov and Beazley senior risk 
manager Kelly Malynn.

For ClassNK this topic is particularly prevalent as 
they recently released the second edition of its 
Guidelines for Designing Cyber Security Onboard 
Ships targeting owners and shipyards of newbuild 
designs. They also announced that they will carry 
out cyber security verification during the design 
and construction stage and issue a class notation 
to compliant ships.

Ms Tani of ClassNK outlined that cyber security 
“should not just be about compliance” but could 
open “new opportunities for business and new 
innovations”. She stressed the importance of 
owners understanding OT on their ships: “Start 
from knowing the vessels and being aware of the 
onboard OT and IT, and where these meet.” The 
next stage is for owners to engage directly with 
shipyards and classification societies during the 
newbuild process. “Ships can be designed to be 
cyber-secure,” said Ms Tani. “Ships can be constructed
with cyber security capacity” and with class society 
cyber secure notations.
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Fellow panellist Mr Sukumaran agreed with this principle: 
“Builders, designers, owners, etc all need to be taking 
in cyber security,” he said, while stressing the importance
of the wider supporting ecosystem such as ports and 
supply chains in being cyber secure.

During the webinar the panel also discussed how 
shipping companies can incorporate cyber security 
into their safety management systems in time for the 
1 January 2021 deadline, outlining the IMO’s require-
ments and confirming what owners and operators
needed to action now.

The webinar, along with the rest of Riviera’s Cyber 
Security Week webinars are available online and well 
worth a watch.

https://www.rivieramm.com/webinar-library/
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https://www.rivieramm.com/news-content-hub/news-content-hub/cyber-security-should-start-in-the-shipyard-60506
https://www.rivieramm.com/news-content-hub/classnk-reveals-new-cyber-security-guidance-60325

BUILD SHIPS WITH 
CYBER IN MIND
A recent Riviera webinar brought forward the importance for ship owners to start introducing 
cyber security measures during ship construction, according to Martyn Wingrove. 

“BUILDERS, DESIGNERS, 
OWNERS, ETC ALL 

NEED TO BE TAKING IN 
CYBER SECURITY.”



CONSIDER POTENTIAL CYBER RISKS
Not all threats, of course, may be immediately obvious. 
While an attack on the main propulsion system that causes 
the vessel to drift without control will be picked up immediately,
navigation and positioning systems can be manipulated to 
show misleading information, inadvertently guiding the 
ship into trouble.

As the industry slowly approaches truly autonomous shipping,
increased reliance on automated systems heightens 
concerns about security. Vital systems need to be accessible
by authorized personnel but protected against any inter-
ference. For this reason, type approval processes for 
systems designed to protect potentially vulnerable components
and systems need to consider how the risks of access, both 
authorized and unauthorized, can be alleviated.

In its type approval process DNV GL identifies four different
security level capabilities in line with the IEC 62443 standard.
Security Level (SL) 1, the most basic one, provides protection
against casual or coincidental violations. Levels 2 to 4 
cover increasingly strict protection levels against inten-
tional violation, depending on sophistication of means and 
the likely level of resources, motivation and skills of potential
offenders. Security Level 4 protects against a highly motivated,
highly sophisticated attack.

Maritime cyber security specialist Naval Dome has been 
working with DNV GL, with both organizations sharing 
knowledge and expertise to improve security require-
ments for the maritime industry in general and Naval 
Dome’s own systems in particular. One of the problems 
identified was that technicians and manufacturers were 
able to access on-board systems without the knowledge 
and approval of the crew, which meant they could potentially
infect the systems unintentionally.

Therefore a two-step authorization process was needed 
for which new algorithms had to be developed to prevent 
remote access without authorization by a vessel’s senior 
leadership team. To protect the system it is imperative to 
verify that the person trying to gain access has the necessary 
authorization and that every action this person takes is 
recorded in a secure log to mitigate the risk of an internal 
attack.

Ram Krishnan, CTO at Naval Dome, explains: "In order to 
protect against marine cyber threats, Naval Dome has 
developed a solution that is unique among all other cyber 
threat solutions, because it is designed to protect from 
the inside-out. We use our software to protect the system 
itself, thus blocking the two main vectors of attack - external
and internal, since the protection is done on the endpoint 
(PC/HMI)."

One of DNV GL’s original type approval requirements 
was that once security logs were saved to disk, they could 
no longer be changed. However, Naval Dome and DNV 
GL found that this was not necessarily the most secure 
way of keeping this data safe. Naval Dome therefore 
devised a new cloud-based solution in which files and 
logs can be encrypted and saved for 15 years.

THE TYPE APPROVAL PROCESS
The type approval process starts with an assessment of 
the equipment and its documentation, including installation 
and operation manuals, applying DNV GL’s stringent and 
challenging evaluation principles. This often results in 
revisions before the next phase, product evaluation and 
test procedure, can begin.

This first phase can be quite a challenge for vendors. 
Documentation typically requires revision, which can 
mean it has to go back and forth a number of times until 
both parties are satisfied with the outcome. This phase 
also requires vendors to draft test procedure documents 
which are then sent to the classification society for 
revision and approval.

Once all of these files have been assessed and revised as 
necessary, the process moves on to physical testing. If 
the vendor opts to have systems tested at DNV GL facilities,
the vendor will set up the equipment and test protocols 
before the testing is carried out. In the case of Naval 
Dome, software was set up on an ECDIS system at the 
DNV GL facility in Trondheim. However, vendors also 
have the option to have independent third-party testing 
performed by DNV GL experts at their own premises.

One of the world’s leading classification societies and a maritime advisor, DNV GL has published an insightful 
piece on achieving type approval for cyber security, outlining the steps involved to cyber resilience.

HOW TO ACHIEVE TYPE 
APPROVAL FOR CYBER 
SECURITY
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Cyber security is a major concern for vessels at sea today. The impact of unauthorized, and even authorized, access to 
ships’ systems can be catastrophic, potentially resulting in reputational, financial and environmental damage, robbery, 
piracy or simply malicious interference. These are all distinct risks for an unprotected vessel.



THE TESTS
DNV GL’s test procedures are based on marinized 
versions of the international standards ISA/IEC 62443-4-2
and IEC 61162-460 which comprise seven chapters and 
cover increasingly stringent levels of security requirements. 
The tests ensure that cyber security equipment is sufficiently
robust to prevent penetration attempts while also assessing
aspects such as encryption strength.

THE PROCESS COVERS:
• Human user identification and authentication
• Unique identification and authentication
• Multifactor authentication for all interfaces
• Access privileges
• Software process and device identification and 
authentication
• User control and functionality
• System integrity
• Data confidentiality
• Restriction to data flows
• Response time to cyber events
• Network/system segmentation
• Monitoring of events
• Resource availability
• The cyber security software must allow the protected 
application to run without interference

“The tests are important as they can reveal outdated 
encryption algorithms which the vendor would need to 
update,” says Dr Mate J Csorba, Global Service Line 
Leader at DNV GL Digital Solutions.

The tests include remote access, ensuring that ship 
systems are accessible to vendors’ technicians and authorized
on-board staff, but that protocols are in place to prevent 
malicious access.

“What we are assessing is the security capability of the 
product. We check the capability and integrity of features 
such as firewalling and the configuration of the system,” 
says Csorba.

Depending on the level of security a system is being 
type-approved for, the number of requirements in each of 
the seven chapters will differ. The higher the level, the 
stricter and greater the number of requirements.

The Naval Dome system proved highly effective in DNV 
GL’s one-week type approval tests. The testing covered 
the security of the operational system protected by the 
Naval Dome solution as well as potential interference with 
vessel systems. “During testing it was not possible to hack, 
or take control of, vessel systems, and ultimately the ship. 

Source
https://www.dnvgl.com/expert-story/maritime-im-
pact/How-to-achieve-type-approval-for-cyber-security.html?utm_campaign=MA_20Q3_ART_Email_Ind_160_Cyber%20Security%20
Naval%20Dome&utm_medium=email&utm_source=Eloqua 
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The two-step authorization process as well as network 
and Wi-Fi access security were tested without being able 
to compromise the protected marine system,” said Ram.

SECURITY CONCERNS
According to DNV GL, few ships are sailing with adequate 
security systems. “If all ships were sailing with SL1, that 
would be better than having no security at all, but sadly 
they are not,” says Csorba.

Without adequate protection, systems on existing vessels 
are exposed to threats every time data is transferred from 
shore to ship, or even when crews or technicians do some-
thing as straightforward and routine as updating software, 
including charts and notices to mariners, directly from a 
CD, a USB drive or technician’s device.

Systems on older ships can be upgraded but will be difficult 
to bring fully up to date without retrofitting new systems. 
DNV GL believes that at least SL3 should be specified for 
newbuilds. According to the definition, SL3 provides 
“protection against intentional violation using sophisticated 
means, extended resources, IACS specific skills and moderate
motivation”.

To achieve this level of cyber security protection or the 
optimum SL4, which offers similar safeguards to those 
under SL3 with the addition of high offender motivation 
equipment vendors need to fully understand the international 
standards and participate in appropriate workshops with 
the type approval organization. These help the vendor 
gain a full understanding of the type approval regulations 
and requirements, and the approval authority to understand
the equipment. Then both parties can jointly determine the 
security level the vendor or supplier should achieve.

DNV GL and Naval Dome, currently the only specialists 
capable of offering an SL4 cyber security solution, were 
able to demonstrate how relatively simple it is to attack 
live ship systems. The demonstrations have shown that in 
the absence of adequate cyber protection, the reported 
ship position can be shifted and the radar display misled. 
Similarly, the testing experts were able to turn machinery 
on and off or disable it, and to override fuel control, steering
and ballast systems.

These penetration tests allowed Naval Dome to develop a 
cyber security product that can protect against all kinds of 
attacks and meet the SL4 standard. The critical factor in 
certifying cyber security software at this level is to enable 
shipping and off-shore facilities to implement cyber security
quickly and easily without having to re-certify hardware 
currently in place. Naval Dome’s cyber security software is 
loaded onto the existing equipment providing cyber security
protection immediately.





PASSWORDS
Make them easy for you to remember but difficult for others to guess

CHOOSING THREE RANDOM WORDS 
FOR YOUR PASSWORDS / PASSPHRASES

IS AN EFFECTIVE AND SECURE METHOD
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