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Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea campaign.

As we approach the end of the year it is a good time to 
reflect on what a year it has been. On balance I think a 
good one for cyber security, with far greater awareness 
of cyber threats throughout industry and signs of firms 
taking proactive steps to counter them. As 2019 
comes to a close we are also one step closer to the 
adoption of IMO rules regarding cyber preparation. 

This month’s edition still carries the same warnings – 
a cyber attack of the UK based maritime services 
provider being the latest in the list of industry specific 
attacks. However there are positive stories to give us 
all hope, such as the Cyber-SHIP lab at the University 
of Plymouth.

We wish you all a happy Christmas wherever you are, 
and look forward to sharing another year of 
cyber-developments with you.

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea

EDITOR
FROM THE
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Information Assurance (IA) is an ever-evolving field 
within the cyber security sector, and though the 
protection element within IA is a primary concern, 
there are many other attributes such as the cyber 
layers that should be considered in the assurance of 
our critical information assets. Due to the advancement 
in technology we are now operating in increasingly 
complex Socio-Technical Systems (STS’s). STS’s in 
organisational development are an approach to 
complex work design that recognise the interaction 
between people and technology in workplaces. 
STS’s are technical solutions that have both technical 
and human/social factors, tightly bound and interconnected. 
Additionally, it is the interconnections more than 
individual elements that determine system performance 
(“www.stratehiosinc.com,” 2017). 

It appears that many businesses are oblivious or 
highly complacent regarding their cyber risk exposure 
within this new environment.  

The maritime industry today is a great example of a 
complex STS within today’s ever-growing, multifaceted 
and hyperconnected society. A vessel only functions 
because a complex network of systems and people 
process, store and transmit critical information. The 
implementation of IA provides trusted, risk managed 
infrastructures which are safe, resilient, dependable 
and secure. This provides a vessel with interoperability 
throughout the STS, thus providing business continuity 
during challenging times (Richardson, 2012).
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Information Assurance (IA) refers to the steps involved in protecting information 
systems, like computer systems and networks. There are commonly three terms 
associated with the definition of IA:

• CONFIDENTIALITY
• INTEGRITY 
• AVAILABILITY

The Confidentiality, Integrity and Availability (CIA) 
model has been the global standard for IA for more 
than 20 years. Currently, the environment in which 
we operate has advanced to the degree that this 
model alone may no longer be suitable in providing 
the full spectrum of assurance needed today. So, 
what is IA? IA is the key to trusting, maintaining and 
developing cyber operations and information 
exploitation business capabilities. Businesses today 
are a heterogeneous network (of networks) of Com-
munication and Information Systems (CIS) which 
are designed and accredited to meet Netcentric 
capability requirements; to be robust, secure and 
functional to the organisation’s needs (Richardson, 
2012) (Yuilia Cherdantseva, 2013).

The Parkerain Hexad (PH) is a more enhanced 
version of the CIA model that includes three additional 
attributes – Possession, Authenticity and Utility. The 
PH model applies three additional attributes to 
account for the human factor which in today’s environment 
is more appropriate as it has been reported the 
human factor accounts for almost 90 percent of 
cyber-attack claims within the insurance industry  
(Kelly, 2017).

As the environment in which we operate is evolving, 
it is also necessary for businesses to adapt and 
understand they can no longer rely solely on a perimeter 
defence strategy – fencing in one’s network to keep 
out the bad actors. Instead, they must consider 
themselves as a socio technical enterprise to assist 
in defending the greater attack surface created by 
the continuous increase in connectivity. The reason 
for this is, across the world, we are creating hyper 
connectivity through our geographical locations, 
physical and logical networks, and our personas (real 
and virtual). Despite this evolution, most businesses 
today are still primarily investing in preventative 
controls and though prevention is necessary, further 
investment should be considered in areas such as 

enhanced threat monitoring and in the development 
and practice of incident response procedures. This 
can include training and exercising teams in incident 
response, which helps facilitate a timely and effective 
response to an incident. 

It is becoming ever more difficult for businesses to 
be able to quantify their own cyber risk exposure. In 
addition to issues such as hyper connectivity and the 
increase in criminal activity, businesses now have 
more intangible assets than ever before such as 
intellectual property, financial credentials, patents, 
trademarks and copyrights – and these assets are 
especially valuable to cyber criminals. Having the 
ability to quantify an organization’s cyber risk exposure 
allows for the implementation of appropriate security 
controls to assist in defence, which in turn provides 
an understanding of the organisation’s residual risk. 
Conducting cyber risk management effectively can 
also support businesses in understanding how much 
cyber insurance cover they may require.

To help address these issues and educate organizations, 
AXIS delivers a bespoke maritime-focused ‘Under-
standing Cybersecurity and Insurance’ course in our 
London office to help share information on how to 
better secure vessels from internal and external 
threats. You can also discuss with your broker on 
how you can protect your vessels by transferring 
some of your residual risk through a suitable insurance 
product such as the AXIS Marine Cyber Connect.

INFORMATION ASSURANCE

INFORMATION STATES
Knowing and understanding the three states of information 
helps to understand what security measures you could 
apply.

CYBER LAYERS
Cyberspace no longer has perimeter boundaries and with 
the expotential growth of technology and connectivity it is 
key to understand the various cyber layers within our 
socio-technical enterprises.

SECURITY ATTRIBUTES
The parkerian hexad security attributes have been applied 
to provide assurance across all cyber layers for every 
information state.
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within the cyber security sector, and though the 
protection element within IA is a primary concern, 
there are many other attributes such as the cyber 
layers that should be considered in the assurance of 
our critical information assets. Due to the advancement 
in technology we are now operating in increasingly 
complex Socio-Technical Systems (STS’s). STS’s in 
organisational development are an approach to 
complex work design that recognise the interaction 
between people and technology in workplaces. 
STS’s are technical solutions that have both technical 
and human/social factors, tightly bound and interconnected. 
Additionally, it is the interconnections more than 
individual elements that determine system performance 
(“www.stratehiosinc.com,” 2017). 

It appears that many businesses are oblivious or 
highly complacent regarding their cyber risk exposure 
within this new environment.  

The maritime industry today is a great example of a 
complex STS within today’s ever-growing, multifaceted 
and hyperconnected society. A vessel only functions 
because a complex network of systems and people 
process, store and transmit critical information. The 
implementation of IA provides trusted, risk managed 
infrastructures which are safe, resilient, dependable 
and secure. This provides a vessel with interoperability 
throughout the STS, thus providing business continuity 
during challenging times (Richardson, 2012).

Article By Simon West, AXIS
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Kelly, R. (2017). Almost 90% of Cyber Attacks are Caused by Human Error or Behavior.
Richardson, C. (2012). Bridging the air gap: an information assurance perspectice. Southampton: University of Southampton.
Yuilia Cherdantseva, J. H. (2013). A Reference Model of information Assurance & Security. Cardif, Cranfield.

The Confidentiality, Integrity and Availability (CIA) 
model has been the global standard for IA for more 
than 20 years. Currently, the environment in which 
we operate has advanced to the degree that this 
model alone may no longer be suitable in providing 
the full spectrum of assurance needed today. So, 
what is IA? IA is the key to trusting, maintaining and 
developing cyber operations and information 
exploitation business capabilities. Businesses today 
are a heterogeneous network (of networks) of Com-
munication and Information Systems (CIS) which 
are designed and accredited to meet Netcentric 
capability requirements; to be robust, secure and 
functional to the organisation’s needs (Richardson, 
2012) (Yuilia Cherdantseva, 2013).

The Parkerain Hexad (PH) is a more enhanced 
version of the CIA model that includes three additional 
attributes – Possession, Authenticity and Utility. The 
PH model applies three additional attributes to 
account for the human factor which in today’s environment 
is more appropriate as it has been reported the 
human factor accounts for almost 90 percent of 
cyber-attack claims within the insurance industry  
(Kelly, 2017).

As the environment in which we operate is evolving, 
it is also necessary for businesses to adapt and 
understand they can no longer rely solely on a perimeter 
defence strategy – fencing in one’s network to keep 
out the bad actors. Instead, they must consider 
themselves as a socio technical enterprise to assist 
in defending the greater attack surface created by 
the continuous increase in connectivity. The reason 
for this is, across the world, we are creating hyper 
connectivity through our geographical locations, 
physical and logical networks, and our personas (real 
and virtual). Despite this evolution, most businesses 
today are still primarily investing in preventative 
controls and though prevention is necessary, further 
investment should be considered in areas such as 

enhanced threat monitoring and in the development 
and practice of incident response procedures. This 
can include training and exercising teams in incident 
response, which helps facilitate a timely and effective 
response to an incident. 

It is becoming ever more difficult for businesses to 
be able to quantify their own cyber risk exposure. In 
addition to issues such as hyper connectivity and the 
increase in criminal activity, businesses now have 
more intangible assets than ever before such as 
intellectual property, financial credentials, patents, 
trademarks and copyrights – and these assets are 
especially valuable to cyber criminals. Having the 
ability to quantify an organization’s cyber risk exposure 
allows for the implementation of appropriate security 
controls to assist in defence, which in turn provides 
an understanding of the organisation’s residual risk. 
Conducting cyber risk management effectively can 
also support businesses in understanding how much 
cyber insurance cover they may require.

To help address these issues and educate organizations, 
AXIS delivers a bespoke maritime-focused ‘Under-
standing Cybersecurity and Insurance’ course in our 
London office to help share information on how to 
better secure vessels from internal and external 
threats. You can also discuss with your broker on 
how you can protect your vessels by transferring 
some of your residual risk through a suitable insurance 
product such as the AXIS Marine Cyber Connect.

The maritime industry today is a great example 
of a complex Socio-Technical System within 
today’s ever-growing, multifaceted and 
hyperconnected society.
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SHEN ATTACK: CYBER RISK 
IN ASIA PACIFIC PORTS

Key Findings
* Economic damage to the world economy may 
range between $40.8 billion to $109.8 billion
* Sectors affected the heaviest indirect and 
direct economic losses are transportation, aviation, 
aerospace, retail, manufacturing and real estate, 
property and construction
* Productivity losses affect each country that 
has bilateral trade with the attacked ports and 
Asia would lose up to $26 billion, followed by 
the EU on $623 million and the US on $266 
million
* Claims by the insurance industry are estimated 
as between $3.6 billion to $8.3 billion
* Insurance industry losses fall between 8% 
and 9% of the total economic loss, demonstrating 
the levels of under-insurance at play
* Business interruption and contingent business 
interruption coverage are the main drivers of 
insured losses
* Cyber is not explicitly mentioned in policies, 
accounting for 62% - 57% of losses

As these numbers attest, the hypothetical Shen 
virus would cause havoc worldwide. With the 
growth of cyber threats against the backdrop of 
the growth in cyber practices in trade it is 
important that insurers and the maritime industry 
respect the scale of the problem at large. They 
should heed warnings such as this one and 
expand their view of cyber risks and create ‘new 
products, services and mitigation strageties’ to 
make their communities more resilient.

A recent report led by NTU-IRFRC has cast a fresh wave of concern over the maritime and offshore 
industry with its findings. The report asks the question of what the impact would be on the global 
economy and insurers if several ports in Asia-Pacific were forced to close as a result of a cyber-attack?

Read more here:  : https://www.lloyds.com/news-and-risk-insight/risk-reports/library/technology/shen-attack-cyber-risk-in-asia-pacific-ports

The hypothetical virus, Shen (name derived from a Chinese mythological clam  monster) was used against a 
port management authority and, in three different scales of scenario, had the effect of closing between 6 - 15 
ports across several countries in Asia-Pacific.
This question is timely to ask; so far while cyberattacks have impacted individual ports, an attack of this scale has 
not been seen despite it being all too likely given the systemic vulnerabilities of the industry. A combination of 
‘aging shipping infrastructure and globally complex supply chains’ makes port management a key vulnerability.
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MALWARE IS INFECTING 
CARGO VESSELS ARRIVING 
IN THE UNITED STATES

An initial investigation concluded that the ship’s 
control systems were not affected but the incident 
should demonstrate a threat that does not achieve the 
same headlines as others. It is indicative of how cyber 
attacks are occurring across the international fleet and 
that when it involves a ship, it enables the virus to spread.

This was actually the second such event in three 
months, showing the industry’s lack of preparedness 
and ability to respond to threats effectively. Worryingly, a 
joint US Coast Guard and FBI investigation revealed 
that the ship did not utilise any basic cybersecurity 
practices. There was one single crew password for 
accessing the ship’s computer system while USB 
drives used to transfer precious cargo and ship infor-
mation were unscanned for malware and there was no 
basic antivirus protection. 

When a ship has no built-in cyber security it risks 
becoming a floating host, with the potential to spread 
the infection to all the reporting ports and beyond. In 
this instance it is likely the infection was spread far 
wider than just the boat through its connection to port 
facilities in Pakistan, Oman or India, let alone the holding 
company’s networks. 

This incident highlights the very real threat posed by 
cyber criminals and the need for the industry to wake 
up and take action. FTI Cybersecurity sees several 
trends on the horizon which companies should take 
careful note:

The industry is in a precarious place. Ships today are more than 
just cargo but instead intricate data systems with the potential to 
connect globally making them prime targets for cyber criminals. 
And this is just the tip of the iceberg of their potential; vessels are 
becoming ever more connected internally, reliant upon data and 
computer systems to function, meaning that even basic cybersecurity 
should be wide-reaching and thorough. 

More information is coming to light concerning cargo vessels arriving in US ports with more than just 
registered cargo onboard. In February this year the Port Authority of New York and New Jersey alerted 
the US Coast Guard about a US cargo ship that was intending to dock. The ship had reported however 
“that they were experiencing a significant cyber incident impacting their shipboard network” having been 
infected with malware. 

1. Changes to regulations for implementing 
basic cybersecurity practices will cause liability to fall 
on ship operators and parent companies.

2. Increased liability and litigation for cyber 
disruptions originating from one entity will 
affect another entity.

3. Unsecured maritime facilities and vessels 
will accelerate the potential for a “cyber contagion”.

4. A cyber incident will involve destruction or 
damage to physical assets and/or injury to ship-
board or maritime facility personnel.

https://www.hellenicshippingnews.com/ll-hands-on-deck-malware-is-infecting-cargo-vessels-arriving-in-the-united-states/
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CYBER-SHIP LAB: TESTING 
AND SAFEGUARDING 
ACTUAL MARITIME SYSTEMS
A unique new research facility designed 
to address the key cyber security challenges 
facing the shipping industry is being 
established at the University of Plymouth.

Cyber-SHIP Lab brings together connected 
maritime systems

The £3 million Cyber-SHIP Lab, supported by 
funding from Research England, part of UK 
Research and Innovation, and industry, will bring 
together a host of connected maritime systems 
currently found on an actual ship’s bridge.

Experts in cyber security and information systems 
will then assess them for weaknesses, and identify 
the human and technological changes needed to 
make them secure for the future.

The Lab is being developed and delivered in part-
nership with key industry sectors including equipment 
manufacturers, solution developers, shipping and 
port operators, ship builders, classification agencies 
and insurance companies.

It will feature cutting edge maritime technology 
including radar equipment, a voyage data recorder 
(VDR), an Electronic Chart Display and Information 
System (ECDIS), an automatic identification 
system (AIS) and communications devices.

And it will complement the University’s existing 
world-leading maritime facilities, which include a 
state-of-the-art simulator dedicated to training 
professional seafarers, and a lab examining latest 
cybersecurity advances.

Developing a national centre for 
research into maritime cybersecurity

The creation of the Cyber-SHIP Lab is being coor-
dinated by researchers from the University’s Maritime 
Cyber Threats Research Group and Centre for 

Security, Communications and Network Research, 
which between them combine leading multidisci-
plinary research and practical expertise from across 
the University and beyond.

Professor Kevin Jones, Executive Dean for Science 
and Engineering and Principal Investigator for the 
Project, said: “The creation of the Cyber-SHIP Lab 
is a transformational step towards developing a 
national centre for research into maritime cybersecurity. 
It will support a range of research and training that 
cannot be achieved with simulators alone, and also 
facilitate the development and delivery of new maritime 
cyber provision for graduates, postgraduates and 
industry.

“Cyber attacks are a Tier1 National UK threat. But 
although the maritime sector is advancing techno-
logically, it is not well protected against cyber or 
cyber-physical attacks and accidents. Worth trillions, 
it has an unmatched reach across international 
waters, which exposes people and goods to a 
diverse range of factors, putting the shipping industry 
at high risk. As such, this facility has never been 
more timely.”

Addressing complex issues

The Cyber-SHIP Lab, which has been funded for 
three years with a view to it then becoming self-sus-
taining, will address a number of complex and interlinked 
issues affecting the maritime industry.

It will take into account both technological and 
human behavioural aspects in order to effectively 
mitigate threats, especially considering the huge 
variation in vessel types, which can be subjected to 
cyber-attacks in differing ways for differing motivations.

It will support the delivery of the UK’s Industrial 
Strategy, develop ongoing relationships between 
academia and external partners, consolidate and 
create new international collaborations by allowing 

https://www.helpnetsecurity.com/2019/11/04/cyber-ship-lab/
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PORT CYBERSECURITY: 
SAFEGUARDING OPERATIONS 
AGAINST CYBER ATTACK

In light of increasing digital transformation of port ecosystems, the ENISA report highlights good practices to 
address new cybersecurity threats. Specifically, the emergence of the ‘SmartPorts’ concept brings new challenges 
for the deployment of emerging technologies which often leads to greater exposure of port systems.

While ports have traditionally been concerned with physical security and safety, they must now
integrate cybersecurity in their global strategy.

Port cybersecurity report: Key findings
The report lists an extensive set of security measures 
that port authorities and terminal operators can adopt 
to develop a security baseline.

The main measures identified are described below 
and intend to serve as good practices for people 
responsible for cybersecurity implementation in Port 
Authorities and Terminal Operators:

•  Define a clear governance around cybersecurity at 
port level, involving all stakeholders involved in port 
operations.

• Enforce the technical cybersecurity basics, like 
network segregation, updates management, password 
hardening, segregation of rights, etc.

•  Consider security by design in applications, especially 
as ports use many systems, some of which are 
opened to third parties for data exchange.

•  Enforce detection and response capabilities at port 
level to react as fast as possible to any cyberattack 
before it impacts port operation, safety or security.

What does the study hope to achieve for 
its target audience?
Developed in collaboration with several EU ports, 
this report intends to provide a useful foundation on 
which CIOs and CISOs of entities involved in the port 
ecosystem, especially port authorities and terminal 
operators, can build their cybersecurity strategy.

Furthermore, the study can also be useful for other 
stakeholders in the broader community within the 
port ecosystem, such shipping companies and maritime 
policy makers.

Major incidents such as ransomware attacks targeting ports had a considerable impact 
on the economy. As such, ports must address cybersecurity as a top priority in order to 
ensure their safety, security, compliance and commercial competitiveness, while unlocking 
the full capabilities of their digital transformation.

In particular, this report intends to:
•  Identify the main port infrastructure and services 
(maritime cargo, passenger and vehicle transport, 
fishing activities), as well as establish an overview of 
stakeholders involved in port ecosystems and define 
a comprehensive asset taxonomy.

•  Establish a high-level reference model describing 
port systems and the data flows between them and 
other external systems.

•  List the main cybersecurity challenges that port 
stakeholders are facing today and are likely to face in 
the future and define a complete threat taxonomy 
that lists the different threats and their possible 
impacts.

•  Describe cyber-attack scenarios that the port 
ecosystem could face, influenced from cyber-attacks 
that have already occurred in the maritime sector.

•  Provide a list of cybersecurity measures that highlight 
best practices and help improve the cybersecurity 
maturity of port ecosystems.

Given 
the economic 

importance of ports in 
EU trade, the protection of 

essential port operations against 
cyber-attacks becomes paramount. 

It is important to equip EU ports with all necessary tools and 
knowledge to address cybersecurity concerns as they undergo 

their digital transformation. The report aims to provide port authorities 
and terminal operators, especially those in most need of relevant 

guidance, with a comprehensive set of good practices.
- ENISA’s Executive Director, Juhan Lepassaar. 

“

”
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In light of increasing digital transformation of port ecosystems, the ENISA report highlights good practices to 
address new cybersecurity threats. Specifically, the emergence of the ‘SmartPorts’ concept brings new challenges 
for the deployment of emerging technologies which often leads to greater exposure of port systems.

While ports have traditionally been concerned with physical security and safety, they must now
integrate cybersecurity in their global strategy.

Port cybersecurity report: Key findings
The report lists an extensive set of security measures 
that port authorities and terminal operators can adopt 
to develop a security baseline.

The main measures identified are described below 
and intend to serve as good practices for people 
responsible for cybersecurity implementation in Port 
Authorities and Terminal Operators:

•  Define a clear governance around cybersecurity at 
port level, involving all stakeholders involved in port 
operations.

• Enforce the technical cybersecurity basics, like 
network segregation, updates management, password 
hardening, segregation of rights, etc.

•  Consider security by design in applications, especially 
as ports use many systems, some of which are 
opened to third parties for data exchange.

•  Enforce detection and response capabilities at port 
level to react as fast as possible to any cyberattack 
before it impacts port operation, safety or security.

What does the study hope to achieve for 
its target audience?
Developed in collaboration with several EU ports, 
this report intends to provide a useful foundation on 
which CIOs and CISOs of entities involved in the port 
ecosystem, especially port authorities and terminal 
operators, can build their cybersecurity strategy.

Furthermore, the study can also be useful for other 
stakeholders in the broader community within the 
port ecosystem, such shipping companies and maritime 
policy makers.

Next steps: 
Still, people responsible for port cybersecurity are 

encouraged to go beyond the good practices proposed in the ENISA report and 
address additional topics as well, such as awareness raising about cybersecurity 

at board and staff level, information sharing amongst port operators, addressing 
cyber security in the supply chain and integrating interdependencies cybersecurity 

risks in the overall cyber risk management process.

In particular, this report intends to:
•  Identify the main port infrastructure and services 
(maritime cargo, passenger and vehicle transport, 
fishing activities), as well as establish an overview of 
stakeholders involved in port ecosystems and define 
a comprehensive asset taxonomy.

•  Establish a high-level reference model describing 
port systems and the data flows between them and 
other external systems.

•  List the main cybersecurity challenges that port 
stakeholders are facing today and are likely to face in 
the future and define a complete threat taxonomy 
that lists the different threats and their possible 
impacts.

•  Describe cyber-attack scenarios that the port 
ecosystem could face, influenced from cyber-attacks 
that have already occurred in the maritime sector.

•  Provide a list of cybersecurity measures that highlight 
best practices and help improve the cybersecurity 
maturity of port ecosystems.

https://www.helpnetsecurity.com/2019/11/27/port-cybersecurity/”



The Maritime Executive has reported  how UK-based marine services provider James Fisher and Sons (JFS) 
informed investors on Tuesday that its computer systems had suffered an unauthorized intrusion. The company 
said that as a precaution, it has taken all affected systems offline in order to contain the scope of the incident.

To restore service, determine the cause and scope of the intrusion and manage any impacts, JFS has 
appointed external cybersecurity experts with experience in cyber forensics. The firm is now working on safe 
recovery of its systems and applications using its disaster recovery backup, and it aims to minimize the 
effects of the intrusion by completing the restoration as soon as possible.

JFS says that it has notified the authorities in the UK and, where required, it is currently notifying regulators 
and agencies in other national jurisdictions. In its statement, the firm did not discuss whether the attackers 
had stolen data. 

James Fisher and Sons is a diversified equipment and services provider for the marine, offshore oil and gas, 
offshore wind, ports, defence, nuclear power and construction sectors. It is not the first large and well-known 
maritime firm to suffer a significant cyber breach: business networks at Maersk's container shipping and con-
tainer terminal divisions were hit hard by the "NotPetya" cyberattack in 2017, leading to a month of impaired 
operations at sites around the world and an estimated financial impact of about $250-300 million.

Last year, Cosco's North American operations were hit by a cyberattack that temporarily took out portions of 
its business networks and digital communications channels, including email and electronic data exchange. 
For a brief period, the company's U.S. staff relied upon Yahoo! Mail accounts to keep in touch with clients and 
arrange bookings.

https://www.maritime-executive.com/article/james-fisher-and-sons-hit-by-cyberattack

JAMES FISHER AND SONS 
HIT BY CYBER ATTACK
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MAKE SURE PERSONAL DETAILS ARE
PROTECTED WHEN SHOPPING ONLINE

NOT ALL GREAT DEALS
ARE LEGIT!
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