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Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea 
campaign.

What a difference a month makes. In February we 
were aware of the approaching danger the 
COVID-19 virus threatened but the speed at which 
it has spread around the globe is astounding and 
now most nations are feeling the effects. For some, 
the infection is under control and life is tentatively 
returning to a new normal; for others, normality feels 
a long way off. At this time, everyone is in our 
thoughts.

Naturally the virus has had an impact upon the 
cyber landscape, with untold numbers of employees 
being asked to work from home and cyber criminals 
known to exploit these uncertain times for their own 
ends. However, we are also pleased to report more 
positive stories from around the industry. 

We look forward to navigating calmer seas in the 
not too distant future (hopefully).

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea

OUR AWARDS
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SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
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INTERNATIONAL CYBERSECURITY AWARD

NOMINATED 2019
SMART4SEA CYBER SECURITY AWARD
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SOCIAL MEDIA 
SAFETY DURING 
THE CORONAVIRUS

Frustration at being further isolated from families is 
difficult enough. Ways in which crew can communicate 
might also be diminished due to bandwidth problems 
onboard. Where possible seafarers will try their best to 
stay in touch via social media and email; yet, cyber criminals
are taking advantage of the current situation.

This guide is aimed at anyone wishing to keep their 
online health in good order when interacting with social 
media in what is unsettling times for all. Firstly, acceptance
is key. We all need to accept that this is the new normal 
for the foreseeable future – and that could very well 
mean months.

Onshore, teams, families and influencers have found 
innovative and fresh ways of communicating. Digital 
pub quizzes and team drinks have brought people 
together in ways we have never seen, and the power of 
social media has been the driving force behind much of 
this. In the physical world, we have become accustomed 
– almost addicted – to washing our hands vigorously 
for at least 20 seconds. This good practice has been 
adopted globally, so now it’s time to ensure we become 
and remain digitally hygienic, especially when engaging 
with social media. Here are three simple tips to follow 
across all social media platforms:

The sad reality is that with every crisis, the cyber criminals 
up their game, and social media is the field in which they 
thrive. In January 2020, cybersecurity firm Check Point 
discovered that there are more than 4,000 coronavi-
rus-related domains registered. These sites could be 
masking as anything from bogus charities requesting 
bitcoin donations, to sites designed to attract users to 
simply visit a malware infected website. Whilst not all 
domains are suspicious, it can be very difficult to know 
which ones are legitimate from those that aren’t, and 
nearly all are shared on social media platforms at some point.

Be cyber aware, be vigilant and stay safe.
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Sources:
Cybercriminals exploit coronavirus, Financial Times, 2020 
Coronavirus ship crews trapped, New York Times, 2020

As much of the world adjusts to living and working online during the novel coronavirus 
(COVID-19) outbreak, everyone is facing uncertainty – and the seafaring community faces a 
unique challenge: when will seafarers be able to disembark their vessels? According to the New 
York Times, an estimated 150,000 crew members with expired work contracts are still at sea 
working aboard commercial vessels. 

Lock down social media profiles by restricting who 
can see your friends and followers’ lists. This 
mitigates against criminals gathering more information
about you, which they then use maliciously against 
you, for example in spear phishing attacks.

Set up two-factor authentication on ALL accounts. 
It’s easy to set up and adds a layer of protection 
against hackers who manage to obtain your passwords. 
It works after you sign in with your password. The 
site will then ask you to input a verification code 
which has either been sent to your phone or, by 
using an authenticator app which will provide you 
with a random code. It’s very easy to set up.

Ignore and delete messages claiming to contain 
important information about the pandemic, even 
from acquaintances and family. Do not click on 
links! If it looks important, validate through another 
form of communication, such as calling your friend 
or family member. There will be millions of phishing 
emails, WhatsApp messages and Facebook images 
related to coronavirus. All of them are designed to 
trick you into clicking by playing on your emotions. 
Be careful to use official sources for coronavirus 
related advice and bulletins.
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DCSA  UNVEILS  NEW 
GUIDE TO CYBER SECURITY

https://www.infosecurity-magazine.com/news/cyber-guide-published-for-cargo/
https://gcaptain.com/digital-container-shipping-association-publishes-imo-cyber-security-mandate-guidance/

The Digital Container Shipping Association this month unveiled its ‘DCSA Implementation Guide for Cyber 
Security on Vessels’, a document intended to support cargo ships as they prepare for the International Maritime
Organisation’s Resolution on Maritime Cyber Risk Management in Safety Management Systems, due to be 
implemented in January 2021.

SOURCES:

The Dutch non-profit was founded by major 
ocean carriers with an aim to digitise and standardise
the container shipping industry, with key members
including MSC, Maersk, Hapag-Lloyd, and CMA. 

The document was produced in conjunction with 
nine of its member carriers and it outlines best 
practices for worldwide shipping companies, in 
alignment with existing BIMCO and US National 
Institute of Standards and Technology cyber risk 
management frameworks. 

What makes the DCSA’s advice unique is that as 
it operates as a neutral standards organisation, it 
is able to provide objective guidance, with an 
appreciation that cybersecurity advice naturally 
differs from country to country, government to 
government. The advice is offered in non-techni-
cal language, taking into consideration factors 
such as the ‘cyber-maturity’ of the company (link 
provided at the end of the article).

It breaks down implementation of an effective 
cybersecurity strategy into five key areas to cover 
the life cycle of a cyber threat:

Identify  |  Protect  |  Detect  |  Respond  |  Recover

According to the DCSA, the guidance will ‘provide
vessel owners with a catalogue of cyber security 
safeguards aligned with each vulnerability identified
during risk assessment, together with notes 
explaining any residual risk’.

DCSA CEO Thomas Bagge said there was a 
need for shipping to raise its level of cybersecurity 
preparedness up to that of other industries that 
have already taken steps to secure themselves. 
“As shipping catches up with other industries 
such as banking and telco in terms of digitization, 
the need for cyber risk management becomes an 
imperative.” 

According to Bagge: "Due to the global economic 
dependence on shipping and the complex inter-
connectedness of shipping logistics, cyber-attacks
such as malware, denial of service, and system 

hacks can not only disrupt one carrier’s revenue stream, 
they can have a significant impact on the global economy."

Head of maritime safety and security for the Baltic and 
International Maritime Council (BIMCO) Jakob Larsen said 
the new guidance "provides a thorough and refreshing deep 
dive into the challenge of how to implement cyber risk 
management in a shipowner company.  

For more information and to see the guide please visit: 
https://dcsa.org/dcsa-publishes-implementa-
tion-guide-for-imo-cyber-security-mandate/



They note that attacks vary in method (including 
ransomware, credential theft, bitcoin scams and 
fraud) and are versatile, adapted for the different 
sectors and individuals targeted. 

The NCSC notes an upsurge in bogus phishing 
emails that claim to contain important updates on the 
virus; click on the links, and your computer is infected 
with malware and ransomware. These types of 
attacks has been most notably rising in industries 
particularly affected by COVID-19, including shipping,
transport and retail.

In addition, cyber criminals have been impersonating 
the World Health Organisation (WHO) and the US 
Center for Disease Control (CDC), sending emails to 
solicit bitcoin ‘donations’ to fund a fake vaccine, or to 
steal passwords. Needless to say, the WHO and CDC 
would not request donations, let alone in bitcoin!

Capitalising on the economic turbulence, cyber criminals
have been impersonating state welfare providers, in 
Japan in order to distribute an Emotet banking trojan 
via infected Microsoft Word documents, with similar 
incidents reported in Indonesia, Italy and the US.

Fraudulent websites and sellers are also targeting 
the virus-market, with one victim paying £15,000 for 
protective face masks which subsequently never 
arrived.

The NCSC is encouraging businesses and individuals
to be on their guard and to familiarise themselves 
with guidance on identifying threats and how to 
handle them. They are taking measures themselves 
by introducing new steps to discover and remove 
sites which are using the virus as a lure to deliver 
malware. In addition, they have released recommen-
dations for organisations that are preparing for home 
working, available online.

“We know that cyber criminals are opportunistic and 
will look to exploit people’s fears, and this has 
undoubtedly been the case with the coronavirus 
outbreak,” said NCSC operations director Paul 
Chichester.

“Our advice to the public is to follow our guidance, 
which includes everything from password advice to 
spotting suspect emails. In the event that someone 
does fall victim to a phishing attempt, they should 
look to report this to Action Fraud as soon as possible.”

Last month we warned that cyber criminals were utilising the current pandemic to target the vulnerable and 
worried, and this month the UK’s National Cyber Security Centre has issued a public alert regarding the 
increased threat.

NCSC ISSUES 
CORONAVIRUS 
CYBER SECURITY 
ALERT

“We know that cyber criminals are opportunistic 
and will look to exploit people’s fears, and this has 
undoubtedly been the case with the coronavirus 
outbreak,” - NCSC operations director Paul Chichester.
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So far, the UK’s National Fraud Intelligence Bureau 
has placed a figure of almost £1million loss by 
victims to fraud connected to the coronavirus. Of 
equal importance is the loss of confidence in the 
navigating the online world that many may feel after 
being targeted. When vast numbers of people are 
being asked to isolate themselves and work from 
home, the internet has the power to be force for good, 
connecting communities and enabling us to access 
goods and services. Cyber criminals undermine this 
and sow seeds of doubt, furthering isolation. 

Undoubtedly preparation is key, understanding the 
threats and how to avoid them so as to enjoy the 
benefits of the online community. 

The advice offered by Be Cyber Aware 
At Home is as relevant at home as at 
work – please access the resources 
freely online today!

You can access the guidance here: 
https://www.ncsc.gov.uk/news/home-working-increases-in-response-to-covid-19

The advice they have recommended 
for organisations covers:

• Preparing for home working
• Setting up new accounts and accesses
• Controlling access to corporate systems
• Helping staff to look after devices
• Reducing the risk from removable media

Source
https://www.ncsc.gov.uk/news/cyber-experts-step-criminals-exploit-coronavirus
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‘MAN’ TO PROVIDE 
CYBER SECURITY 
FOR ENGINES

Source: 
https://www.rivieramm.com/news-content-hub/news-content-hub/man-to-provide-enginevault-cybersecurity-for-engines-58386

As the countdown continues in earnest to the 
implementation of the IMO’s cyber security guidelines
on 1 January 2021, we welcome the solutions 
hitting the market to enable organisations to meet 
the demands.

This month MAN Energy Solutions aftersales 
division, PrimeServ, announced a new digital addition
to its retrofit portfolio, the MAN EngineVault. The 
EngineVault is designed to revitalise existing 
engines and machinery, including auxiliary 
systems, instrumentation and control systems that 
have operated in the field for multiple years, by 
protecting the main engine networks from cyber 
attacks.

The MAN EngineVault combines state-of-the-art 
software and hardware to provide firewall protection,
comprehensive whitelisting and application-layer 
protection that seals engine networks off from any 
known threat including from compromised USB 
drives and physical media.

Michael Petersen, Vice President, Head of PrimeServe
Copenhagen, said “Data is shaping the future of 
shipping. Engine data in particular is essential to 
help our customers make smarter decisions and 
better predictions. We realise the increase in digital-
isation and network-based systems also increases 
vulnerability for cyber attacks that can potentially 
paralyse entire businesses. Therefore, implementing
defensive barriers – also for your vessels’ main 
engines – should be an essential element in proactive
cyber security management.”

After the EngineVault was tested in the field aboard 
the ‘Adriatic Gas’, a carrier owned by UltraShip, Mr 
Petersen paid tribute to the organisation: “It is our 
firm belief that cross-industry co-operation is essential
to the success of the digital transition the industry is 
currently experiencing, and in this respect we thank 
UltraShip for their role in helping to bring MAN 
EngineVault to the market.”

The MAN EngineVault will come as standard in 
newly built ME-engines from May 2020.



Experts in cyber security and maritime operations 
are forging ahead with the creation of a first-of-its-kind
research facility at the University of Plymouth.

The Cyber-SHIP Lab was awarded funding by 
Research England (part of UK Research and Inno-
vation) in November 2019, and will bring together a 
host of connected maritime systems currently 
found on an actual ship’s bridge.

Once the build phase of the project is complete, it 
will complement the University’s world-leading 
maritime facilities, and enable researchers to 
improve global shipping security while providing 
training for those working in the sector.

A key element of the project is its extensive collab-
oration with industry, and there are 18 commercial 
partners working alongside the University to bring 
it to fruition.

They include ship operators as well as companies 
involved in the supply of hardware and software, 
the construction of ship’s bridges and the training 
and management of personnel who work in the 
commercial shipping industry all over the world.

Professor Kevin Jones, Executive Dean for 
Science and Engineering and Principal Investigator 
for the Project, said: “This project has the potential 
to be a real game changer for the shipping industry. 
Cyber-attacks are a Tier1 National UK threat and 
the need to protect our maritime operations has 
never been more crucial, or more challenging.
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"As such, the industry involvement in this project is 
vital, as it is only by working with those in the sector 
that we can develop the solutions that can be applied 
in the real world.”

The Cyber-SHIP Lab has been funded for three years 
with a view to it then becoming self-sustaining, and 
will address a number of complex and interlinked 
issues affecting the maritime industry. It will take into 
account both technological and human behavioural 
aspects in order to effectively mitigate threats, especially
considering the huge variation in vessel types.

Among the industries involved are Information Risk 
Management (Altran Group’s World Class Center for 
Cyber security) who signed a Memorandum of 
Understanding in late 2017, a partnership that will 
continue through the Cyber-SHIP Lab project. 

Charles White, CEO of Information Risk 
Management, said: “IRM’s established research and 
innovation relationship with the University of Plymouth
enabled us to offer a letter of support for the 
Cyber-SHIP Lab. As a global engineering R&D company, 
Altran recognises that cyber security is now at the 
core of safety criticality for maritime companies. We 
look forward to working further with the University of 
Plymouth to explore best how these fantastic facilities
can be used to further advance the industry whilst 
protecting critical national infrastructure.”
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Source:  https://www.plymouth.ac.uk/news/industry-involvement-vital-in-creation-of-unique-new-cyber-ship-lab

CYBER-SHIP LAB 
FORGES AHEAD 
WITH INDUSTRY 
PARTNERSHIPS
Amidst some gloomy news, we are pleased to share the report from the University of Plymouth of their prog-
ress in creating the unique Cyber-SHIP Lab. 





POSTPONED
SORRY, EVENTS

Understandably, in the wake of the COVID-19 virus, many events are having to be postponed until 
it is safe and proper for them to be held. 

Informa’s CMA Shipping 2020 – now postponed to June 29 – July 1 2020
For any queries regarding this event, please contact Informa’s customer services team at 
register@informaconnect.com or call +1 941 554 3500.

    
     Also postponed are the following Digital Ship events, pending new dates:

     Digital Ship Vessel Performance Cyprus Forum

     Maritime Cyber Resilience Athens Forum 

     Maritime CIO Hamburg Forum
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HACKERS
Cyber security is something that we need to always keep top of mind.

Exercise caution in handling any message with COVID-19 related topics, 
such as social media links, email attachments and hyperlinks. 

EXPLOITING THE COVID-19 OUTBREAK
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