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Welcome to this month’s edition of Phish & 
Ships, brought to you by The Be Cyber Aware 
at Sea campaign. 

There continues to be great waves made and interesting 
developments in our industry. What is sometimes sad 
to see is that there are still a lot of naysayers who 
believe that cybersecurity specialists are pushing Fear, 
Uncertainty and Doubt (FUD) to the maritime industry. 
Our response is that there will always be that with any 
industry, but what we mustnʼt do is allow that to be our 
excuse for doing nothing. 

Digitalisation is overhauling the way we do business, 
creating vast opportunities but also introducing fresh 
risks and we simply cannot wait for incidents to occur 
before we react. So, while it may seem fantastical that 
pirates could start attacking vesselsʼ navigation 
systems, it should not prevent us from listening to 
ClassNK when they state: “Ensuring navigational 
safety is of the highest priority”.

We believe shipping is the life blood of the global 
economy, right up there with financial services and 
manufacturing, which is why we will always remain 
committed to providing security awareness for this 
great industry of ours.

Please continue to follow us at:
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea
Facebook: Be Cyber Aware At Sea
Linkedin: Be Cyber Aware At Sea

Your Editor-in-chief 
Jordan Wylie MA, BA (Hons)
Founder, Be Cyber Aware At Sea

OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD
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SHIPPING: MAKING
THE CONNECTION ON
CYBER SECURITY
Whether in pursuit of personal data or 
money, cyber crime is now a big and highly 
automated business, ready to strike at the 
most vulnerable part of an organisationʼs 
defences 24/7, anywhere in the world.

Speaking on a panel at the World Economic 
Forum in 2018, A.P. Møller-Maersk Chairman 
Jim Hagemann Snabe revealed that 
responding to the NotPetya ransomware 
attack of the previous year had required the 
reinstallation of 4,000 new servers, 45,000 
new PCs, and 2,500 applications, all within 
10 days. During this period, the company 
reverted to manual systems.

In hitting a company equipped with experienced 
cyber security specialists, NotPetya showed 
that the cyber threat is as real for shipping 
as it is for any other connected business, 
especially where legacy systems proliferate.

Had the infection affected onboard systems 
then the attack would have been much 
worse.

Industry is self-aware, but slow to act
Despite this, the Inmarsat Research Programme 
report ʻThe Industrial IoT on Land and at 
Sea (2018)ʼ suggests that maritime minds 

are slow to change. The 2018 study drew 
on testimony from 750 survey respondents 
across a range of industries to establish 
preparedness and perceptions regarding 
the adoption of Internet of Things 
(IoT)-based solutions.

The survey found 87% of maritime 
respondents believed that their cyber 
security arrangements could be improved. 
It also saw sizeable proportions of them 
identifying data storage methods (55%), 
poor network security (50%) and potential 
mishandling/misuse of data (44%) as 
more likely to lead to breaches in cyber 
security than outright cyber attack (39%). 
Given the self-diagnosis, it is perhaps 
surprising to find that only 25% of maritime 
respondents said they were working on 
new IoT-based security policies.

Inconsistent views on cyber 
security appear free to coexist 
with immature ones. 
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Around 70% of respondents identify reducing 
marine insurance premiums as a main driver 
for IoT uptake, where insurers have shown them-
selves as especially sensitive to cyber threats. At 
the same time, other studies have found 
attitudes such as “Iʼm not the target /we have 
security in place, donʼt we?/I will be protected 
by AntiVirus” alive and well among seafarers.

Channelling security expertise
Inmarsat believes that a collaborative 
approach – that includes shipboard systems, 
but also the crew operating them and the pro-
cesses involved – is vital to develop the maturi-
ty of response demanded by multiple threats 
from cyber villains, whatever their origin. For 
this reason, we have been working with some 
of the best security-focused experts available 
to tailor products and services to meet ship-
pingʼs requirement.

Inmarsatʼs work with Singtel cyber security subsidi-
ary, Trustwave, for example, has brought Fleet 
Secure into the industry as the first independ-
ent service designed to detect vulnerabilities, 
provide alerts, respond to threats and protect 
ships from cyber attack. In fact, Fleet Secure is 
a UTM available without additional outlay on 
hardware which also has no impact on con-
tracted bandwidth.
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https://www.inmarsat.com/shipping-making-the-connection-on-cyber-security/

Software is only part of the answer: 
vigilance for ‘the human element’ and a 
well-thought-out recovery strategy to 
mitigate against multiple, automated 
assaults are also critical. 

It can identify external attacks through 
high-speed broadband connectivity, including 
malware introduced accidentally to the shipʼs 
local area network. It then isolates that part 
of the operating system infected to prevent 
wider disruption.

Software is only part of the answer
Vigilance for ʻthe human elementʼ and a 
well-thought-out recovery strategy to mitigate 
against multiple, automated assaults are 
also critical. 

https://www.inmarsat.com/shipping-making-the-connection-on-cyber-security/


According to Ponemonʼs 2018 Cost of Data 
Breach report, the average data breach costs 
$3.8 million and the likelihood of a recurring 
breach in the next two years is 27.9% With 
figures like this, itʼs no surprise that companies 
are making cybersecurity a priority. Criminals are 
targeting sensitive data and if your company canʼt 
keep it safe, you will almost certainly lose 
customers following a breach. 

As our networks become more and more populated 
with many devices now having their own IP 
address, how do you build an effective perimeter 
around your organisation? 

Allow me to paint a picture. Your company gets 
breached. Who is responsible for delivering the 
legally-obligated notification to your affected 
customers? Do you know the notification laws in 
different jurisdictions? Whoʼs going to assemble 
the various IT teams, stop the bleeding and define 
the priorities for getting everything back up and 
running? What vendors do you need? Whoʼs 
going to inform the police? What about regulators? 
The board? Are reporters asking questions and 
how should you respond? Thatʼs a lot of things to 
worry about whilst you are being hacked!

This is where incident response planning comes 
in. Incident response planning has two main 
objectives, reducing damage and reducing recovery 
time. Itʼs highly effective in helping your company 
respond and recover from cyber incidents, as well 
as minimizing the devastating impact they can have 
on your customers, your reputation and your 
share price (and subsequent shareholder confidence).
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INCIDENT RESPONSE: 
ALL HANDS ON DECK 

Akash Bharadia is a technology specialist in the 
Cyber & Tech division of AXIS Capital, a global 
provider of specialty lines insurance and treaty 
reinsurance and a Phish & Ships sponsor. 

AXIS Capital’s Cyber Centre of Excellence offers assistance with Incident 
Response planning and tabletop exercises.

For further reading or help getting started, I’d recommend the NCSC’s Board 
Toolkit: https://www.ncsc.gov.uk/collection/board-toolkit

Kindly sponsored by

Before you begin writing your response plan, itʼs 
worth conducting a thorough risk assessment of 
your organisation to understand where you may 
be vulnerable. In tandem, define the key individ-
uals who need to be ʻon deckʼ during a cyber 
incident. Document roles and responsibilities as well 
as contact information, ensure there is an emer-
gency communications plan in place and donʼt 
rely on email addresses or desk phones as they 
may be taken offline during the breach. If you 
have cyber insurance, familiarise yourself with 
what it offers and how to trigger the breach 
response services within the policy. 

It is key to practice your incident response plan 
using a few scenarios that are relevant to your 
company.  This should be an iterative process to 
help highlight any gaps in your response plan as 
the company and threat landscape evolves. 
Review and update it following each practice run 
until you are confident that it covers everything you 
need in the event of a breach. Store it in a few 
different locations (both physically and digitally) and 
ensure that everyone can access during an 
incident. In case of emergency, break glass!

It is worth speaking to your broker to find out 
what value-add services come with your insurance 
policy. AXIS Capital offer assistance with Incident 
Response planning and tabletop exercises which 
simulate a cyber attack to see how your 
response plan would work in real life. Insurers 
see a lot of claims and with this rich data, we 
know that a companyʼs ability to recover quickly 
and relatively unscathed is directly linked to their 
level of preparedness.

https://www.ncsc.gov.uk/collection/board-toolkit
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If you thought that Blackbeard was a nightmare for ships at sea, imagine a 
modern-day, tech-savvy pirate, hacking into cargo ships as they roam the 
deep blue.

Todayʼs pirates are just as innovative in the 
tactics and technologies they use as they 
were in historic times. 

Piratesʼ interest in cyber tools is in part 
because of the interconnectedness of shipping 
with the global internet. Today, the worldʼs 
51,000 vessels that carry around 90 per cent 
of the worldʼs freight are equipped with 
modern technologies such as industry 4.0, 
which are vulnerable to a range of hacking 
incidents. These incidents include the ghosting 
of GPS systems, taking over of com-
mand-and-control systems, disruption attacks, 
ransomware and even cyber commercial 
intelligence gathering.

“There are no official records on the number 
of cyber-security attacks that have hit the 
maritime sector, despite the threat being 
real”, says Andrew Fitzmaurice, chief executive 
of Templar Executives, a British cyber-security 
firm. This is because companies are reluctant 
to report for fear of reputation damage.

Lloydʼs of London has warned that a serious 
cyber attack could cost the global economy 
more than £92bn. The potential economic 
impact of cyber disruptions or theft on ships, 
ports, refineries, terminals and support 
systems could run to hundreds of billions of 
dollars.

An oil tanker could carry up to $100m-worth 
of crude, a container ship might be loaded 
with perishable fruit and vegetables and a 
vehicle carrier laden with 1,200 luxury cars 
could be worth around $53m. Valuable 

cargo, data and communications are the 
lifeblood of the mercantile sector.

It is time to understand that most maritime 
pirates are no longer just sailing the seas 
looking for vessels to board and rob. 
Instead, they are sitting at computers in 
some office thousands of miles away. They 
will steal what they want and leave, just like 
everyday shoplifters.

There are many access routes on a vessel for 
cyber pirates to access, pillage data, and 
take control of systems. These include all the 
points where connected devices and systems 
intersect and interact with employees using 
employerʼs laptops, tablets and mobile 
phones to share operational manuals and 
chart updates. These access points radiate 
via many devices to application groups and 
onwards to service sectors and locations, 
affecting supply chains, headquarters, 
ports, terminals and ships. With greater 
automation and machines standardising 
security controls, humans are increasingly 
being recognised as the weakest link in a 
companyʼs security programme.

It is believed amongst many that the biggest 
vulnerability to cyber attacks lies with staff. 
Multiple recent surveys imply a lack of training 
in the basics of internet security and reinforce 
the case for staff training. This remains the 
fundamental aim of the Be Cyber Aware at 
sea campaign and will always remain. The 
human factor in security must start with education.

https://eandt.theiet.org/content/articles/2019/04/cyber-pirates-terrorising-the-high-seas/
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EVENT ALERT! MARITIME CYBER RISK 
MANAGEMENT FORUM 2019
 

Date And Time: Tue, 25 June 2019 / 08:00 – 19:30 BST

Location: Norton Rose Fulbright, 3 More London Riverside, London, SE1 2AF

Interactive maritime industry engagement on cyber risk management 
and security.

The Maritime Cyber Risk Management Forum engages those with frontline responsibility 
for maritime cyber security, from boardroom through to the back office, from superintendent 
to seafarer, from insurer to IT responsible, to update themselves on regulation, best 
practice and the latest products and processes in cyber security risk management.

https://www.shipcybersecurity.com/programme.htm

Session One: Regulations, compliance 
and risk management.

Session Two: A view from shipowners 
and ship operators.

Session Three: Cybersecurity incident 
simulation exercise.

Session Four: Threats to cybersecurity 
in ports.

Session Five: How to prevent cyber
attacks from happening?

Session Six: Riviera maritime media 
cyber security hub.

For further detail on the sessions and 
days agenda, please visit:

Programme Outline

https://www.shipcybersecurity.com/programme.htm
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MARITIME CYBERSECURITY 
FIRM JWC SUPERYACHTS 
USING V-ID’S BLOCKCHAIN 
VALIDATION
JWC Superyachts, a leading cybersecurity training, risk management, and 
consultancy provider in the superyacht industry, has announced that graduates 
of its cybersecurity courses will now be validated by V-ID, a company that 
specializes in securing digital assets.

V-IDʼs validation process involves extracting the fingerprints 
of files and saving them in the blockchain. If a file is 
changed with just one byte, pixel, character or anything 
else, the fingerprint is changed and V-ID will detect it 100%.

In practice, this allows JWC to issue certificates to their 
students in PDF format. Graduates can freely email their 
validated certificates to prospective employers. The recipients 
can be 100% sure that the certificate is authentic, because 
they can check the fileʼs integrity with any internet browser 
in 5 seconds.

This combination of security and ease of use would not 
be possible without blockchain technology, and is in 
stark contrast to traditional PDF protection methods, 
which involve a very cumbersome process with certificates, 
installation of the right software and, unfortunately, a 
very easy to circumvent protection layer.

It is a logical step for JWC to embrace the latest security 
technologies, such as V-ID validation, to reassert their 
status as a leader in cybersecurity on superyachts.

“We are very proud of this latest development in our 
accredited cyber awareness training course for 
Superyacht and merchant crews. As technology evolves 
onboard vessels so do the threats and cybercriminal 
tactics too. Using the new system we can now guarantee 
to Superyacht managers and operators the authenticity 
of each and every personʼs qualification without time 
delays which costs money, manpower, and resources.” - 
Jordan Wylie, Founder and Principal Consultant at JWC 
International Ltd.

https://www.cryptoninjas.net/2019/04/17/maritime-cybersecurity-firm-jwc-superyachts-using-v-ids-blockchain-validation/
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It was a cool July evening in the forests surrounding Lake George in New York 
state USA when I noticed her. A woman eating a hot dog in a really unusual 
way. Rather than start at one end and eat until it was finished, against all logic 
she started in the middle and was alternately eating her way to each end. 
At first I thought Iʼd never seen anything like that 
before and with regard to hot dogs itʼs true I 
hadnʼt, but the process reminded me of one of 
the biggest mistakes most companies make with 
cybersecurity; they start from the middle rather 
than the beginning.

The NIST cybersecurity framework breaks cybersecurity 
down into five top level activities; Identify, 
Protect, Detect, Respond and Recover. Guess 
where most companies start and generally focus 
on? Protect and to a lesser extent Detect, right in 
the middle. When you think of cybersecurity at 
your company what do you think of first? If 
youʼre like most people itʼs Firewalls and Endpoint 
products, Protect and Detect, right in the middle.

There is a good reason for this. Itʼs because the 
vast majority of people become aware of threats 
because theyʼve either experienced them first 
hand, like a malware infection or ransomware 
attack, or they know someone who has.  Once 
you are aware of a threat you react, at least 
most people choose to. As the threats you 
become aware of increase in number so do your 
controls. In many ways itʼs like an arms race 
between cybercriminals and vendors of security 
products with you caught right in the middle 
paying for it all. But have you ever stopped and 
asked what exactly are we protecting and how 
much is it worth to protect it? If you have youʼve 
arrived at the beginning of the process, congratulations.

The NIST framework specifies Identify as the 
beginning. I think one of the most important 
things to identify first is the cyber-related risks 
specific to the organization. For example, if your 
company manufactures a product that relies on 
computer-controlled machinery then a threat to 
the networks, computers, software or data 
required to run them would be a serious risk to 
cash flow. The same is true in maritime, for example 
threats to cyber-enabled systems onboard and 
ashore should be carefully examined and thoroughly 
considered. You shouldnʼt frame the discussion 
around ʻthey canʼt get to that system because… ,̓ 

water always finds a way in eventually, so do 
cybercriminals.  Instead you should simply ask 
the question what if something does happen to 
it?  What if someone found a way to control it or 
deny you use of it? Thatʼs the real question. 
Once you have a good understanding of what 
impact that would have then you move onto 
thinking about how likely it is to actually happen 
and to control for it.

In maritime vessel operations there are a lot of 
risks that are unlikely however could be quite 
serious, manipulating or disabling material handling 
or navigation systems for instance. The likelihood 
and impact may vary but the risk is seldom 
zero. This process should be repeated for each 
system and process onboard and ashore until a 
clear understanding of organizational risk is 
arrived it. 

Once risk is better understood itʼs really up to 
management to determine the companyʼs appetite 
for risk and how to manage it and there is more 
than one way to management it. Risk can be 
accepted, we know about it but we donʼt think 
itʼs likely enough to do anything about it, transferred 
to an insurer or controlled for with products, 
policies and procedures.

Taking the time to understand what could 
happen helps you set and justify cybersecurity 
budgets. By understanding risk you also understand 
that not all systems require the same amount of 
protection. In larger companies itʼs not uncommon 
to see more controls around critical systems 
however in a small company it might not be 
worth having separate controls for critical and 
non-critical systems and information. In a small 
company you might want to simply treat it all as 
critical and use many of the same controls for 
the sake of economy.

In every case though, with risk identified and 
quantified youʼve properly arrived at the 
middle of the process…and much more elegantly 
than the hot dog lady in the forest.

LIKE EATING A 
HOTDOG FROM THE MIDDLE…



Flash drive. Memory stick. Whatever you call it, USB Devices hold numerous
security risks and can easily turn into your worst nightmare. 

Be wise to what lies inside!

SMALL IN SIZE

BIG
IN RISK

USB DEVICE
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For many companies the threat of a cyber 
incident is alarming enough, but the sheer scale 
of shipping means that incidents in the wider 
supply chain will have repercussions on everyoneʼs 
ability to do business.

Granted that cyber technology is not just here to 
stay, itʼs here to grow, we have to consider the 
long-term vulnerabilities of the sector and how 
best to mitigate them for all.

So far, the onus has been on the individual com-
panies to make the changes necessary, albeit 
under national regulatory pressures. This is under-
standable, each individual organisation will under-
stand best its own systems and vulnerabilities. How-
ever, when all it takes is just one company to miss 
a beat and suffer an incident that impacts upon 
the rest, then this is not enough.

This is why it is inspiring to see the Port of Los 
Angeles work collaboratively when they held on 
April 24 a maritime stakeholder working group 
which included representatives of shipping lines, 
marine terminal operators, railroad companies, 
labour and also those from the trucking industry. 
Their focus was on how to address cyber security 
threats collaboratively.

“In partnership with our maritime industry stake-
holders, we have the opportunity to enhance the 
ability of the port ecosystem to see cyber threats on 
the horizon and improve information sharing to help 
manage respective, and collective, cyber risk,” said 
Gene Seroka, Executive Director of the Port of Los 
Angeles. “Iʼm proud that the Port is taking the lead 
on the first ever cross-sector Cyber Resilience 
Center.”

The proposed Center will be somewhere to share 
cyber threat information and follows in the 
footsteps of other Los Angeles Port action including 
the establishment of the Portʼs own Cyber Security 
Operations Center. The Port is also the only port to 
have ISO 27001 certification for cyber security. 

This approach makes sense, reflecting how the 
business community of the port are actively invest-
ed in the security of the whole. 

It also works at an international level too. At the 
annual International Conference on Cyber 
Engagement, David Koh, commissioner of cyberse-
curity and chief executive of the Cyber Security 
Agency and defense cyber chief in Singaporeʼs 
Ministry of Defense, emphasised the importance of 
international engagement. He suggested likemind-
ed nations form “a rules-based cyberspace based 
on applicable international law and the adoption 
of voluntary operational norms”. His views were 
echoed by Amy Hess, executive assistant director 
for the Criminal, Cyber, Response and Services 
branch of the FBI. 

We are still a way off global cyber law but in the 
meantime the calls and action towards greater 
collaboration is certainly the way forward. The 
secrecy that has been a theme of maritime cyber 
crime, with incidents reported years after they had 
taken place, must end. Reporting systems are 
essential while group discussions like those in Los 
Angeles are highly desirable and a most responsi-
ble pathway for the sector to proceed. When the 
stakes are this high, one must put aside individual 
concerns and look to the interests of the whole.

Perhaps the most daunting fact about cyber crime is the wide-reaching nature of 
its impact, particularly in a sector as globally interconnected as shipping. With this in 
mind, is it time for organisations to work truly collaboratively?

IS IT TIME FOR MORE 
GROUP RESPONSIBILITY?
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