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Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea 
campaign.

For the last few months we have been swept up in 
the effects of the coronavirus on the world, and its 
impact on the cyber sphere for shipping in particular. 
While the virus is still very much in circulation and  
we are adjusting to the measures put in place for 
our protection, we must start to look ahead once 
more. After all, round the corner is the new IMO 
2021 cyber regulations that must be met – how 
ready are we?

This month we consider how to ensure that compliance
with the regulations can be seen as an opportunity 
to be embraced, rather than a burden to be managed.
We also revisit how threats to operational technology
must be taken seriously, and hear of the support in 
place to help the industry be prepared for the 
incoming regulations.

The global threat may be ongoing, but so is the 
cyber one.

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea

OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD

NOMINATED 2019
SMART4SEA CYBER SECURITY AWARD



Kindly sponsored by

3 &

HAS SHIPPING 
BOUGHT INTO 
CYBER SECURITY 
NEEDS? COVID-19 
MAY ANSWER THAT

Shipping has been relatively slow over recent years 
to adopt digital technologies, taking and more “wait 
and see” approach to new solutions coming on to 
the market. Because of this, cyber security hasn’t 
always been at the forefront of the shipping industry.
However, with the 2017 cyber attack on Maersk 
companies have been starting to take a more 
proactive approach to its cyber security. Georgie 
Furness-Smith, Cyber Underwriter at Axis Insurance.

“Following this [attack], BIMCO gave seven verified 
examples of cyber incidents that had occurred 
onboard ships to highlight the fact that the problem 
really existed.”

In 2018, a maritime cyber security survey by IHS 
Markit/BIMCO revealed that 58% of respondents 
confirmed that cyber security guidelines had been 
incorporated into their company or fleet, up from 
37% the previous year.

The main challenge for the industry is the lack of 
reporting cyber incidents, which Furness-Smith 
says can give a false sense of security. But, adds 
that there are also now organisations such as Be 
Cyber Aware at Sea and CSO Alliance gathering 
anonymous data to highlight the scale of the problem.

However, Furness-Smith adds: “Each time a cyber 
event hits the industry there is an obvious reaction, 
and with companies such as Toll Group being hit 
by ransomware twice in 2020, this is a trend that is 

unlikely to pass.”Due to the recent Covid-19 
pandemic response, some companies in the industry
adopted digital technologies at a faster rate, something
that is expected to contoue once things return to 
more of a normal situation. The adoption of more 
technology has also seen companies conduct more 
business remotely and Furness-Smith says this has 
led to multiple attack vectors or an increase in the 
ways in which criminals are attacking companies.

In a world where many industries have already started
to adopt digital solutions and cyber security solution, 
shipping companies that are late to respond could 
find themselves on the back foot if they are not up to 
speed, and seen as an easy target.

“The world is ready to digitalise; the introduction of 
5G globally, the increased use of video conferencing,
and an overall cultural shift of wanting to work from 
home more have meant that shipping companies 
find themselves in a position of increased risk and 
decreased revenues,” Furness-Smith adds.

She comments that the difference with the shipping 
industry is that it might fail to survive if they come 
under a cyber attack due to its “balancing risk vs 
reward and critical investment decisions in cyber 
security.”

Shipping companies may have begun using more technologies in recent months, with vessel operators claiming
greater use of digital solutions, but with their uptake these systems and communication and data storage tools 
offer greater cyber security risks according to AXIS Insurance underwriter Georgie Furness-Smith. Samantha 
Fisk reports on whether the risk of new attacks are growing.

Covid-19’s cyber risk
Data will be a crucial factor, even from a crew healthcare 
perspective, as ship operators and owners respond to 
coronavirus risks. Capturing this data, Furness-Smith also 
highlights, will bring further development for regulations 
surrounding this data and its usage.

Maritime is starting to better understand cyber security 
and the potential threats that it has for companies, but 
again Furness-Smith notes that: “Shipping is a target, not 
only from criminals carrying out devastating ransomware 
attacks but also from nation-state actors wishing to 
disrupt logistics as a whole.”

Guidelines have been put in place from bodies such as 
BIMCO, INTERTANKO and INTERCARGO with 
Furness-Smith, adding that there has been a lot of 
development in the last 6-12 months around the under-
standing of these guidelines.

Furness-Smith also notes that the IMO resolution on Maritime
Cyber Risk Management in Safety Management System 
(SMS) has been a significant development for the industry,
which is due to come into effect in 2021. “With less than 
six months until the resolution is in effect, the level of 
awareness has never been higher, although there is still 
noteworthy progress yet to be made,” she says.these 
routes is taken the point I am making is that you are a 
target regardless of what you think and it very much could 
happen to you, and you need to prepare accordingly. 

As a cyber insurer we have a great deal of experience of 
working with affected clients and our response partners 
who help them respond and recover from ransomware 
attacks. This gives us a unique insight into this threat and 
how to reduce the likelihood of it happening and the 
impact these attacks can have.
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Sources
https://fathom.world/is-shipping-getting-more-cyber-aware/
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While further investment in cybersecurity to meet the 
IMO 2021 directive is a necessity, Gklegkles states 
that management are still treating it as a “compliance 
problem” when instead they should see it as “a unique 
opportunity to reposition cybersecurity as an import-
ant enabler of the wider business objectives.”

He cites their findings from their virtual conference, 
CyberSecure at Sea, that 50% of the shipping IT 
professionals gathered felt that they key thing holding 
them back from rolling out cyber security controls was 
convincing management that the investment was 
wise and necessary.

Management teams in shipping believe cyber 
security is mainly a “compliance problem”

Given that “management’s main concerns are driving 
up revenue and driving down cost” and therefore that 
“to run a tight ship, any investment that cannot visibly 
drive either of these twin goals is deprioritised”, 
Gklegkles maintains that it is the role of the CIO or IT 
manager to convince them of the value of investing in 
cybersecurity.

Here CyberOwl found that only 20% are actively engaging
with their management to align cybersecurity strategy 
and “in over 65% of cases, the dialogue is either 
focused purely on compliance or related to purchasing 
specific cybersecurity solutions. This means that for 
every 100 interactions that IT professionals have with 
their management team, 65 of them are either discussing
compliance or a point solution.”

Given that none of the shipping IT professionals 
CyberOwl spoke to seemed to agree a strategically 
focused annual budget with management, instead 

making decisions on cybersecurity on a day to day 
basis, Gklegkles felt it was clear why cybersecurity is 
seen as a compliance problem.

This mindset is based on false assumptions

Gklegkles continues to state that the relationship 
between cybersecurity and shipping is based on false 
assumptions, including “that we can achieve vessel 
digitalisation and worry about cyber security later. The 
evidence is clear that this simply isn’t the case. Just to 
cite one example, a common assumption is that you 
can maintain separation of the business, crew and OT 
networks. So it should be impossible for an attacker to 
compromise a crew asset, then use that foothold to 
attack a critical business workstation or OT system.

“In reality, in ~80% of vessels CyberOwl has deployed 
on, we find assets connected to the business network 
that the IT manager knows nothing about. They 
haven’t identified them in their inventory, have no idea 
of their nature, did not sanction a connection, had no 
way of controlling or disconnecting them remotely. 
Sometimes it is not just 1 or 2 such assets, but 10s of 
them. In several cases, these unauthorised connections
were later discovered to be OT devices linked to a 
bridge system, the engine room or auxiliary power 
system.”

The relationship between IT and management 
needs to change. IMO 2021 is an opportunity to 
get “air time”.

For Gklegkles, IMO 2021 presents an opportunity as 
“management teams have no choice but to make sure 
their fleet has a cyber risk management system that 
complies”. With this as a given, this is the moment to 

In June the cyber security company CyberOwl’s Business Development Director – EMEA, Vassilis 
Gklegkles, wrote an engaging blog concerning how to turn the managerial perception of the IMO’s 2021 
directive from a burden into an opportunity.

IMO 2021: AN 
OPPORTUNITY 
INSTEAD OF A 
BURDEN
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see cybersecurity as an enabler of business priorities, 
be they “efficiency, vessel performance optimisation, 
remote control and management or crew welfare.”

That compliance can catalyse cybersecurity is, he 
says, proved by the impact of GDPR compliance. 
Marsh analysis showed that 78% of companies were 
investing more subsequent to its implementation 
while there was also an increase in the number of 
businesses putting in place cybersecurity training and 
enhancing policies.

So how does CyberOwl recommend shipping IT 
professionals make the most out of IMO 2021?

* Shifting the emphasis of the discussion with man-
agement is an important start. Turn the conversation 
from “what we need to do to comply” to “how does 
cybersecurity support the way we want to work going 
forward.” For example, the need for better remote 
access control becomes less about the fact it is an 
IACS recommendation, but more because it reduces 
the need to get an engineer onboard the vessel.

* Use IMO 2021 as a catalyst for working more closely 
with your colleagues in technical, operations and 
quality. Get a good understanding of their ambitions 
for improving performance and reducing costs. Use 
this knowledge to demonstrate how cybersecurity 
could help them achieve that securely. Link your 
cybersecurity initiatives with their cost-savings or 
revenue-gain figures.

* Quantify the risk within the context of these wider 
business objectives. Help management visualise the 
potential loss due to a cyber attack. But make this real 
to your own organisation and its digitalisation ambitions,
rather than using high-level industry report figures. 
There are various well-recognised methods for quantifying
the cyber risk to an organisation, such as FAIR 
methodology by CyberOwl.

Management teams in 
shipping believe cyber 
security is mainly a 
“compliance problem”

Source
https://www.cyberowl.io/blog/2020/6/10/turning-imo2021-into-an-opportunity-instead-of-a-burden
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* Define some key cybersecurity metrics to start 
collecting and tracking. Begin with a pragmatic, small 
number that won’t drown your resources. At minimum,
these should measure the volume of system outages, 
volume of cyber incidents and some aspect of usage 
policy abuse, misconfigurations or suspicious 
behaviour. Gather benchmarks on these metrics from 
a friendly cybersecurity advisor or a collaborative 
network of other shipping IT professionals. Present 
the trends and benchmarks to your management, 
clearly explaining their implications.

* Lean on your vendors to help you inform your 
cybersecurity strategy. It is part of the value and 
service they bring to you. When you perform trials, 
treat it as a learning exercise, not just a procurement 
exercise. Clearly set out what you are trying to learn 
about your current cybersecurity posture, where the 
risks are and how you are currently managing them. 
Share this “list of learning points” with your vendor. 
They should be helping you learn, rather than just 
proving to you their cybersecurity product is better 
than the competition.

Finally, it doesn’t need to be a huge transformation 
programme. Start small and simple. Make some 
changes. Measure the improvement. Share any good 
news and small wins. Repeat. 
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RISING OT CYBER ATTACKS
At the 2020 Port Security Seminar this month, 
Naval Dome’s Head of North American Opera-
tions, Robert Rizika, spoke about the rise of OT 
(operational technology) system attacks, and how 
these underreported events have lasting signifi-
cance on the maritime industry.

OT attacks have increased dramatically - by 900% 
over the last three years, from 50 in 2017 to 310 in 
2019 and likely over 500 by the end of 2020.

Meanwhile Lloyd’s of London recently published a 
report that said if just 15 Asian ports were hacked 
then financial losses would be more than US$110 
billion – a sum which would not be recovered 
through insurance policies, as OT system hacks 
are not covered. “The network connecting RTGs, 
STS cranes, traffic control and vessel berthing 
systems, cargo handling and safety and security 
systems, etc., are under threat,” said Rizika.

He highlighted that OT systems are particularly 
vulnerable as “unlike the IT infrastructure, there is 
no “dashboard” for the OT network allowing operators
to see the health of all connected systems. Operators
rarely know if an attack has taken place, invariably 
writing up any anomaly as a system error, system 
failure, or requiring restart.

“They don’t know how to describe something unfamiliar
to them. Systems are being attacked but they are 
not logged as such and, subsequently, the IT 
network gets infected. What is interesting is that 
many operators believe they have this protected 
with traditional cyber security, but the fire walls and 
software protecting the IT side, do not protect 
individual systems on the OT network.”

He added that: “Operational networks, in contrast 
to information networks, are measured by their 
performance level. Their operation cannot be 
disconnected and stopped. An emergency state in 
these systems can usually only be identified follow-
ing a strike and they will be irreparable and irreversible.”

Where OT networks are thought to be protected, 
Rizika said they are often inadequate and based on 
industrial computerised system, operating in a 
permanent state of disconnection from the 
network or, alternatively, connected to port 
systems and the equipment manufacturer’s offices 
overseas via RF radio communication (wi-fi) or a 
cellular network (via SIM).

“Hackers can access the cranes, they can access 
the storage systems, they can penetrate the core 
operational systems either through cellular connec-
tions, wi-fi, and USB sticks. They can penetrate these 
systems directly. As the maritime industry moves 
towards greater digitalisation and increases the use of 

networked, autonomous systems, moving more equipment and 
technologies online, more vulnerabilities, more loopholes, will be 
created.

He continued: “If just one piece of this meticulously-managed 
operation goes down it will create unprecedented backlog and 
impact global trade, disrupting operations and infrastructure for 
weeks if not months, costing tens of millions of dollars in lost revenues.”

A deep understanding of the differences between the two spaces 
is vital. “There is a disconnect between IT and OT security. There 
is no real segregation between the networks. People can come in 
on the OT side and penetrate the IT side. We are actually seeing 
this now. Successful IT network hacks have their origins in initial 
penetration of the OT system,” he said.

Looking ahead, Naval Dome predicts that attacking the environment
will become a new focus for cyber criminals, terrorists and rogue 
states. The threat of cyber-induced environmental pollution will 
become easier now that “hackers can easily over-ride systems and 
valves to initiate leaks and dump hazardous materials, ballast 
water, fuel oil, etc.,” Rizika warned.

https://seanews.co.uk/features/cyber-attacks-increas-
ing-at-alarming-rate-in-the-maritime-industry/
https://www.maritime-executive.com/article/naval-dome-cyberat-
tacks-on-ot-systems-on-the-rise



Cyber resilience is the ability to prepare for, respond to and recover from cyber-attacks. It helps an 
organisation protect against cyber risks, defend against and limit the severity of attacks, and ensure 
its continued survival despite an attack.

-
-

CYBER-RESILIENCE IN SHIPPING 
AND MARITIME INDUSTRY

Shipping is a USD 4 trillion global industry responsible for 
transporting 80% of the world’s energy, commodities and 
goods. Being a lucrative and dominant sector, the industry 
has been vulnerable to cyber-attacks and a hot favourite 
of cyber criminals. With the advent of newer technology 
ships are increasingly using systems that rely on digitisation, 
integration, and automation, which call for cyber risk 
management on board.

As technology continues to develop, information technology
(IT) and operational technology (OT) onboard ships are 
being networked together – and more frequently 
connected to the internet. This brings the greater risk of 
unauthorised access or malicious attacks to ships’ 
systems and networks. Risks may also occur from personnel
accessing systems on board, for example by introducing 
malware via removable media.

The shipping companies and ports operators, instead of 
focusing on keeping cyber criminals at bay, need to work 
on a strategy to reduce their impact. To mitigate the 
potential safety, environmental and commercial conse-
quences of a cyber-incident, international shipping 
organisations, have been busy formulating their own 
approaches to cyber risk management onboard. Let us 
take a look at some of the measures taken by stakeholders 
of the industry for cyber risk management.

IACS: The International Association of Classification 
Societies (IACS) published its Recommendation on 
Cyber Resilience, which applies to the use of comput-
er-based systems which provide control, alarm, monitoring,
safety or internal communication functions which are 
subject to the requirements of a classification society. 

ABS: ABS Advanced Solutions and Fleet Management 
Limited signed an agreement in January 2019 to implement
the ABS cyber security solution for Fleet Management’s 
220-vessel liquid cargo fleet. The ABS FCI Cyber Risk 
model was developed following a two-year research 
contract between ABS and the Maritime Security Center—a
U.S. Department of Homeland Security Center of Excel-
lence. The ABS FCI Cyber Risk approach quantifies 
cyber security risk, and gives owners and operators a 
practical, actionable strategy to reduce cyber risk onboard 
a vessel

Maritime and Port Authority of Singapore: MPA 
has opened a new 24/7 Maritime Cybersecurity Operations
Centre (MSOC). The MSOC will conduct 24/7 monitoring 
and correlate data activities across all maritime Critical 
Information Infrastructure (CII). It will have the capability 
to (a) detect and monitor cyber-attacks by analysing activities
in the IT environment; (b) detect anomalies and threats; 
and (c) respond to the cybersecurity incidents using available
technology solutions. 

Port of Los Angeles: The Port of Los Angeles initiated 
the first ever cross-sector Cyber Resilience Center which 
has shipping lines, marine terminal operators and railroad 
companies as its stakeholders. The proposed Center would 
be a collaborative effort to share cyber threat information 
across a multitude of companies within the Port complex to 
help companies prepare against myriad cyber risks that 
could impact the cargo supply chain ecosystem. 

Impact of Cyber Attack
The transportation and logistics industry has characteristics 
that make it a particularly tempting target. The industry is a 
global one with tentacles into so many different industries 
around the world. When Danish shipping giant A.P. 
Moller-Maersk’s computer system was attacked, it led to 
disruption in transport across the planet, including delays at 
the Port of New York and New Jersey, the Port of Los Angeles,
Europe’s largest port in Rotterdam, and India’s largest 
container port near Mumbai.

Response to a Cyber-attack
An ideal cyber-resilience programme should be able to 
identify, assess and manage the risks associated with 
network and information systems. Cyber resilience has 
emerged over the past few years because traditional cyber 
security measures are no longer enough to protect organisations
from the spate of persistent attacks. Both cyber security and 
cyber safety are important because of their potential effect 
on personnel, the ship, environment, company and cargo. 
Cyber security is concerned with the protection of IT, OT, 
information and data from unauthorised access, manipulation
and disruption. Unlike other areas of safety and security, 
where historic evidence is available, cyber risk management
is made more challenging by the absence of any definitive 
information about incidents and their impact. The IMO 
requires cyber security to be addressed in Safety Management
Systems by January 2021; TMSA3, SIRE, BIMCO, IACS 
and Rightship have specified additional industry guidelines 
and commercial requirements.

Conclusion: Trace & Treat
Cyber-attacks are increasing in frequency and severity to 
such an extent that it’s no longer enough to suppose that you 
can defend against every potential attack. Forward-looking 
companies will begin to see a safer shipping offering as a 
competitive advantage, especially if attacks continue. No 
industry will be entirely safe from the threat of cyber-at-
tacks, shipping and maritime is no exception. However, 
preparation is key.

https://seanews.co.uk/features/cyber-resilience-in-ship-
ping-and-maritime-industry/
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ClassNK 
CYBER SECURITY 
DEVELOPMENTS

In July ClassNK announced they had joined the Maritime 
Transportation System Information Sharing and Analysis 
Center (MTS-ISAC). Set up in February this year, 
MTS-ISAC promotes and facilitates maritime cybersecurity
information sharing, awareness, training and collaboration 
efforts between private and public sector stakeholders.

ClassNK is the first classification society and the first 
non-U.S. organization to formally join MTS-ISAC, helping 
broaden the reach of MTS-ISAC’s efforts to support the 
maritime community.

The partnership provides ClassNK with actionable 
insights from community-sourced cyber threat intelligence
to reinforce ClassNK’s Cyber Security Guidelines to help 
prevent cyber incidents from negatively impacting the 
safety and security of maritime operations.

Both vessel and shoreside cybersecurity efforts will be 
under increasing scrutiny starting in 2021. IMO has set a 
January 21, 2021, deadline for Maritime Cyber Risk 
Management to be addressed in ships’ Safety Manage-
ment Systems. Meanwhile, the U.S. Coast Guard will be 
inspecting Maritime Transportation Security Act of 2002 
regulated facilities for cyber risk management efforts for 
the first time starting with annual inspections occurring on 
or after October 1, 2021.

“We have been working with the International Association 
of Classification Societies (IACS), maritime stakeholders 
and cyber security professionals to understand and 
promote cybersecurity best practices across the maritime 
transportation system (MTS),” says Hirofumi Takano, 
Executive Vice President at ClassNK. 

“By joining the MTS-ISAC, we will have increased visibility 
to current, real-world examples of cyber threats targeting
MTS stakeholders. This provides us an opportunity to 
reinforce how, and periodically update, ClassNK’s Cyber 
Security standards to provide our stakeholders with the 
latest security recommendations to protect their assets 
from cyber threats. With IMO 2021 right around the 
corner, this relationship is perfectly timed to add increasing
value to our stakeholders, and we are excited to be a part 
of the active and growing MTS-ISAC community. We 
hope ClassNK stakeholders will quickly understand the 
value of this partnership.”

“We are excited that ClassNK is bringing a proactive, 
classification society perspective into the MTS-ISAC 
community,” says Scott Dickerson, MTS-ISAC’s Executive
Director. “The MTS community’s resiliency is improved 

when we can quickly address cyber risks with meaningful 
cybersecurity controls. ClassNK joining the MTS-ISAC is 
a perfect example of how community partnerships provide 
win-win situations while reinforcing to stakeholders how 
the implementation of guidelines and recommended 
security controls can reduce their exposure to risks the 
community is actively seeing.”

NEW GUIDELINES PUBLISHED

In addition to joining MTS-ISAC, ClassNK has also 
released the second edition of its Guidelines for Designing
Cyber Security Onboard Ships outlining current best 
practices for newbuild design.

In the latest iteration, which is available to download at 
no cost via their website, the control measures and the 
framework to implement such measures were updated 
to incorporate the international cyber security standards 
for industrial control systems IEC 62443 series and the 
latest recommendation on cyber resilience for new ships 
(Rec. No. 166) published by the International Association
of Classification Societies (IACS) in May 2020. In addition,
they introduced requirements for adding class notations 
to classification codes related to cyber security.

Based on the ClassNK Cyber Security Approach which 
outlines the society’s basic approach to ensuring 
onboard cyber security for ships, the updated guidelines 
are a compilation of current best practices for newbuild 
designs by shipyards and shipbuilding owners from the 
perspective of identifying computer systems that should 
be protected from cyber incidents and of building 
networks to protect them.

ClassNK said it will carry out cyber security verification 
during the design and construction stage of newbuilds 
based on the guidelines and issue a class notation to 
compliant ships in response to applications for registration
inspection during manufacturing by shipyards.

https://www.marinelink.com/news/classnk-publishes-maritime-cy-
ber-security-480286

https://www.marinelog.com/shipping/safety-and-security/-
classnk-joins-maritime-cyber-risk-management-group-mts-isac/

Japan based classification society, ClassNK, has announced several important 
developments in their approach to cyber security. 



MALWARE
Malware - a catch-all term for malicious software designed to 

harm or exploit any programmable device, service or network. 
Be Aware of what you click or download!
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