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Welcome to Phish & Ships in 2019, the 
maritime security newsletter, keeping 
you up to date with the “Be Cyber Aware 
at Sea” campaign.

As we close off 2018, it goes without saying 
that in order to keep this special initiative 
FREE, it cannot be done without our sponsors 
and weʼd like to say a special thank you to 
Turrem Data Group, CSO Alliance, Gallagher, 
Navarino and EPSCO-Ra.  

Without your support, we would not be able 
to provide the content we have and secure what 
is going to be a very special 2019. 

We would also love to continue to hear from 
you, so please do share your thoughts, requests, 
views and experiences. We are always look-
ing for new areas in which to tackle key issues 
surrounding maritime cyber risk.

Please continue to follow us at:
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea
Facebook: Be Cyber Aware At Sea
Linkedin: Be Cyber Aware At Sea

Your Editor-in-chief 
Jordan Wylie MA, BA (Hons)
Founder, Be Cyber Aware At Sea

OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD
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With a New Year, we have exciting 
developments. 

We are truly honored to welcome onboard 
AXIS Capital, a global leader in cyber 
insurance. Through its Cyber Centre of 
Excellence, AXIS will provide us with sponsorship 
for the “Be Cyber Aware at Sea” campaign 
throughout 2019, which will see new initiatives 
and a revamped ʻPhish & Shipsʼ.  

Expect to see more downloadable content: 
infographics, posters and much more as we 
continue our quest in making our industry 
the most secure it can be. 
 
The AXIS Cyber Centre of Excellence offers 
a number of innovative resources, products 
and services to help companies mitigate the 
cyber risks associated with their tangible 
and intangible assets. These include: 

• Access to risk assessment modeling 
tools;
 
• Access to internationally recognized and 
accredited cyber education courses; 

• Data-driven research and reports 
that analyze and assess the cyber 
risk landscape;
 
• Risk advisory consulting services to help 
companies prepare for, and respond to, 
cyber events; 

• Access to mentoring, training and 
education offerings, including: 
simulated breach incident training 
and customized training and 
facilitation programs; and 

• Cyber risk advisory consulting services, 
including: pre-breach preparedness services; 

threat intelligence offerings; table-top crisis 
management exercises; risk and maturity 
assessments; and an executive cyber 
assessment program. To keep up with 
everything related to The AXIS Cyber 
Centre of Excellence follow:
 
#AXIScyberincyte

Weʼd also like to welcome Sharif Gardner, 
Head of Training and Advisory Services 
for the AXIS Cyber & Tech division as the 
new ʻCampaign Ambassadorʼ for the Be 
Cyber Aware at Sea campaign.  Sharif 
has been a regular columnist for ʻPhish 
and Shipsʼ, writing articles related to cyber 
risk in shipping. With his background in maritime 
security, he brings a wealth of knowledge of 
cybersecurity and cyber insurance. 

AXIS Capital is a global provider of specialty 
lines insurance and treaty reinsurance with 
locations in Bermuda, the United States, 
Europe, Singapore, Middle East, Canada 
and Latin America. AXIS has received a 
rating of "A+" ("Strong") by Standard & 
Poor's and "A+" ("Superior") by A.M. Best. 

For more information about AXIS 
Capital visit: www.axiscapital.com

Twitter: @Axis_Capital
Linkedin: AXIS Capital
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A VERY SPECIAL 
WELCOME…

Kindly sponsored byKindly sponsored by
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CYBER SECURITY
SHIPPING GUIDELINES 
GET OFFICIAL UPDATE
A group of the world's largest international 
shipping associations have published an 
update to their cyber security guidelines.

BIMCO, Intertanko, Intercargo, OCIMF, 
the World Shipping Council and others 
collaborated on the project.

In particular, the third edition of the 
Guidelines on Cyber Security Onboard 
Ships covers adding cyber risks to a 
ship's safety management system, risk 
assessments for operational technology 
and offers guidance for onboard cyber 
security threats arising from the external 
supply chain. 

Examples highlight the increased 
threats to human life emanating from 
cyber attacks on operational technology, 
as well as an increase in malware infections 
from third-party suppliers. 

The guidelines call for ships to be able 
to quickly disconnect from shore-based 
networks when facing a cyber threat. 
This was a critical control in the defence 
of Maersk, which avoided infection 
within its fleet by being disconnected 
from oil rigs and shore-based IT. 

Had the infection affected onboard 
systems then the attack would have 
been much worse.

“The industry will soon 
be under the obligation 
to incorporate measures 
to deal with cyber risks 
in the ship’s safety 
management system. 
This had not been tackled 
in the previous versions.”

- Dirk Fry, chair of BIMCOʼs cyber 
security working group and Director of 
Columbia Ship Management Ltd.
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OT RISKS DIFFER
A second key expansion in the guidelines 
is around operational technology. Ships 
have more and more Operational technology 
(OT) which is integrated with Information 
technology (IT) and which can be connected 
to the internet, but the risks associated 
with OT are different from IT systems.

Another new element in the guidelines is 
a number of examples of actual incidents 
to demonstrate some of the real-world 
situations shipowners and operators 
have faced. The examples have been 
anonymized. This element within the 
guidelines will be useful for shipping 
companies to not only protect their 
assets from realistic scenarios but also to 
test their responses. Businesses want 
real life stories that help them make 
informed risk-based cost-effective decisions 
and risk managers should engage with 
their insurance carrier to help them test 
these scenarios.

SUPPLY CHAIN RISKS
A third new focus area is the risk of malware 
infecting the shipʼs systems via the many 
parties associated with the operation of a 
ship and its systems.

“The ships are not just sitting there in the 
middle of the ocean. More and more ships 
are also closely connected to security 
systems in the companiesʼ offices and 
shippers̓  offices and agents̓  offices,” says Fry.

Advice includes evaluating the security of 
service providers, defining a minimum set of 
requirements to manage supply chain or 
third-party risks and making sure that 
agreements on cyber risks are formal 
and written.

REGULATION IS AROUND
THE CORNER 
2021 will see the IMO enforce upon shipping 
companies the need to risk manage their 
vesselsʼ exposures. The guidance on supply 
chain risks is timely. As per the guidance, 
evaluating the security of service providers, 
defining a minimum set of requirements to 
manage supply chain or third-party risks 
and making sure that agreements on 
cyber risks are formal and written is going to 
be critical during the on-boarding process of 
third parties.
 
https://www.bimco.org/news/priority-news/20181207-in-
dustry-publishes-improved-cyber-guidelines
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NCSC ADVICE FOR MARRIOTT
INTERNATIONAL CUSTOMERS
In November, Marriott confirmed that 
an internal investigation found that an 
attacker had gained unauthorised 
access to the Starwood guest reservation 
database dating back to 2014, affecting 
up to an estimated 500m customers. 
Marriott confirmed that it will be contacting 
customers who have been affected by 
the breach.
 
The UK National Cyber Security 
Centre (NCSC) say that if you have 
made a reservation with Marriott International 
since 2014, the period in which their 
internal investigation has highlighted, 
then “we recommend that you contact 
your bank/credit card provider if you 
have noticed any irregular activity. You 
should also monitor your financial 
accounts for any suspicious transactions.”

Follow the Be Cyber Aware at Sea 
campaign for lots of information on 
protecting yourself and your data online 
and check out ʻhave I been pwnedʼ, 
which can alert you to whether your 
details have been leaked or not.

Itʼs also good practice to use two-factor 
authentication on your sensitive 
accounts and the NCSC recommends 
that you have unique passwords for all 
of your accounts.

Those affected should remain vigilant 
against suspicious phone calls or targeted 
emails. Genuine financial institutions 
will not ask you to reply to an email with 
personal information, or details about 
your account. 

If you contact them, use a phone 
number / email address you have 
looked up yourself, rather than one 
sent to you in the email – it may be 
false.
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As your seafarers become more 
educated, aware and CONFIDENT in 
identifying potential cyber security 
threats, you will see a significant 
increase in the volume of REPORTING 
to the IT department and the CSO 
Alliance Cyber Incident Reporting team.

7 STEPS
TO BUILD CYBERSECURITY

AWARENESS AT SEA

A combination of training
TECHNIQUES help to keep 
crew ENGAGED. Phish & Ships,
posters and Infographics provide
the right content to assist

Use the GCHQ MCSA course to give your 
end users the benefit of regularly revisiting
key cybersecurity topics to encourage
KNOWLEDGE RETENTION

Development and change in 
workplace and onboard culture 
requires SUPPORT and buy-in 
from LEADERSHIP teams and 
SHIPS MASTERS

Good CYBER HYGIENE at HOME 
will translate to good cyber hygiene 
ONBOARD. The Be Cyber Aware
at Sea campaign has your family
in mind.

GAMIFYING your cybersecurity 
awareness programmes is a great way 
to get all SEAFARERS involved and 
ENGAGED
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Run your email address through “Have I Been 
Pwned” (https://haveibeenpwned.com/) and 
you may find that your account data, from some 
site or other, is already among a known breach 
or aggregation of breached data.

Everyone has value to an attacker, everyone... 
and this means you! If you have a computer or 
mobile device and it is connected to the Internet, 
you have value to an attacker. Your accounts, 
credentials, address book, bandwidth and even 
your CPU are worth money to an attacker. 

So, your computer or mobile device has anti-virus, 
a host firewall and you have automatic updates 
turned on: What more can you do? Quite a bit 
more in fact and it wonʼt cost much, if anything, 
just some planning and, perhaps the hardest 
part, discipline. Letʼs step through a few high-impact 
best practices that can help:

WiFi
When you are not intentionally connected to a 
WiFi network you should turn WiFi off. Not only 
will it help improve your battery life, but it will 
stop potentially dangerous information leaks. If 
you travel around with your WiFi turned on but 
disconnected from a network, it will broadcast a 
list of access points it has previously been connected 
to. If an attacker intercepts this broadcast and 
emulates an access point youʼve previously 
connected to, your device will connect to the 
attacker and this puts the attacker in a position to 
monitor your traffic and collect information.

Bluetooth
Bluetooth attacks are arguably rarer than WiFi 
attacks, but they do happen. Most Bluetooth 
attacks center around stealing the information on 
your device such as files or contacts or monitoring 
your communications through a headset or microphone. 
Keep Bluetooth turned off when you are not 
using it.

Cameras
Everyone has probably heard a story or two 
about webcam hijacking, some ending in ransom 

or unwanted Internet notoriety. We use it a lot in 
penetration testing to demonstrate how invasive 
malware can be when itʼs being controlled by a 
human attacker (IE: not automated). Luckily this is 
a fairly cheap and easy risk to manage. My 
preferred countermeasure is simply a small square 
piece of opaque sticky tape. Placed over the 
laptop or mobile front facing camera it lets in 
enough light to operate the auto-brightness 
feature, but the camera image is completely 
obscured. Itʼs also easy to remove if you want to 
have a video chat and replace when youʼre done.

Drive Encryption
Your whole drive should be encrypted and most 
popular operating systems now provide this 
feature (Filevault, Bitlocker). Should your computer 
physically fall into the wrong hands, information 
cannot simply be copied from the hard drive. 

File Encryption
Whole drive encryption is good but when the computer 
is running the drive is unlocked, the files are readable 
and vulnerable to being stolen by malware. Everyone 
has files with information that theyʼd rather keep 
secret. It could be banking information, health 
information or maybe even one of your momʼs 
secret recipes. These files might be stored locally 
on a drive, on a USB key, a mobile device or on a 
cloud drive. In any case the solution is the same, 
youʼll want to encrypt them with something strong 
enough that, if you ever lose the key, the files are 
gone forever. Products like Boxcryptor, AESCrypt or 
Veracypt can help secure your files with strong 
crypto. 

Email Encryption
Personal email encryption is generally beyond 
what the average user is willing to do. The advantage 
is that all of your email is encrypted at rest, no 
matter where it is. So even if the email server is 
compromised, your email is unreadable to the 
attacker. The oldest and arguably best system is 
PGP/OpenPGP however the complexity puts it out 
of most users reach. There are web-based solutions 
such as Hushmail that provide similar features, but 
in all cases all parties to the communication must 
agree in advance to use encryption.

These are just a few ways to improve your 
personal security posture and make yourself 
a harder target to an attacker. 

LET’S START THE NEW YEAR OFF RIGHT AND DISCUSS... 

At this point in time almost everyone knows a 
victim of cybercrime, and maybe youʼve even 
been the victim. If you include corporate data 
breaches, the chances of you falling prey to a 
cyberattack are very high. 

YOUR PERSONAL
CYBERSECURITY
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WORLD’S FIRST FULLY
AUTONOMOUS FERRY

ROLLS-ROYCE AND FINFERRIES DEMONSTRATE 

Rolls-Royce and Finnish state-owned ferry operator Finferries have successfully 
demonstrated the world’s first fully autonomous ferry in the south of the 
city of Turku, Finland.

During the demonstration, the Falco, with 80 
invited VIP guests aboard, conducted the 
voyage under fully autonomous control. The 
vessel detected objects utilising sensor fusion 
and artificial intelligence and conducted collision 
avoidance. It also demonstrated automatic 
berthing with a recently developed autonomous 
navigation system. All this was achieved without 
any human intervention from the crew.

According to Rolls-Royce, the Falco is 
equipped with advanced sensors, allowing 
it to build a detailed picture of its surroundings 
in real time beyond the level of humans. 
The situational awareness picture is created 
by fusing sensor data and relaying it to 
Finferriesʼ remote operating centre on 
land, which is 50km away in Turku city 
centre. Here, a captain monitors the autonomous 
operations, and can take control of the vessel 
if necessary.

Mikael Makinen, president of Rolls-Royce 
Marine, said: “This marks a huge step 
forward in the journey towards autono-
mous shipping and reaffirms exactly what 
we have been saying for several years, 
that autonomous shipping will happen.

“The demonstration proves that the 
autonomous ship is not just a concept, but 
something that will transform shipping as 
we know it.”

In edition 3 of Phish & Ships, Sharif Gardner 
highlighted some of the risks associated with 
Hyper Connected autonomous shipping. This 
hyper-connectivity and level of autonomy 
greatly increases the risk of critical systems, 
such as safety, propulsion, or navigation, being 
exposed to cyber-threats.

Internet-connected IoT should have restricted 
network access to protect them and other 
network devices. 

Overall, this is a great move forward for 
shipping but not without its challenges and 
autonomous shipping must not be confused 
with unmanned. Technology will evolve in 
accordance with what humans will accept 
and will be balanced between automation 
and human tasks. However from a risk 
perspective, if it is connected to the internet 
then it carries a cyber risk; that is a fact that 
shipping must get its head around.

Image Credit: Rolls-Royce plc. 
https://www.rolls-royce.com/media/press-releas-
es/2018/03-12-2018-rr-and-finferries-demonstrate-worlds-first-fully-autonomous-ferry.aspx

Autonomous shipping 
will happen one
day...
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GPS DISRUPTED FOR MARITIME
IN MEDITERRANEAN, RED SEA

The U.S. Maritime Administration issued an expanded advisory for GPS
disruptions in the Middle East. The new advisory renews and repeats warnings 
for the eastern Mediterranean and adds the Port of Jeddah in Saudi Arabia.

The armed conflict in Syria has been blamed for much 
of the disruptions off its shores and a NATO exercise 
conducted in the region is also being attributed.

Unfortunately, the geo-political landscape largely puts 
this area of risk out of control of the shipping community. 
It appears to be a rising occurrence and a sign of the 
times we operate in. In a world where autonomous 
shipping may become the new norm, it is the skill of the 
experienced Master that should never be taken for 
granted. Indicators of positioning systems interference 
include an intermittent signal, no signal, or an incorrect 
signal. If a GPS disruption or outage occurs, mariners 
should take the following actions:

• Immediately report any GPS disruptions 
or anomalies to the NAVCEN. 

• Take note of critical information such 
as the actual location (latitude/longitude), 
date/time, and the duration of the outage 
or disruption.

• When possible, provide photos or screen 
shots of equipment failures during a 
disruption to assist analysts in identifying 
a potential cause.

Situational awareness, to include verified position and velocity, is vital for safe and effective commercial 
operations. Although GPS has proven to be extremely reliable, NAVCEN stresses that it s̓ important to 
ensure alternative methods and systems are available, understood and used. Since few mariners 
experience a sustained loss of GPS, itʼs easy to become complacent.

Manual checks and other back-up systems must be exercised on a regular basis.

https://www.gpsworld.com/gps-disrupted-for-maritime-in-mediterranean-red-sea/
https://www.navcen.uscg.gov/?pageName=gpsUserInput
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SIGN IN

is an extra layer of security, requiring not only a password and
username, but also something that the user has on them with pin, 

password or fingerprint access.

TWO FACTOR AUTHENTICATION

IS THAT
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