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Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea 
campaign.

We live and work in a constantly changing environment,
one to which we must adapt or risk being out-paced. 
This is especially true of the changing cyber threats 
that hang over the industry and, with this in mind, 
this month we share some of the 2020 cybersecurity 
trends that are set to dominate the landscape and 
how technology is opening up new threat vectors. We 
also explore a secondary consequence of cyber attacks 
with a current real life example, and highlight how cyber 
criminals are manipulating the global fear of Coronavirus.

Like the squid referenced in AXIS’s enlightening 
article on cyber hygiene, we need to respond to the 
evolving landscape, building upon our strengths and 
with due awareness of our weaknesses.

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea

EDITOR
FROM THE

NOMINATED 2019

SMART4SEA CYBER SECURITY AWARD
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Today cyber hygiene is a topic at the forefront of business
risk with the average cost of a cyber incident growing 
from $34,000 to $200,000 (CNBC, 2019). SMB’s are 
still in denial that they could be the victim of a cyberattack; 
a study from Keeper Security finding that 66% of 
senior key decision makers do not believe they are 
likely to be targeted by cyberattacks, and 60% report 
that they do not have a cyberattack prevention plan. 
Verizon reported that 43% of all cyber attacks target 
small to medium sized businesses.

There is real and increased business risk impact 
within the shipping industry from emerging cyber 
threats. Some of the high profile cyberattacks across 
other industries have led to businesses suffering from 
ransomware and other types of breaches. These 
types of attacks happening within the shipping industry
are likely to cause severe operational disruptions and 
could potentially put the safety of the crew at risk.

The 35 Views of Cyber by John Donald refers to a 
squid analogy that can be used to explain how the 
environment (threat landscape) has changed and 
therefore the cyber defence model for businesses has 
had to evolve to cope with these changes. In the 
Jurassic era the squid used to have a shell, unfortunately
the sea became more acidic and the squid lost its 
shell. The squid had to adapt to the changing environment
with intelligence, camouflage and agility.

*  Intelligence - squid are amongst the some of 
the most intelligent creatures in the ocean and that’s 
what we should have as businesses, trustworthy 
threat intelligence.

*  Camouflage - The squid can camouflage itself 
to monitor its environment so it can detect predators. As 
businesses we should have the ability to monitor our 
networks, endpoints and other devices to be able to 
detect anomalous activity.

*  Agility - Squid can use jet propulsion to respond 
and avoid predators, and as businesses we require 
the ability to respond effectively and in a timely 
manner.   

John Donald, 2019   |   See diagram on P4.

No vessel would be allowed to transit if it’s not 
considered seaworthy, so we should also ensure our 
vessels are cyber seaworthy. It’s easy to get overwhelmed 
with the technology and the dangers it can expose, 
there are however some basic cyber hygiene steps 
that, if adopted, can help reduce some of the unneces-
sary risk exposure.
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Personal hygiene is something we do instinctively, whether it’s washing our hands, cleaning our teeth or showering
after the gym, although this may have not always been the case. The word hygiene pre dates 4000BC and is 
known to come from the Greek goddess of health, Hygeia, who was the daughter of Aesculapius, the god of 
medicine. Since the arrival of the Industrial Revolution (c.1750-1850) and the discovery of the germ theory of 
disease in the second half of the nineteenth century, hygiene and sanitation have been at the forefront of the 
struggle against illness and disease (C N Trueman, 2019).

CYBER HYGIENE
AT SEA...
ARE YOUR VESSELS
CYBER SEAWORTHY?

and can add efficiency in terms of network performance.

to avoid difficulty 
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1. Least Privilege - a given user should only be 
able to access the information and resources they 
require for legitimate reasons to carry out their 
duties.

2. Segmentation - Network segmentation is the 
idea of creating sub-networks within a corporate or 
enterprise network or some other type of overall 
computer network. Network segmentation allows 
for the containment of malware and other threats 
and can add efficiency in terms of network performance.

3. Patching - Ensure patching is done regularly. 
Typically, a patch is installed into an existing software
program to minimize exposure to vulnerabilities.

4. Encryption - Encryption is the process of using 
an algorithm to transform information to make it 
unreadable for unauthorized users when sensitive 
information is being stored or in transit.

5. Multi Factor Authentication - Multi-factor 
authentication (MFA) is a security mechanism in 
which individuals are authenticated through more 
than one required security and validation procedure. 
Ensure MFA is applied where appropriate.

6. Backups - Consider having multiple backups 
stored on various media types with one stored offline 
and offsite. The restoration process should be tested 
to avoid difficulty during a real incident.

7. Education and Awareness - working 
together with you and your staff with one goal: to 
defend your network from malicious attacks that can 
take down your business.

The cyber landscape has grown beyond technology 
alone. It is impacting the human on a personal and 
business level in ways we could never have imagined 
only a few years back. Our governments, police and 
organisations are fraught with the increase in 
persistency from cyber criminals whilst businesses 
are trying to secure their expanding list of intangible 
assets. Cyber insurance is a real-world risk management
tool for businesses that are serious about protecting 
themselves and their employees.  It’s a way to transfer
risk from the ever-increasing attack surface.

80%
PREVENTION

33%
PREVENTION

5%
RESPONSE

15%
MONITORING

CURRENT CYBER SECURITY
INVESTMENT 

FUTURE CYBER SECURITY
INVESTMENT 

33%
RESPONSE

33%
INTELLIGENCE
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No vessel would be allowed to transit if 
considered not seaworthy, so we should
also ensure our vessels are cyber seaworthy.

Article by Simon West, Cyber Risk Advisor at Axis Capital
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CYBER SECURITY 
TRENDS FOR 2020

TÜV Rheinland has unveiled its seventh annual report 
on Cybersecurity Trends, a report made in global 
collaboration between cybersecurity experts. While 
several points pertain directly to shipping, others highlight 
the growing vulnerabilities facing society at large:

      Uncontrolled access to personal data carries the  
      risk of destabilizing the digital society

In 2017 a woman asked a dating app company to send her
any personal information they had about her and in 
response, she received an 800-page document containing
her Facebook likes and dislikes, the age of the men she 
had expressed an interest in, and every single online 
conversation she had had with all 870 matching contacts
since 2013. "The fact that she received so much 
personal data after several years of using a single app 
underscores the fact that data protection is now very 
challenging. In addition, this example shows how little
transparency there is about securing and processing data 
that can be used to gain an accurate picture of an 
individual's interests and behavior," notes TÜV Rheinland’s
report.

        Smart consumer devices are spreading faster
        than they can be secured

The number and performance of individual "smart" 
devices is increasing every year, making them a very 
attractive target for cyber criminals, says the report. 
With the proliferation of smart devices, the attack 
surface could quickly increase hundreds or thousands of 
times, TÜV Rheinland says.

        The trend towards owning a medical device   
        increases the risk of an Internet health crisis

Over the past ten years, personal medical devices such 
as insulin pumps, heart and glucose monitors, defibrillators
and pacemakers have been connected to the Internet 
as part of the "Internet of Medical Things" (IoMT), the 
report notes. At the same time, researchers have identified
a growing number of software vulnerabilities and demonstrated
the feasibility of attacks on these products, which can 
lead to targeted attacks on both individuals and entire 
product classes, notes the organization.

        Vehicles and transport infrastructure are new   
        targets for cyberattacks

Through the development of software and hardware 
platforms, vehicles and transport infrastructure are 
increasingly connected. The disadvantage is the increasing 

number of vulnerabilities that attackers could exploit – 
broad cyberattacks targeting transport could affect not 
only the safety of individual road users, but could also 
lead to widespread disruption of traffic and urban safety, 
says TÜV Rheinland.  

        Hackers target smart supply chains and make
        them “dumb”

With the goal of greater efficiency and lower costs, smart 
supply chains leverage Internet of Things (IoT) automation,
robotics and big data management – smart supply chains 
increasingly represent virtual warehousing, or any place 
where a product or its components can be located at any 
time, says the organization. Nevertheless, smart supply 
chains are dynamic and efficient, but are also prone to 
cyberattacks. 

        Threats to shipping are no longer just a theoretical 
        threat but a reality

Many aspects to shipping can be vulnerable to attack, 
such as ship navigation, port logistics and ship computer 
network. There is ample evidence that states and activist 
groups are experimenting with direct attacks on ship 
navigation systems and attacks on the computer 
networks of ships used to extort ransom have been 
reported, says the report. 

        Vulnerabilities in real-time operating systems
        could herald the end of the patch age

In 2019, Armis Labs discovered eleven serious vulnerabilities 
(called "Urgent/11") in the real-time operating system 
(RTOS) Wind River VxWorks, says the report. Six of 
these flaws exposed an estimated 200 million IoT devices
to the risk of remote code execution (RCE) attacks. This 
level of weakness is a major challenge as it is often 
deeply hidden in a large number of products and organizations
may not even notice that these vulnerabilities exist. In view
of this, the procedure of always installing the latest security
updates will no longer be effective, predicts the report.

https://www.securitymagazine.com/gdpr-poli-
cy?url=https%3A%2F%2Fwww.securitymagazine.com%2Fa
rticles%2F91696-top-7-cybersecurity-trends-in-2020
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TOLL TRANSPORT HACK: 
CUSTOMERS DEMANDING ANSWERS 
ON PARCEL DELIVERY DELAYS
In early February this year Toll Group transport 
company confirmed that it had been the targeted 
by a cyber attack on its IT systems, causing disruption
to distributions.

Toll said that it had been forced to shut down its IT 
systems and that the ransomware attack was ‘a 
new variant of the Mailto ransomware’. They had 
notified federal authorities and there was ‘no 
indication’ that personal data had been hacked. 

They expanded upon the attack and their response:
“We have shared samples of the relevant variant 
with law enforcement, the Australian Cyber Security
Centre, and cyber security organisations to ensure 
the wider community is protected…There is some 
evidence that Mailto actors may have used phishing
and password spray attacks, and then used compromised
accounts to send further phishing emails to the 
user’s address book to spread the malware.

“At this time, the ACSC is unaware whether these 
incidents are indicative of a broader campaign”.

The company appears to have acted appropriately 
and now states that the majority of its internal 
networks and user access is now operational. They 
did, however have to switch to manual handling 
when systems were cut off, resulting in some 
delays to various shipments. And here, there has 
been backlash and complaints from their consumer
base who have spoken out about being ‘left in the 
dark’ amid those shipment delays.

If we are ever in doubt about the time critical nature 
of distribution networks, there are lessons to be 
learnt here with one Melbourne based clothing 
company detailing how an order ‘worth tens of 
thousands of dollars’ had missed its delivery deadline
and was now in limbo. “We weren’t even notified. 
We found out through Twitter”, said their sales 
manager.

With their order 10 days late, he had spent hours 
each day on the phone to Toll Group, looking for 
answers. “The most unfortunate thing is we just 
have had no communication. I feel like we’ve had to 
be proactive and I feel really sorry for the Toll call 
centre staff who have been left hung out to dry with 
a standard answer that gives no clarification.”

As a company faces a cyber-attack, their priority is 
surely to be on resolving the situation but the reality 
today is that angry consumers who feel denied
reasonable access to information, will go online to 
vent their frustrations.

Even as a cyber attack is brought under control, the damage to the 
affected company’s reputation is only just beginning and, in the 
age of social media, it is a swift process that is rarely fair or accurate.

With this in mind, Ryan Matthews of Corinium Intelligence issued 
advice in 2018 on this very topic of reputational recovery after a 
cyber-attack and issued a couple of ‘golden rules’:

*   Show empathy and issue a statement immediately – make sure
     it is compliant, fact-checked and signed off by the legal team.

*  Have a plan in place to respond to all key stakeholders, to 
     mitigate social media backlash, to also have the right spokesman
    to handle the public.

In this interconnected age, if you wish your company to survive a 
cyber-attack in the long-term, then factoring into your plans how to 
correspond with the public and manage the reputational fallout 
should not be ignored.



Various reports have come in that cyber criminals 
are capitalising on the natural fears of people 
surrounding the Coronavirus and you need to be 
on your guard to protect yourself. The following 
instances were raised by Neetu Katyal of 
Dataquest:

Fake emails claiming to be from 
WHO and CDC
Phishing emails are nothing new but with the 
global community coming together to support 
each other with coronavirus, cyber criminals have 
new plausible guises and are impersonating the 
World Health Organisation and Center for Disease 
Control and Protection. The messages being sent 
are short, advising readers to take precautions to 
avoid getting infected by asking them to open links 
or open attachments to access detailed safety or 
precautionary measures, or people to contact. 
Clicking on the link redirects the reader to fake 
websites, while opened attachments automatically 
download an ‘AgentTesla’ key-logger. 

Other instances include an email circulating in 
Japan that contains an attachment pretending to 
provide information about the spread of the infection,
while in Indonesia emails are offering advice on 
how to protect against infection.

Disrupting business operations
With a reduction in global movement and containment
against this virus, businesses are under increasing 
pressure and this vulnerability is being preyed 
upon by cyber criminals waging spam campaigns 
using, among others, ‘MVPower DVR Remote 
Code Execution’ and ‘XMRig’ and ‘Trickbot’, as well 
as ‘Emotet’ malware.
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Vaccines and donations
Scams are not just restricted to email, there is also a 
surge in websites pretending to sell vaccinations to 
protect against the virus, or fake online charities 
requesting donations. Kaspersky identified one such 
email, purportedly from the CDC requesting donations
to fund relief activities. It is notable that the CDC, as a 
government-funded agency, does not solicit donations 
from individuals and certainly not in Bitcoin.

It is only natural, in times like these and particularly 
when isolation is being enforced upon communities, 
that we turn to the online sphere, yet sadly cyber 
criminals are a step ahead to exploit these fears.

So, while we face the biological virus, 
lets also keep our guard up against the 
cyber criminals:

*  Remember all the advice regarding unknown 
emails, such as not clicking on links or opening 
attachments.

*   Keep in mind that cyber criminals use stolen 
details immediately, so use two-factor authentication 
where possible and reset passwords if you think they 
may have been mistakenly shared.

*   Seek information about the Coronavirus from 
trusted sources, visiting the official websites or credible 
agencies directly.

&

https://www.dqindia.com/paranoia-around-coronavirus-fueling-cyber-crime/

FROM ONE VIRUS TO ANOTHER... 

CORONAVIRUS AND CYBER 
CRIMINALS
While we have mostly concerned ourselves at Be Cyber Aware At Sea with the sort of virus most commonly 
found on computers, since January there has been mounting worries around the world with its biological 
namesake. Coronavirus is clearly of deep concern to us all but leaving the unfolding events aside in of themselves, 
we would like to focus on how they are being used by cyber criminals as a further opportunity to con businesses.
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So why has this happened and why is it so important? 
In simple terms while IT systems manage data, OT 
systems control the physical environment, the 
devices and processes that ‘make stuff happen’. 

Cyber security has traditionally focused on IT 
systems; this is partly because it is an easier target for 
cyber criminals as it primarily involves networks, 
applications, computers and software – all 
elements that require interaction, updates etc, on a 
regular basis, so creating lots of entry points. In 
addition, the storage, movement and translation of 
data that is the raison d’etre of IT, also makes it the 
treasure trove for cyber pirates.

OT has always been a harder nut to crack as it is a 
more static system that that carries fewer opportunities
to access externally and which controls a restricted 
functionality, opening and closing doors for example.
While the potential of a hacker to cause disruption 
is just as great as in IT, the low-hanging fruit of IT 
has made it the much more vulnerable of the two.

However, things have changed in recent times with 
a heavier crossover between IT and OT networks. 
While this has simplified and improved functionality, 
the result has also been to create a backdoor to OT 
systems, exposing them to the same risks as IT 
ones have been on the front-line of, while extending 
a cyber criminal’s potential to cause havoc. A cyber 
criminal could now not only hold the data of a company
to ransom but they could also stop their ability to 
practically function simultaneously.

This problem has come to the fore in recent 
months, with the news that the recent cyber attack 
on a US port saw some operational systems com-
promised. A report by the Coast Guard highlighted 

network segmentation ‘to prevent IT systems from 
accessing the Operational Technology environment’ as 
being one of several measures that would have prevented, 
or limited the breach and decreased recovery time.

Protection of OT systems is becoming more important. 
For the Port of Ashod, Naval Dome will be piloting 
their cyber protection on several systems before 
rolling it out across the entire port network. It is said to 
include ‘traffic control systems, berths, bridges, locks 
and gates, terminal cranes and storage facilities, and 
all access points and gateways’.

“Port-Dome is uniquely designed for port OT systems 
which, as we have seen from past experience, are 
susceptible to cyber-attack if not protected,” said Itai 
Sela, CEO, Naval Dome.

“Port-Dome is the leading solution for port and terminal 
operators as it provides the highest level of cyber 
defence without having to upgrade systems or change 
existing infrastructures. No training is required, and 
the Port of Ashdod’s OT systems will continue to operate
in the same as they did prior to the installation. The 
only difference being hackers will be unable to gain 
access.”

Naval Dome’s vice-president, marketing, Paola Rossi, 
said: “The impact of a cyber-attack cannot be under-
played. With expanding OT-based systems and 
network-based technologies, alongside the increase 
in systems using GPS-based location services, 
seaports will become increasingly susceptible to attack. 
If successful hackers can paralyse the supply chain’s 
central artery; shut down port operations, damage 
systems, result in human casualties, and financial and 
reputation loss.”

https://www.maritime-executive.com/article/uscg-cyberattack-penetrated-operating-controls-of-isps-facility

https://thedigitalship.com/component/k2/item/6376-ships-opera-
tional-technologies-left-to-the-side-when-it-comes-to-cyber-protection-says-cyber-expert

https://thedigitalship.com/news/maritime-satellite-communications/item/6371-naval-dome-called-on-to-protect-israeli-port-from-cyber-attack

One of the market leaders in cyber security, Naval Done has signed an agreement to defend the 
Israeli Port of Ashod’s critical Operational Technology (OT) systems. This development follows hot 
on the heels of the statement by Fredrik Munck, business development executive of US-headquar-
tered cybersecurity firm, Cybeta, that OT in shipping has been ‘left to the side when it comes to 
cyber protection’.

THE NEW BATTLEGROUND
PROTECT O.T. AS MUCH AS I.T.
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THE ISSUE WITH 
SHADOW I.T.

Why is it an issue?

These services are often outside the scope of your 
organization’s security and privacy controls. This 
means that they are not being protected by your security
team.  Your data may be more exposed to attack; it may 
not be backed up. It may be in a data center in a foreign 
country, contravening a data privacy law or regulation. 
As for physical devices, these may not be monitored for 
security threats or patched correctly, if patched at all, 
exposing your company to significant risk, fines and 
even jail for responsible executives.

Compounding these headaches is the fact that attackers
look specifically for Shadow IT so they can use this 
‘chink in the armor’ to attack the company. Why attack 
a well defended front door or back door when you can 
walk right in through the fire door that has been wedged 
open?

What does it look like in the 
marine industry?

The issues described above are already here for 
shore-based operations, but as modern ships and 
platforms become more digitized and connected, 
Shadow IT will become a significant risk to the off shore 
marine industry. 

People are always looking to make their lives more 
comfortable, easier, more efficient, especially where 
‘getting things done’ are at the core of your daily business.  
As communication bandwidth increases, and more 
technology is adopted off shore, peoples’ thirst for 
services (normally only used on shore) and creature 
comforts, and the necessary workarounds to get them 
up and running, will also increase. Resulting in offshore 
Shadow IT. 

How do we deal with it traditionally?

In order to deal with Shadow IT, you need to have visibility
of it. Asset and inventory management, coupled with 
scanning technologies used to discover unregistered 
devices or services within the organization, are key to 
mitigating the risk of Shadow IT. Governance and 
policies try to prevent Shadow IT from happening in the 
first place or, manage requests for new services or devices,
when requested.  But governance and policies are not 
‘active’ mitigation methodologies - they still require people
to comply. Sadly, the most effective method- Training 
and Awareness - is often overlooked. If people don’t 
understand Shadow IT, or the threat it poses, it is difficult 
to blame them for trying to be better at their job, or to 
discipline them if there is a policy that they didn’t know 
about it.

So what?

Organisations need to start considering what additional 
challenges will come with the changing landscape of 
marine technology. The increasing use of personal 
devices offshore means there is already some experience
in this space. However, more needs to be done to make 
staff, crew and contractors aware of the safety and security
implications of connecting personal or internet enabled 
devices to ship or platform networks or accessing cloud 
based services while offshore.

However, you can lead a horse to water, but you can't 
make it drink?
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Shadow IT is the term given to IT devices or services that are being used without the approval of, and often even 
without the knowledge of, your IT department. Shadow IT takes many forms, but some typical examples are: cloud 
storage services like Dropbox and Box, internet connected items like coffee machines and IP cameras, or unapproved
wi-fi routers or extenders plugged into your corporate network to allow those near it to ‘access the internet’.

Guidelines on Cyber Security Onboard Ships - 5.3 Procedural protection measures :
https://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-security-onboard-ships.pdf?sfvrsn=16 

Article by Stuart Quick, Centre of Excellence Lead at Axis Capital

DUE TO AN EDITING ERROR IN THE FEBRUARY EDITION OF PHISH & SHIPS, 

THIS ARTICLE HAS BEEN INCLUDED AGAIN, WITH AMENDED TEXT. 



EVENTS THIS MONTH

CMA Shipping
31 March – 2 April, 2020  |  Hilton Stamford, Connecticut, USA
Book online at: http://bit.ly/2HfZJVA

Running for 35 years, the CMA Shipping trade show is the must attend North American event in the maritime calendar. 
With over 2,500 attendees from across the world, CMA is the shipping event where business gets done. Get a whole 
year’s worth of business and networking in the space of two and half days. Join and network with shipowners, charterers, 
regulators, class societies, technologists, architects and investors. With a host of networking events across the event 
we make sure you can make the most out the show and connect with the mind and management of North America. 

Shipping Transformation Summit
11-12 March 2020  |  Copenhagen, Denmark
Obtain your 20% discount by quoting: FKT3646BC or by following this link: http://bit.ly/2SxnkGw

Hear from the shipowners and meet the start-ups who have already implemented automated processes such as e-bills 
of lading, contract management, 5G roll out, data sharing and collaboration. With presentations from the US Coast 
Guard, Onomondo and IACS this is the digitalisation event which will show you how to effectively roll out new ship management
tools which will make your fleet more efficient.

Attend two separately bookable workshops: 

Autonomous ships – Use automation to reduce errors. Hear detailed case studies on new technology, fast communication
with satellites and new policies on advanced automation

Cyber security-  A hacker only needs to overcome your security system once, but to be successful your security system 
needs to get it right every time, all the time. Find out about situational awareness, real time security monitoring, identifying
and safeguarding against your weakest link and training your staff to avoid accidental data breaches.
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SMISHING
Smishing is the SMS version of phishing scams. Instead of a dodgy email 
with a skecthy link, you get one via text message on your smartphone.

BE AWARE OF UNKNOWN TEXTS




