
Kindly sponsored by #43 / JUNE 2020

AXIS ON...
RANSOMWARE - THE PROBLEM 
AND THE SOLUTION

WILL COVID-19 DRIVE 
DIGITALISATION IN SHIPPING?

FRESH CYBER ATTACKS ON SHIPPING



OUR AWARDS

WINNER 2018
SMART4SEA TRAINING AWARD

HIGHLY COMMENDED 2017 
SAFETY AT SEA AWARDS

WINNER 2017
BEST CYBER AWARENESS CAMPAIGN

INTERNATIONAL CYBERSECURITY AWARD

2

Welcome to this month’s edition of Phish & Ships, 
brought to you by The Be Cyber Aware at Sea 
campaign.

These continue to be strange times but we hope you 
are all safe and well wherever you are today.

This month the news is of fresh cyber attacks, including 
a second for Toll Group who were targeted earlier this 
year. These incidents must be seen as the warning 
they are for the industry at large. The impact of a 
cyber attack has unlimited potential beyond simple 
economic damage. Consider the ramifications on 
supply chains, loss of reputation and public trust – 
elements that are hard to quantify and recover.

While COVID-19 is an on-going concern, we also cast 
a speculative eye over how the virus could change 
the way we work and its potential to further drive 
digitalisation in shipping. Needless to say, a push 
towards more digital reliance should come with greater
investment in cyber security – we don’t want to swap 
the coronavirus for a cyber one.

Please continue to follow us at: 
Website: www.becyberawareatsea.com
Twitter: @CyberAwareAtSea 
Facebook: Be Cyber Aware At Sea 
Linkedin: Be Cyber Aware At Sea 

Your Editor-in-chief,
Jordan Wylie MA, BA (Hons) Founder, 
Be Cyber Aware At Sea

EDITOR
FROM THE

NOMINATED 2019
SMART4SEA CYBER SECURITY AWARD
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RANSOMWARE
THE PROBLEM AND
THE SOLUTION

WHAT IS THE SIZE OF THE 
PROBLEM?
No one really knows how big the ransomware problem 
is. Like so many other crimes, a large amount of cyber 
extortion and ransom cases go unreported. But what we 
do know from first-hand experience is that it can be a 
company crippler. Many businesses suffer irreversible 
damage at the hands of ransomware events whether it 
be reputational damage, customer attrition or, more 
tangibly, Business Interruption costs, lost contracts, 
damaged data, lost intellectual property and equipment 
damaged beyond financial repair. We also know that 
businesses can take some very simple steps to reduce 
the likelihood and impact of being affected by these 
types of attack. 

This article looks at why the ransomware threat isn’t 
being taken seriously, why it should be and offers some 
simple, effective advice. 

IS IT ACTUALLY A PROBLEM?
The short answer is ‘yes’. According to one estimate, 
“Global ransomware damage costs predicted to reach 
$20 Billion (USD) by 2021” [1] But, if you stop and apply 
some considered thought to the topic you could 
persuade yourself that it isn’t worth worrying about. 
Maybe you are just suffering from Confirmation Bias — 
the ‘tendency to search for, interpret, favour, and recall 
information that confirms or support one's prior personal 
beliefs or values’ [2] — or opinions forced upon you by 
security vendors selling fear, uncertainty and doubt. Or 
perhaps, you may think the big numbers are just that 
because more cyber insurance policies are being sold 
and therefore claims are statistically more likely or, is it 
that recently introduced data laws, mandating reporting 
when you suffer this type of attack? Is this just a storm in a
teacup? The short answer is ‘no’, and you’ll find out why.

IT WILL NEVER HAPPEN TO 
ME…
You could decide that ransomware is not the big issue 
some experts suggest. However, the situation is further 
compounded by the fact that 80% of the population suffer 
from Optimism Bias too, the ‘tendency to believe that they 
themselves are less likely to experience a negative event’ 
[3]. So, adding this altogether generally results in a state of 
malaise, denial and inaction….and people concluding, “It 
will never happen to me!”

…OR MAYBE IT COULD?
Regardless of how aware you are of your biases and your 
ability to think rationally about risk, you very much should 
not ignore ransomware as a type of attack. Why? 
Because on one hand it can be devastating and on the 
other, reducing the likelihood and impact of it can be 
relatively simple and generally quite affordable. You 
have no excuse. 

Ransomware attacks are typically delivered in two ways. 
The first is through large scale SPAM attacks that send 
millions of phishing emails indiscriminately out across 
the internet in the hope that someone will click on the 
booby-trapped link or attachment. While this approach is 
reducing in popularity, it is still a popular method for 
distributing many types of malware. The second is when 
attackers spend time and effort crafting an attack on a 
specific high-value target. Regardless of which one of 
these routes is taken the point I am making is that you 
are a target regardless of what you think and it very 
much could happen to you, and you need to prepare 
accordingly. 

As a cyber insurer we have a great deal of experience of 
working with affected clients and our response partners 
who help them respond and recover from ransomware 
attacks. This gives us a unique insight into this threat 
and how to reduce the likelihood of it happening and the 
impact these attacks can have.
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REMIND ME AGAIN WHY I 
SHOULD CARE?
Industry sources report average costs of these attacks as 
being between $600K and $1.5M but with numbers rising 
significantly for larger organisations, and increasing overall.

Business interruption periods resulting from ransomware 
attacks are dependent on the size of the business but range 
between three days to several weeks. The impact weighs 
more heavily on industries with large daily operating costs 
and time critical aspects to their value chains.

Many of the affected businesses we see are poorly 
prepared and could have significantly limited the damage, 
cost and disruption if they had followed some simple 
steps.

WHAT COULD I DO TO 
PROTECT MY BUSINESS?
The ransomware readiness advice we share with our 
clients is as follows:

Reducing the likelihood
• Security awareness training – do this if you are not; if  
you are, do more of it!

• Keep Devices Updated & Patched – limit the opportunities
the malware has to take hold.

• Harden your devices – review security hygiene on your 
devices, i.e. closing open ports.

• Multi- factor authentication – enhance your current 
authentication processes by adding another factor, i.e. a 
security token or SMS-based verification.

• Endpoint detection – explore adding endpoint detection
services or upgrade existing security packages to activate 
these services.

• Segmentation – segment your networks and services to
help limit the ease with which malware can spread 
through your systems.

Reducing the impact
• Planning and preparation – update your Incident  
Response Plan (IRP) and practice using it. 

• Immediate action drills – include cyber ‘immediate 
action’ checklists in your IRP.

• Know whom to call – ensure everyone knows who can 
help and how to contact them.

• Roles and responsibilities – decide before an incident 
who and how your company would authorise a ransom 
payment. 

• Backup – backup your critical systems and data, protected
them from ransomware and practice recovering from them 
regularly.

• Insurance – access to experienced specialists 24/7/365 
and payment mechanisms/currencies.

Much of this guidance is quick and cheap to implement and 
will significantly improve your business’ resilience to a 
ransomware attack (and other attacks too).

CONCLUSIONS
Your key ransomware takeaways from this article should be:

• You are a ransomware target regardless of what you think.

• We are predisposed to think that it won’t happen to us.

• The impact of a ransomware attack can be highly disruptive
 and costly.

• There are some simple things you can do to reduce the 
likelihood and build resilience. 

• Quick decision making in the initial stages is key and can 
significantly reduce the impact you will suffer, but this is  
rarely achieved unless you have prepared well.

To try to put it in a more familiar context, would you let your 
crew, contractors and stevedores go to work without: eye 
protection, gloves, high visibility jackets, protective 
footwear, ear protection, safety training, first aid training 
and other technical and procedural safety mechanisms in 
place? No, you wouldn’t. Safety culture has evolved and, 
thankfully, is very effective but cyber safety is a few steps 
behind…

FINAL WORD
If you do nothing else, do this…find a ransomware and 
extortion specialist and note down their contact details in 
your IRP. Some examples are: Crypsis, Arete, Kivu, Ankura, 
Crowdstrike and Charles Rivers Associates - all members 
of the AXIS Cyber Insurance response panel.

Sources
https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/ 
https://en.wikipedia.org/wiki/Confirmation_bias
https://en.wikipedia.org/wiki/Optimism_bias

Article by Stuart Quick, Centre of Excellence Lead





-
-

6 &

FRESH CYBER-ATTACKS 
ON SHIPPING
SECOND ATTACK ON TOLL GROUP
It was a case of second time unlucky for Toll Group, which 
suffered a cyber attack in January. This second attack in 
the first week of May was unrelated, involving ransomware
called Nefilim deployed after hackers obtained access to a 
corporate server. They downloaded data and threatened to 
publish it on the dark web if a ransom was not paid. 

Toll Group, working together with Australian national 
authorities and cyber security experts, were advised not to 
engage with the hackers or pay the ransom. Toll Group MD 
Thomas Knudsen said “We condemn in the strongest 
possible terms the actions of the perpetrators. This is a 
serious and regrettable situation and we apologise unreservedly
to those affected. I can assure our customers and employees 
that we’re doing all we can to get to the bottom of the situation
and put in place the actions to rectify it.”

There are reports that the hackers have leaked the data on 
the dark web and Toll Group is ascertaining the scope of the 
breach, the information taken and contacting those who may 
have been affected. 

Meanwhile Knudsen described how Toll Group are overcoming
the incident, starting with restoring and testing their custom-
er-facing applications. He outlined: “We’re continuing to keep 
our SME customers and consumers updated through our 
digital and social channels, including Toll’s company and 
MyToll websites.”

According to Knudsen, while there were still some delays in 
the network, deliveries were ‘by and large as normal’ and 
pointed out that their call centres were taking bookings over 
the phone. “We continue to prioritise the movement of essen-
tial items, including medical and healthcare supplies. Email 
access has been restored for Toll employees who operate on 
our cloud-based platforms.”

Mr Knudsen said cyber crime posed “an existential threat for 
organisations of all sizes, making it more important than ever 
for business, regulators and government to adopt a united 
effort in combatting the very real risk it presents the wider 
community”.

RANSOMWARE STRIKES
ANGLO-EASTERN
In mid-May, according to Splash247, one of the largest 
shipmanagers, Anglo-Eastern, was hit by a ransomware 
attack although no data was lost. In a note seen by 
Splash247, sent by Anglo-Eastern to clients, they detailed 
that 20% of its workstations and 10% of its servers were 
encrypted at the time of the attack and subsequently each 

will need to be quarantined, checked and declared safe before 
it can return to service. Given it has 200 servers and 1,850 
workstations, this necessary undertaking will take some time.

In the wake of the attack the firm took its website down while 
it moved to get its IT systems back in place, complicated by 
the fact it had only just moved to new premises in Kowloon a 
month ago.

IRANIAN PORT IN ‘TOTAL DISARRAY’
On 9 May a cyber attack was reported on the Shadid Rajaee 
port terminal. The unknown foreign hacker knocked the port’s 
computers offline, including those regulating the flow of 
goods and vessels, causing backups for the waterway traffic 
and on roads linked to the facility.

In this case, as reported by The Washington Post, it is alleged 
to be the work of Israeli operatives as part of a set of retaliatory 
cyber attacks, with Iran blamed for an attempt to penetrate 
computers operating rural water distribution systems in Israel.
Israel has not responded to requests for comment on this 
latest attack, while Iran has issued denials concerning the 
former attempt.

These alleged attacks show how the cyber sphere is becoming
a new platform for state-sponsored interventions. Even when 
the attacks are not against specific firms, the knock on effect 
for all those in the supply chain are grave. 

WHY NOW?
Leaving the attack on the Iranian port to one side, the list of 
cyber attacks in the first half of 2020 do feel a significant 
number. So, is this a trend, and if so, could it have any link to 
COVID-19?

According to the email and data security company, 
Mimecast, yes.

The team at checked trends in activity and reported that the 
volume of all detection categories reviewed increased by 
33% between January and end of March. These included 
malware detections up by 35.16% and impersonation 
detections up by 30.3%.

Their report on the first 100 days of Coronavirus shows that 
transportation, storage and delivery is the third-most attacked 
industry globally, only falling behind retail and manufacturing.

Given that many nations have had some extended periods of 
lockdown, these sectors are under most pressure to provide 
and cyber criminals are quick to exploit customers and 
companies alike.

Hot on the heels of the MSC cyber attack we reported last month, it was the turn of several other companies to take 
incoming fire, proving yet again that cyber crime is an ever-present threat.

https://theloadstar.com/toll-group-resists-ransom-demands-from-hackers-after-cyber-attack/
https://ia.acs.org.au/article/2020/toll-group-data-dumped-on-dark-web.html
https://splash247.com/anglo-eastern-suffers-ransomware-attack/
https://www.washingtonpost.com/national-security/officials-is-
rael-linked-to-a-disruptive-cyberattack-on-iranian-port-facility/2020/05/18/9d1da866-9942-11ea-89fd-28fb313d1886_story.html
https://www.maritime-executive.com/article/report-cyber-criminal-activity-increasing-during-pandemic
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GOOD NEWS ROUND-UP!
Willis Towers 
Watson unveils 
CyNav
Willis Towers Watson, a leading global advisory, 
broking and solutions company, today announced 
the launch of CyNav, a new type of cyber-insurance
cover designed specifically for shipowners.

The new product addresses the growing need for 
an explicit marine cyber solution, built from the 
ground up to specifically address ship operators’ 
exposures, rather than trying to use pre-existing 
generic cyber products amended marginally to fit 
marine exposures. 

Shipowners are increasingly reliant on technology 
for all aspects of their operations, and their unique 
risks associated with this dependency can lead to 
significant financial damage.

As the financial impact of cyber incidents continues
to increase and the “silent cyber” cover in traditional
marine cover is being reduced, CyNav’s clear and 
affirmative cyber solution is designed to plug any 
remaining cyber gaps.

“Barely a week goes by without new cyber events 
affecting the maritime sector,” said Ben Abraham, 
global head of Marine at Willis Towers Watson. 
“Many are minor and unreported, but the major 
cases have caused consequential commercial 
losses in the hundreds of millions of dollars. CyNav 
offers a genuinely pioneering marine-specific 
cyber solution. In an environment of increasing 
ingenuity of cyber criminals and increasing levels 
of cyber security governance in the maritime industry, 
CyNav anticipates the protection that shipowners 
need to mitigate their cyber risk.”

RUSI and UoK 
cyber security 
research
News of CyNav is perhaps timely given the 
announcement by the Royal United Services 
Institute (RUSI), an independent think tank on 
international defence and security, to investigate 
the impact of cyber insurance on secure 
behaviours.

Partnering with the University of Kent (UoK), they intend to 
conduct research into ‘incentivising good cyber security, with a 
particular focus on the role of cyber insurance’. They explain: ‘The 
project will explore why organisations, including SMEs, may or may 
not feel compelled to introduce sufficient cyber risk management mea-
sures to protect against cyber-attacks. It will analyse to what extent 
cyber insurance could encourage better cyber risk management prac-
tices. In doing so, research will seek to learn from the approaches of 
other mature insurance sectors to incentive secure behaviours.’

The research is funded by the National Cyber Security Centre 
(NCSC), in collaboration with the Research Institute in Sociotechnical
Cyber Security (RISCS) and the final report is scheduled for publication
in March 2021. They also make clear the report ‘will include 
recommendations for policymakers to consider on the role that 
cyber insurance could play in delivering the cyber security that the 
UK needs over the next decade and beyond’.

This project promises to provide a different viewpoint on the cyber 
security picture at play in the UK, and we look forward to seeing 
what the final findings are and what recommendations are made.



In a pattern extending back as far as the 19th century,
the forces pushing for change and innovation have 
butted heads with those questioning the wisdom of 
rushing ahead without thinking of consequences. 
Where once we had the Spinning Jenny, we now 
have automative technology or big data, with our 
own corresponding fears of what the repercussions 
may be for security and safety, as well as jobs and 
skill redundancies.

Realistically ever greater reliance on cyber technology
is inevitable and a good thing for moving industries 
forward. At Be Cyber Aware At Sea, we fully 
acknowledge the benefits that cyber technology 
can provide for the maritime and shipping industry. 
Our concerns, as of many others, are for how the 
industry has rushed in to reap the benefits without 
appreciating the gap between the technology 
available and the cyber solutions, new behaviours 
and investment required to protect it adequately.

UNCORKING OUR DIGITAL 
POTENTIAL
For years each technological milestone is greeted 
with divergent levels of enthusiasm among consumers,
employers and employees; some all too readily with 
open, uncritical arms, others steadfastly refusing to 
engage at all despite proof of product.

Yet today, lockdown has pushed everyone, to some 
degree, into the new, digital environment, whether 
they wanted to or not. For the doubters, the technology
has had a chance to prove its societal value as 

many are required to use unknown software, online 
programs and cloud data services in order to work 
from home, appreciating that the technology has 
enabled their company to adapt and survive. 

ADAPT TO SURVIVE
In shipping there are multiple examples where the 
industry has specifically called upon cyber solutions to 
overcome COVID-19 working restrictions. For exam-
ple, Martyn Wingrove reported on the uptick in ship 
owners using remote IT management to monitor 
equipment performance during the lockdown.

‘With ship visit clampdowns, there is rising demand 
for remote support to seafarers and distance diagnostic
services,’ he states. ‘VSAT providers are diversifying 
to provide remote IT management and equipment 
condition monitoring services to assist shipowners 
during these challenging times.’

In addition, Marlink has unveiled its ITLink for managing
onboard IT, which ‘enables shipowners to prevent 
issues with onboard networks and ensure their software
and security is updated.’ Marlink’s BridgeLink also 
helps manage operational technology onboard by 
enabling data to be accessed, collected and shared in 
a single interface for remote monitoring.

So, given that more cyber solutions are being devised 
and utilised by employers and employees, is 
COVID-19 enhancing digitalisation’s reputation? 
And will good experiences with some technologies 
make others more attractive? It is too early to say, but 
the signs are there that this could be a turning point.

COVID-19 – A BLACK SWAN EVENT 
FOR SHIPPING?
Certainly, for the CEO of Wallem Group, Frank Coles, 
this could be a defining moment for shipping, in 
particular how he feels COVID-19 may change the 
shipping industry’s ‘approach to digitalization of 
vessel operation’.

WILL COVID-19 DRIVE 
DIGITALISATION IN 
SHIPPING?
The one industry that is likely to come out of 
COVID-19 on the ascent is digital technology. As 
companies adapt to function without employees on 
the ground where possible, and as employees 
adapt their working lives to do their jobs from 
home, it begs the question: Could COVID-19 
change our working relationship with digital 
technology?

Coles takes issue with the current rate of change, 
declaring that ‘the maritime industry is living in its 
own digitalization fantasyland…change is happening,
but way more slowly and unevenly than is claimed.’ 
He believes that in addition to the slow speed of 
change, there has been little cohesion in technological
developments as well, so that ‘the technology 
currently found onboard ships, in the operation 
centers run by shipmanagers and in owners’ 
head-offices is improvised, disconnected and 
fragmented.’

For Coles only disruptive personalities and events 
may change the narrative and he calls the 
COVID-19 virus and the global reaction to the pan-
demic the ‘Black Swan event we need to trigger real 
change’ and states that this ‘crisis is changing the 
economic picture enough for a new model [of 
digitalization] to evolve’. 

Specifically, he backs the usage of data, or ‘vessel 
operational data’, as being the ultimate winning 
technology - enabling vessels to be ‘operated by 
smart people on board and ashore who are empowered
to make sensible decisions with the help of advanced
analytical tools that untangle data from a multitude 
of sources’.

NEXT STEPS
Coles describes a broad view of the industry, and it 
will take time to see if he is correct in his predictions 
but, as organisations adjust to the lockdown and put 
in place temporary technological solutions to practical
problems, they are undoubtedly driving the digitalisation
of their industries. Come the end of the lockdowns, 
when the future is less uncertain, it is highly likely 

that many of the temporary solutions will become 
permanent. By embracing technology out of necessity,
it is likely that many organisations will adjust and 
learn to enjoy the benefits.

What we get excited about here is that this, in turn, 
could mean greater interest and investment in the 
security that must underpin technological developments 
and growth. After all, if we are all too readily aware of 
our reliance upon the technology to work, and are 
using it despite our initial reservations, then there 
will be less tolerance for security flaws and safety 
concerns.

There are examples already: Zoom teleconferencing 
technology has seen a huge upswing in usage over 
the past few months (535% rise in daily traffic over 
March alone), but that very interest has also cast a 
very public spotlight over its security flaws, prompting 
Zoom to commit to finding a resolution as soon as 
possible, while other firms are encouraged to design 
more secure systems from scratch.

With greater consumer need comes interest and 
investment, followed by critique and further devel-
opment. By this rationale, the COVID-19 worldwide 
crisis could well be the making of the digital era.
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In a pattern extending back as far as the 19th century,
the forces pushing for change and innovation have 
butted heads with those questioning the wisdom of 
rushing ahead without thinking of consequences. 
Where once we had the Spinning Jenny, we now 
have automative technology or big data, with our 
own corresponding fears of what the repercussions 
may be for security and safety, as well as jobs and 
skill redundancies.

Realistically ever greater reliance on cyber technology
is inevitable and a good thing for moving industries 
forward. At Be Cyber Aware At Sea, we fully 
acknowledge the benefits that cyber technology 
can provide for the maritime and shipping industry. 
Our concerns, as of many others, are for how the 
industry has rushed in to reap the benefits without 
appreciating the gap between the technology 
available and the cyber solutions, new behaviours 
and investment required to protect it adequately.

UNCORKING OUR DIGITAL 
POTENTIAL
For years each technological milestone is greeted 
with divergent levels of enthusiasm among consumers,
employers and employees; some all too readily with 
open, uncritical arms, others steadfastly refusing to 
engage at all despite proof of product.

Yet today, lockdown has pushed everyone, to some 
degree, into the new, digital environment, whether 
they wanted to or not. For the doubters, the technology
has had a chance to prove its societal value as 

many are required to use unknown software, online 
programs and cloud data services in order to work 
from home, appreciating that the technology has 
enabled their company to adapt and survive. 

ADAPT TO SURVIVE
In shipping there are multiple examples where the 
industry has specifically called upon cyber solutions to 
overcome COVID-19 working restrictions. For exam-
ple, Martyn Wingrove reported on the uptick in ship 
owners using remote IT management to monitor 
equipment performance during the lockdown.

‘With ship visit clampdowns, there is rising demand 
for remote support to seafarers and distance diagnostic
services,’ he states. ‘VSAT providers are diversifying 
to provide remote IT management and equipment 
condition monitoring services to assist shipowners 
during these challenging times.’

In addition, Marlink has unveiled its ITLink for managing
onboard IT, which ‘enables shipowners to prevent 
issues with onboard networks and ensure their software
and security is updated.’ Marlink’s BridgeLink also 
helps manage operational technology onboard by 
enabling data to be accessed, collected and shared in 
a single interface for remote monitoring.

So, given that more cyber solutions are being devised 
and utilised by employers and employees, is 
COVID-19 enhancing digitalisation’s reputation? 
And will good experiences with some technologies 
make others more attractive? It is too early to say, but 
the signs are there that this could be a turning point.

COVID-19 – A BLACK SWAN EVENT 
FOR SHIPPING?
Certainly, for the CEO of Wallem Group, Frank Coles, 
this could be a defining moment for shipping, in 
particular how he feels COVID-19 may change the 
shipping industry’s ‘approach to digitalization of 
vessel operation’.

Coles takes issue with the current rate of change, 
declaring that ‘the maritime industry is living in its 
own digitalization fantasyland…change is happening,
but way more slowly and unevenly than is claimed.’ 
He believes that in addition to the slow speed of 
change, there has been little cohesion in technological
developments as well, so that ‘the technology 
currently found onboard ships, in the operation 
centers run by shipmanagers and in owners’ 
head-offices is improvised, disconnected and 
fragmented.’

For Coles only disruptive personalities and events 
may change the narrative and he calls the 
COVID-19 virus and the global reaction to the pan-
demic the ‘Black Swan event we need to trigger real 
change’ and states that this ‘crisis is changing the 
economic picture enough for a new model [of 
digitalization] to evolve’. 

Specifically, he backs the usage of data, or ‘vessel 
operational data’, as being the ultimate winning 
technology - enabling vessels to be ‘operated by 
smart people on board and ashore who are empowered
to make sensible decisions with the help of advanced
analytical tools that untangle data from a multitude 
of sources’.

NEXT STEPS
Coles describes a broad view of the industry, and it 
will take time to see if he is correct in his predictions 
but, as organisations adjust to the lockdown and put 
in place temporary technological solutions to practical
problems, they are undoubtedly driving the digitalisation
of their industries. Come the end of the lockdowns, 
when the future is less uncertain, it is highly likely 

that many of the temporary solutions will become 
permanent. By embracing technology out of necessity,
it is likely that many organisations will adjust and 
learn to enjoy the benefits.

What we get excited about here is that this, in turn, 
could mean greater interest and investment in the 
security that must underpin technological developments 
and growth. After all, if we are all too readily aware of 
our reliance upon the technology to work, and are 
using it despite our initial reservations, then there 
will be less tolerance for security flaws and safety 
concerns.

There are examples already: Zoom teleconferencing 
technology has seen a huge upswing in usage over 
the past few months (535% rise in daily traffic over 
March alone), but that very interest has also cast a 
very public spotlight over its security flaws, prompting 
Zoom to commit to finding a resolution as soon as 
possible, while other firms are encouraged to design 
more secure systems from scratch.

With greater consumer need comes interest and 
investment, followed by critique and further devel-
opment. By this rationale, the COVID-19 worldwide 
crisis could well be the making of the digital era.

‘With ship visit clampdowns, there is rising demand 
for remote support to seafarers and distance diagnostic
services,’ he states. ‘VSAT providers are diversifying 
to provide remote IT management and equipment 
condition monitoring services to assist shipowners 
during these challenging times.’

https://www.rivieramm.com/news-content-hub/news-content-hub/coronavirus-drives-owners-to-remote-it-managementnbsp-59046
https://www.rivieramm.com/opinion/opinion/coronavirus-will-trigger-revolutionary-change-in-shipping-58867
https://www.theguardian.com/technology/2020/apr/02/zoom-technology-security-coronavirus-video-conferencing
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A recent press release from Korean Register has 
announced the signing of a Memorandum of 
Understanding (MOU) with shipbuilder Samsung 
Heavy Industries (SHI). They will be conducting a 
joint study on “Ship Cyber Security Network Con-
struction and Design Safety Evaluation” at the 
Marine Engineering Research Center of SHI. 

The release stated that:
Under the MOU, the two organizations have 
agreed to evaluate the construction and design 
safety of cyber security networks applicable to new 
ships. In addition, they will jointly study technologies
that can respond to cyber threats faced by ships, by 
diagnosing ship cyber security vulnerabilities using 
the cyber security test beds built by SHI.

Cyber security risk management will be significantly
strengthened in 2021 when the International Maritime
Organization’s (IMO) Maritime Safety Committee’s 
resolution “Cyber Risk Management in Safety 
Management System (MSC.428 (98))” comes into 
effect. In the lead up to this date, KR and SHI will 
work together to enhance and support the application
and verification of ship cyber security rules.

“Through this partnership and joint research with 
Samsung Heavy Industries, we will strengthen our 
ship cyber security certification and our technical 
service capabilities. KR will also continue to 
increase its cyber security technology leadership in 
the global maritime market using world-class con-
struction technology through our cooperation and 
close working with shipyards,” said Kim Dae-heon, 
head of KR's Digital Technology Center.

Shim Yong-rae, head of the Shipbuilding and Marine 
Research Institute of SHI, added, “We expect to con-
siderably increase the security capabilities of smart 
ships through our joint research with KR, which is 
renowned for its cyber security certification technology.
In addition, we will continue to deliver ships with the 
very latest world-class cyber security capabilities for 
our customers.”

Demand for effective cyber security continues to 
grow, KR says. The group established a maritime 
cyber security management certification system in 
2018 and provides certification services or companies
and ships, as well as cyber security type approval 
services for ship networks and automated systems. 
The maritime cyber security management certification
system encompasses the international security standards
(ISO 27001 and IEC 62443), the maritime cyber 
security guidelines of the IMO and the shipping 
association BIMCO.

These partnerships are an important step towards 
providing cohesive cyber plans for shipping and we 
look forward to seeing how their research develops.
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BEC SCAM
Business email Compromise...

usually sees Chief Executive Officers or Chief Financial Officers 
getting tricked via social engineering or phishing into carrying 

out fake wire transfers and losing a large sum of money.

Train executive staff and employees in the finance and human 
resource departments to identify potential BEC scam emails!


